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Submitted November 22, 2009
______________________________________________________________________
The Software & Information Industry Association (SIIA) submits these comments on the above referenced subject, the updated “New gTLD Applicant Guidebook Version 3 (V3)” (“DAGv3”), released in early October.
SIIA submitted comments on versions 1 and 2 of the Draft Applicant Guidebook, as well as the report of the Interim Review Team.
   SIIA staff and member companies have reviewed the comments submitted during the relevant comment periods (which closed in December), the various analyses provided by ICANN staff, and the presentations by ICANN staff at the ICANN meetings in Mexico City and Sydney.  

Taking into account all of these developments, SIIA continues to strongly believe that:

· The original four overarching issues remain key thresholds that must all be fully addressed, through meaningful processes, before a full roll out of new gTLDs is undertaken.   It is noted that an additional key threshold, bringing to a total of five overarching issues, was added in the presentation by ICANN staff at the meeting in Seoul:  "vertical integration" (i.e., registry-registrar separation).   It is important that, as the complexity and impact of the potential rollout of new gTLD’s unfolds, ICANN continue to examine these and other key issues that will affect the stability and credibility of the initiative.

· SIIA’s evaluation of the state of each of these essential overarching issues is that each is in very different stages of development.  Some, like the trademark issue, is well underway as a process (albeit with a need to make sure that the work of the IRT is seen as a baseline for addressing this issue), while others are at ‘first step’ stages, at best.  While the work to date on these issues is to be commended and reflects significant investment of time and resources of ICANN staff and the ICANN community, none of them appear to have ripened sufficiently to begin a roll out any time in the near future.
· In this context, we commend the recognition by ICANN Staff that it is essential that these issues be addressed effectively before initiation of any rollout.   SIIA especially commends the commitment by ICANN staff to publish another iteration of the DAG (version 4) for comment given what is likely to be possible significant changes in light of the procedures underway.    
· In our view, taking into account the status of addressing the key issues – and the results so far – ICANN should assume, at minimum, that at least another 18-24 months will be needed to meet the thresholds required on this significant initiative, if it is to be determined that such a rollout is in the public interest.
As the principal trade association of the software and digital information industry, the more than 500 members of SIIA develop and market software and electronic content for business, education, consumers and the Internet.
  SIIA’s members are software companies, ebusinesses, and information service companies, as well as many electronic commerce companies.   Our membership consists of some of the largest and oldest technology enterprises in the world, as well as many smaller and newer companies.

Our members are leaders in building the global online marketplace and promoting the digital economy, providing content and infrastructure that users around the world depend on.   They rely on a robust, secure and predictable environment, which includes a reliable Domain Name System (DNS) and associated tools that permit the DNS to operate with confidence.
SIIA, its member companies, and its staff have been involved in ICANN since its inception in 1998.   SIIA has strongly supported the role of ICANN over those years, and we have continuously worked to enhance the capacity of ICANN to carry out its responsibilities.
   SIIA welcomed the renewed partnership between ICANN and the U.S. Department of Commerce announced at the end of September (See “SIIA Welcomes Renewed ICANN-Commerce Partnership”, http://siia.net/index.php?option=com_docman&task=doc_download&gid=2240&Itemid=318) which acknowledged the widespread frustration with ICANN’s process to rollout new TLD’s. 
Five Overarching Issues Must Be Addressed Before Any Rollout of New gTLDs
SIIA welcomes the steps that ICANN staff have taken to identify the five overarching issues.   We believe that these reflect, at a minimum, essential fundamental questions that must be resolved, through meaningful processes, before any new gTLD’s can be rolled out consistent with ICANN’s mission and the expectations of the global Internet community.   As a general matter, based on SIIA’s review of the comments, analyses and presentations to date, it is our view that, on the whole, serious doubt remains about the need for and viability of expanding the number of gTLD’s at this time.   
SIIA’s evaluation of the state of each of these essential overarching issues follows leads us to conclude that each is, at best, in very different stages of development.  By any measure, none of them appear to have ripened sufficiently to support ICANN’s stated timeline for rolling out new gTLD’s. 


Security and Stability.   SIIA has consistently viewed this issue as a central one that must be comprehensively and effectively addressed as a foundation for implementing new gTLDs.   As ICANN staff previously stated, “the near coincident changes planned for introduction into the root zone - IPv6 records, DNSSEC, IDNs, and new TLDs – have not been analyzed for their combined impact on root zone operations.”
  
SIIA commends the work that has led to a set of initial studies conducted on this important topic.  Taking them as a whole, they point to a number of significant challenges that must be addressed to ensure stability of the DNS while simultaneously implementing DNSSEC and IDNs – policies which have already been adopted and around which there is consensus – as well as the possibility of adding new TLD’s and IPv6 addresses.   The conclusions of the report on the impact on the DNS Root System, “Scaling the Root”, indicate that:

· The risks associated with adding DNSSEC, new TLDs, IDNs, and IPv6 addresses to the root simultaneously can be managed only with changes to the current arrangements of the root server operators.

· Adding new TLDs, IDNs, and IPv6 addresses would also increase the size of the root zone ….  With aggressive re-planning (some of which is already underway), the system is capable of managing the risks associated with adding either (a) DNSSEC or (b) new TLDs, IDNs, and IPv6 addresses over a period of 12-24 months—but not both.
· If a choice must be made, DNSSEC should come first. The effects of signing the root [i.e., implementing DNSSEC] would be felt immediately—a sudden jump in the size of the root zone, and a sudden increase in the volume and type (TCP vs. UDP) of root server query traffic. The effects of the other changes [new TLDs, IDNs and IPv6] would be spread out over some period of time (longer or shorter depending on the rate at which the system is able to adapt). Because the step-function impact of signing the root will be proportionally greater the larger the root becomes, deploying DNSSEC before the other changes have increased the size of the root would significantly lower the risk it presents to DNS stability. (emphasis added)
In the view of SIIA, addressing DNSSEC is essential as a first step before expanding the root zone as a result of adding new TLDs.   The report lays out only the ultimate implications of the myriad changes that are (or may) be underway.   It does not layout out a plan, yet, for how the planning should and can be effectuated to mitigate the risks identified in the report.   By any measure, the consequence of not addressing DNSSEC prior to the new roll out means that the stability and security of the DNS is put in jeopardy.   That is unacceptable.


Malicious Conduct.   SIIA has consistently identified this key issue as one that must be examined carefully and evaluated before a full rollout of new gTLD’s can be undertaken.   Indeed, at this stage of consideration of new gTLDs, it is essential that comprehensive meaningful, concrete measures be considered to address this pernicious threat.   Malicious behavior using false or misleading domain names costs our industry, as well as our society and individual consumers, billions of dollars trying to prevent phishing, false domain resolutions, fictitious identifies and other malicious behavior.   Consumer protection authorities have, during previous rollouts, had to engage in significant alerts regarding scams.
    
SIIA has reviewed the “Explanatory Memorandum on Malicious Conduct” which accompanies the DAGv3.   While the Memorandum includes a number of important preliminary ideas and considerations, the work to date is far from reflecting a comprehensive set of meaningful, concrete measures.   There are both procedural and substantive inadequacies in the memorandum.

First, while the Memorandum cites a variety of sources, a key one is the work of the Anti-Phishing Working Group which was ostensibly charged with providing recommendations.   We note that, almost six months after the initial draft report prepared by the Anti-Phishing Working Group (APWG) was released, it remains nothing more than a draft.   It does not represent a final set of consensus (or even formalized) recommendations.   As such, the process for addressing this key issue remains a work in progress.   SIIA strongly urges a formal set of experts, reporting directly to ICANN, take the work done to date and be charged with preparing a formal set of recommendations that can be the basis for community input and comment.
Second, examining the preliminary ideas as a whole, SIIA recommends the following:
· The Memorandum highlights specific actions such as requiring DNSSEC deployment, prohibiting wild carding and encouraging removal of Orphan Glue records to minimize malicious behavior.   SIIA commends these types of actions.  However, simply identifying them is not enough.   In the case of DNSSEC, the implementation must be part of a more comprehensive effort to address the scaling of the root, as previously outlined.   With regard to other steps, they must be backed up by sufficient enforcement mechanisms to make them meaningful and effective.

· The domain name registration process must be enhanced (through the RAA or other contractual changes) to ensure the integrity of domain name registration data. Absent such domain name registration process improvements, steps to address malicious conduct in new gTLDs will fall short of promoting meaningful and effective confidence as the underlying process for registering domain names does not ensure the integrity of the registry data, and can be so easily manipulated by nefarious actors seeking to defraud consumers.   The reference in the Memorandum to a thick WHOIS requirement is to be commended, but malicious actors provide false information.  Many WHOIS records still contain such false information. ICANN should place an emphasis on the accuracy of WHOIS information, which is currently not referenced in the Memorandum.  
· The final Guidebook must ensure that any proxy/private domain name registration services, which are often used by malicious actors, comply with the provisions of ICANN’s contracts.  

· Where there is credible evidence of phishing scams and other acts of malicious conduct, utilization of prompt rapid takedown mechanisms (using a system similar to the proposed Uniform Rapid Suspension system dealing with cybersquatting) must be employed.   A "rapid takedown or suspension system" is recommended by the Memorandum but only with respect to orphan glue records being used for phishing.   The requirement should be that all new gTLD registries put in place such a rapid take down system for addressing any criminal and fraudulent domain name use.  

· Any proposed mechanisms that depend on actions or conduct by registrars or registries to be implemented must be mandatory, not voluntary or ‘recommended’ options in new TLD’s.   It is unacceptable that the “High Security Zones Verification Program” “will be entirely optional.”  (page 12)  Indeed, a registry operator that goes to the effort and expense of complying with the Program will gain precisely nothing, at any point in the new gTLD process -- application, evaluation, objection, contract negotiation, or delegation – vis-à-vis a competitor who spurns the Program and does the bare minimum that would be asked of any new TLD that does not “require a high-confidence infrastructure” or “involve critical assets and infrastructure.”  


Trademark Protection.   SIIA has, from the outset of this process, identified this as a key fundamental overarching issue.   SIIA has actively participated at all stages of the process, submitting out comments as part of the process.   We note that, at the request of the ICANN Board, the IPC – which SIIA participates in via a leadership function -- convened the Implementation Recommendation Team (IRT) to address these issues.  While a few of the topics addressed in the IRT recommendations are included in DAG v.3, most of them are currently under discussion, at the request of the Board, within the GNSO council, a process that is not scheduled to conclude until mid-December.  
As a result, SIIA will await the conclusion of this process and submit substantive comments at that time on whether the measures emerging from that process will adequately address this key issue.   

Demand/Economic Analysis.   Despite extensive concerns with the studies done to date and the need for an independent study of the “economic questions relating to the domain registration market,” including such basic issues as whether this constitutes one or many markets and whether registrations in different TLDs are substitutable,
 there is still not a valid, credible report that assesses actual demand for new gTLDs nor analyzes the impact of a rollout of new gTLDs on the economic viability of existing registrars and registries, and the businesses and entities that depend on a stable, predictable Internet.    

It is essential that such a study be done, consistent with the Board resolution and the expectations of the Affirmation of Commitments.

Comments on DAGv3
SIIA appreciates the work that ICANN staff has done to date to update the DAG, even as further reflection on the work of the IRT remains underway.  The introduction of new gTLDs raises profound issues for the stability and integrity of the DNS.   To recall, SIIA has been actively engaged at all stages of the process and it is hoped that these comments will be carefully reviewed.   It is incumbent, consistent with the standard laid out in the Affirmation of Commitments, that a specific response from ICANN staff to these points be developed.  

As we previously noted, at the request of the ICANN Board, the IRT was convened to lay out a meaningful approach to the key overarching issue of trademark protection.  While a few of the topics addressed in the IRT recommendations are included in DAGv3, most of them are currently under discussion, at the request of the Board, within the GNSO council, a process that is not scheduled to conclude until mid-December.   The comments below focus on the various modules that are incorporated into the DAGv3.


Module 1.   DAGv2 calls for the posting of all applications that are considered complete prior to formal evaluation.   SIIA is pleased with this step.   This will give affected entities the opportunity to determine if their marks could potentially be infringed by a potential gTLD.  
However, the time period provided to for such review by affected parties is way too short.  It is not meaningful to provide only two weeks between the close of the evaluation phase and the deadline for filing formal objections.   At minimum, four weeks should be provided for such review to allow for meaningful consideration, discussion with the TLD applicant and preparing.   A short period (such as two weeks) will lead to automatic objections being filed, rather than careful consideration.

Module 2.  SIIA notes that ICANN included examples of both permutations and transposition of geographical names in DAGv3, as recommended by the IPC.

Further consideration needs to be given to coordinating the deadline for IDN ccTLD applications and gTLD applications.   As we read DAG v.3, if both a gTLD application and an application for an IDN ccTLD are in conflict regarding string similarity and remain in the process of consideration, the IDN ccTLD application will prevail if the gTLD application does not have an approval from the relevant public authority.   The solution would be to set an earlier deadline for IDN ccTLD applications (perhaps 30 days) before the deadline for gTLD applications.  
SIIA urges specific steps toward transparency in the evaluation process.   For example, applicants would benefit from asking questions to the Evaluation Panels prior to submitting applicants.   A process whereby all such questions and answers would be published should be provided.   It should be noted that the code of conduct and conflict of interest guidelines in DAGv3, which are positive steps, do not provide for independent ways to challenge evaluators based on such disclosures.   Such a procedure for cross-checking conflicts needs to be provided.  
SIIA notes that DAGv3 establishes eligibility requirements for potential applicants, and commends the provision in DAGv3 to bar any applicant which previously had been involved in the practice of "acquiring domain names primarily for the purpose of selling, renting or otherwise transferring the domain name registrations for valuable consideration."   It would be appropriate and consistent with the goal of building confidence in the DNS to therefore require that any new eligible applicant will not engage in the same behaviour in the future.   
Additionally, some of the disqualification factors should be clarified.   In particular, evaluation question 11(f) should be rephrased to cover all “allegations of intellectual property infringement in connection with the registration or use of a domain name.”   For example, those who have used a domain name to engage in pervasive online copyright piracy should be barred from applying for a new gTLD.  
Consistent with other regimes where entities are accredited to operate, an application should be disqualified if the applicant entity or its officers, directors or controlling interests has been found guilty of criminal behavior.    
SIIA urges ICANN to provide incentives for the new registries to require that their registrars take proactive steps to improve the accuracy of Whois data; that they consistently cancel the registrations of those supplying false Whois data; and, if they provide proxy or private registration services (to the extent the registry allows them), that they include and implement a process enabling copyright or trademark owners who present reasonable evidence of actionable harm to obtain access to the actual contact data of registrants.  Registries that commit to these policies should receive extra points in the evaluation process.   These matters could be incorporated in revisions to question 33. 


Module 3.   SIIA is concerned that DAGv3 retains the requirement that an objector that fully satisfies all other criteria for standing does not benefit from any presumption that granting the gTLD string to the applicant to which it objects constitutes detriment for purposes of the community objection procedure.   This fails to give adequate weight to the harm to the community that may result from granting another party exclusivity in the proposed string.   Furthermore, the “complete defense” provided for an applicant who could hypothetically satisfy the standing requirements is biased much too strongly toward granting the gTLD.  

The first sentence of Section 3.1 states "The independent dispute resolution process is designed to protect certain limited interests and rights".   The word "limited" was added in DAG3 apparently to stress the fact that the interests and rights protected shall not expand to unexpected or disputable interests and rights.   If so, rather than using the term "limited" it would be clearer to state the "process is designed to protect the interests and rights covered by the scope of the objection grounds set out below.”
Section 3.1.2.3 (Morality and Public Order Objection) is a new paragraph which provides a ""quick look” procedure designed to identify and eliminate frivolous and/or abusive objections".   However, it does not include a method for handling such "quick look" procedures and which entity would be in charge of conducting such reviews.   Such procedures should be handled transparently. 

 

In Section 3.1.3 (Dispute Resolution Service Providers), it should be stated clearly that each DRSP will have exclusive competence to handle the Objections it has been designated for unless ICANN appoints additional DRSPs for the same categories of objection. 

With regard to dispute resolution procedures, all panel decisions should be made public and published on the website of the DRSP.  DAG v.3 (section 3.3.6) still leaves this up to the discretion of the panel and provides no guidelines for exercising that discretion.  
The interplay between objections based on legal rights (Module 3) and string contentions between applicants (Module 4) is unclear at many stages of the process.   Could a commercial brand owner applicant and a community-based applicant for the same or similar string advance past the legal objection stage into the string contention stage, if both have legitimate rights in the same or similar mark desired for use as a gTLD?  Would a commercial brand owner’s objection to a community-based application be considered a “relevant” objection in the community endorsement portion of the community evaluation?  During evaluation of the “Eligibility,” “Name Selection,” and “Content and Use” categories of the Registration Procedures, would a lack of policies and procedures with specific guidelines to prevent domain name registrations and use that might create confusion with the commercial brand-owner cause the community applicant to lose the available points in those categories?  

Module 4.   SIIA has consistently viewed auctions as an inappropriate mechanism.   Among various concerns, auctions are likely to result in strings being awarded to the applicant with the most cash on hand, not necessarily the applicant likely to best operate the registry.   It is unlikely, as assumed by ICANN staff statements, that such contentions are likely to be resolved before they reach the auction stage.  There are also a variety of inherent difficulties, including, for example, the short proposed time frame for auctions; the shortness of “rounds” not allowing for internal discussion by bidders, and the length of time allowed for payment for a successful bid.   
DAG v.3 provides no avenue for appeal of the community priority evaluation procedure, for either the community applicant being evaluated or for other applicants affected by the outcome of a community priority evaluation.  It also does not require the panel to issue a written opinion regarding the rationale for scores awarded during the determination.   Given that the community priority evaluation may be determinative as to which applicant ultimately succeeds, ICANN should consider requiring the panel to document the basis for its scoring decisions and providing an avenue of appeal.


Modules 5 and 6 (draft registry agreement).     
· In its comments on DAG v.2, IPC stressed its concern that nothing in the registry agreement would prevent a successful applicant from “flipping” its new gTLD franchise to an unqualified or more questionable applicant at any time after delegation.   We are glad to see that Section 8.5 of the registry agreement is a constructive change to address the concern that a successful applicant might ‘flip’ its new gTLD to an entity that might not otherwise meet the requirements of being an applicant, as laid out in ICANN policy.   That section would require the ‘new’ operator to affirm to ICANN its compliance with obligations under the Agreement, and with “the ICANN-adopted specification or policy on registry operator criteria then in effect.”  It also allows ICANN to request further information from the new operator and requires the new operator to respond.   However, without ICANN have a specific role in evaluating whether the new entity can actually keep those commitments and evaluating the new entity in any other way, it will not have a meaningful role in approving the transfer.   We understand that these provisions are modelled on those applicable to changes of control for accredited registrars.  But the risks associated with a bad actor gTLD registry are much greater.   The DAG should provide for specific ICANN responsibilities in evaluating any successor entity registry before approving the transfer.    
· Consistent with our prior submissions and as noted above, ICANN should provide for specific incentives for new registries to require registrars to take proactive steps regarding the quality of the Whois data that the latter collect for registrations within the new TLD.  
· The audit provisions of the draft base agreement (Article 2.11) appear deficient in two regards.  First, the audit authority extends only to compliance with covenants in Article 2 of the agreement, not to the representation and warranty in Article 1.3(a) of the truthfulness of all material statements made by the registry operator in its application or in subsequent negotiations with ICANN.  Second, the DAG v.3 version for the first time prevents ICANN from making any unannounced audits of registries.  This limitation seems wholly unjustified and should be removed.  

· In section 4.5, ICANN retains sole discretion about whether to re-delegate a TLD after termination of the agreement.   This presents serious problems for potential .brand TLDs.   If ICANN really wishes to encourage companies to venture into the new gTLD space with registries focusing on their leading brand, it must provide specific procedures for such re-delegation, and provide that it will not award the string to a third party – perhaps even a competitor – if the company determines at any point that its venture is unproductive and should be brought to a close. 

* * * * * * * *

The introduction of new gTLDs has been and remains a vital interest to software and digital content industries.   We carefully look at the introduction both from the vantage of being leaders in on-line commerce (providers of technology, content and services that empower the Internet) as well as our views as stakeholders in whether the fundamental principles of ICANN’s mission (reflected in the White Paper, and now the Affirmation of Commitments) are being promoted.

As a practical matter, the introduction of new gTLD’s raises enormous potential costs and risks to those for-profit and non-profit entities that have invested heavily in doing business over the Internet.   Taking into account the experience of the prior introduction of new gTLD’s, our industries’ experience is that significant resources have had to be devoted, perhaps even exponentially, for each single new TLD that has been introduced.  This is due to the legal, technical and business operational impact imposed on our industries which require significant adjustment in monitoring, technology\product development and pro-active work to keep pace with the demands created by each new TLD and the associated registrations.

It is essential that any new gTLD should create a new and differentiated space and satisfy needs that cannot reasonably be met through the existing gTLDs based on selection criteria that will bring about TLDs for which there is legitimate demand from communities that have not been well served by the current TLDs.   Such criteria, to serve the purpose of promoting greater competition and benefitting the public interest, should work to prevent a proliferation of TLDs that are likely to simply lie fallow, or to depend for their viability upon unproductive defensive registrations.   We respectfully submit that there is still a lack of assessment for the need for any new gTLDs that offer a clearly differentiated domain name space with mechanisms in place to ensure compliance with purposes of a chartered or sponsored TLD.   
Instead, as our submission indicates, we are deeply concerned that under the new gTLD process embodied in the DAGv3 (even with the changes noted above), online businesses and entities may be faced with a far more extensive challenge to their intellectual property rights, their brands, and business operations, which they must combat using tools (such as defensive registration or anti-fraud strategies) that simply will not scale in an environment of hundreds of new gTLDs.    
SIIA appreciates the opportunity to submit its views and suggestions on DAGv3 and the status of the other overarching key issues.  Our industry remains strongly committed and supports the role of ICANN in the technical management of the DNS.  We look forward to continuing to work on this important initiative.

� See “SIIA Comments on draft New gTLD Applicant Guidebook”, available at:  � HYPERLINK "http://forum.icann.org/lists/gtld-guide/msg00142.html" �http://forum.icann.org/lists/gtld-guide/msg00142.html�; � HYPERLINK "http://forum.icann.org/lists/2gtld-guide/msg00104.html" �SIIA Comments on DAGv2�; � HYPERLINK "http://forum.icann.org/lists/irt-final-report/msg00199.html" �SIIA Comments on IRT Report�; and � HYPERLINK "http://forum.icann.org/lists/competition-pricing-prelim/msg00026.html" �SIIA Comments on "Preliminary Report of Dennis Carlton Regarding Impact of New gTLDs on Consumer Welfare" ("Consumer Welfare Report")�..


� Our website can be found at � HYPERLINK "http://www.siia.net" ��www.siia.net�.





� Those responsibilities are outlined in the Joint Project Agreement (JPA) and, just as significantly, are identified in the “DNS White Paper”, the statement of policy on the privatization of the Internet Domain Name System (DNS) issued in June 1998.





� Staff Analysis, p. 3.


� See, e.g.,FTC Consumer Alert, “What's Dot and What's Not: Domain Name Registration Scams”, December 2000. See, also, “Email Scam Uses U.S. Stimulus Bill as Bait”, Wall Street Journal, march 25, 2009, available at:  � HYPERLINK "http://online.wsj.com/article/SB123803264428843907.html" �http://online.wsj.com/article/SB123803264428843907.html�.








� See ICANN Board Resolution, available at: � HYPERLINK "http://www.icann.org/en/minutes/minutes-18oct06.htm" ��http://www.icann.org/en/minutes/minutes-18oct06.htm� 
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