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Background

ICANN’s new gTLD Board Committee has requested public comment on how it should address GAC advice to establish safeguards for categories of new gTLDs.

This document is the response of the ICANN Business Constituency (BC).  While the BC includes a diverse range of businesses—including some who have applied for new gTLDs—these comments are solely from the perspective of business users and registrants, as defined in our Charter
:

The mission of the Business Constituency is to ensure that ICANN policy positions are consistent with the development of an Internet that:

1. Promotes end-user confidence because it is a safe place to conduct business

2. Is competitive in the supply of registry and registrar and related services

3. is technically stable, secure and reliable.

Introduction   [Intro contributed by Ron Andruff and Andrew Mack]

The BC wishes to express its appreciation to the GAC and thank the governmental representatives for their significant contributions during the Beijing meetings.  The BC recognizes and acknowledges the hard work and long hours that the GAC invests in the ICANN process and the effort put into representing the public interest.  The BC also recalls and acknowledges the earlier contributions made by the GAC through the 2007 GAC Principles regarding new gTLDs; the 24 April 2009 letter from the GAC Chair ot the CEO/President of ICANN; the GAC Indicative Scorecard on new gTLD outstanding issues listed in th GAC Cartegena Communique, and notes that many of the elements of the GAC advice also reflect the input of the IPC and BC joint statement [Steve, can you fix the title of this document from the BC/IPC?]
 

The BC is especially appreciative of the role played by GAC representatives  from many of the world's fastest-growing Internet populations  including many businesses from developing nations. We applaud efforts to make these voices heard. Active participation by GAC members is crucial if ICANN is to maintain its central role in the global Internet community, and the BC looks forward to further close cooperation and collaboration with all members of the GAC.
The BC notes that since the GAC published its Beijing Communiqué containing its advice on new gTLD applications, there has been extensive discussion within the community on this advice. The BC would first like to thank the ICANN Board and its new gTLD Committee for providing the community with an official channel to make comments by opening a comment period. This is a welcome initiative which is inline with ICANN's goals of multistakeholder interactions. In the same spirit of ensuring all stakeholders are included in key issues such as this one, the BC would encourage the GAC to hold some open meetings when working on documents such as GAC advice on policy issues. The BC thanks the GAC Chair for indications that this is possible to consider, in a recent video interview (http://youtu.be/I9hZCGnRh0I). 
[MSC: open interactive sessions on policy, where more information can be provided is possible. I do not support asking GAC to open up the negotiations on the GAC Communique, which is a different topic, after all.  Asking for open interactive sessions for GAC advice, however, for me, are ONLY useful, if they allow speaking from stakeholders, not merely more of the gnso policy council expounding majority views and engaging in hostile and politicized exchanges.]
Safeguard Advice for New gTLDs (Section IV.1.b. and Annex I of GAC Advice
)

Safeguards Applicable to All New gTLDs
The GAC Advises that the following six safeguards should apply to all new gTLDs and be subject to

contractual oversight.

1. WHOIS verification and checks —Registry operators will conduct checks on a statistically significant basis to identify registrations in its gTLD with deliberately false, inaccurate or incomplete WHOIS data at least twice a year. Registry operators will weight the sample towards registrars with the highest percentages of deliberately false, inaccurate or incomplete records in the previous checks. Registry operators will notify the relevant registrar of any inaccurate or incomplete records identified during the checks, triggering the registrar’s obligation to solicit accurate and complete information from the registrant.

2. Mitigating abusive activity—Registry operators will ensure that terms of use for registrants include prohibitions against the distribution of malware, operation of botnets, phishing, piracy, trademark or copyright infringement, fraudulent or deceptive practices, counterfeiting or otherwise engaging in activity contrary to applicable law.

3. Security checks— While respecting privacy and confidentiality, Registry operators will periodically conduct a technical analysis to assess whether domains in its gTLD are being used to perpetrate security threats, such as pharming, phishing, malware, and botnets. If Registry operator identifies security risks that pose an actual risk of harm, Registry operator will notify the relevant registrar and, if the registrar does not take immediate action, suspend the domain name until the matter is resolved.

4. Documentation—Registry operators will maintain statistical reports that provide the number of inaccurate WHOIS records or security threats identified and actions taken as a result of its periodic WHOIS and security checks. Registry operators will maintain these reports for the agreed contracted period and provide them to ICANN upon request in connection with contractual obligations.

5. Making and Handling Complaints – Registry operators will ensure that there is a mechanism for making complaints to the registry operator that the WHOIS information is inaccurate or that the domain name registration is being used to facilitate or promote malware, operation of botnets, phishing, piracy, trademark or copyright infringement, fraudulent or deceptive practices, counterfeiting or otherwise engaging in activity contrary to applicable law.

6. Consequences – Consistent with applicable law and any related procedures, registry operators shall ensure that there are real and immediate consequences for the demonstrated provision of false WHOIS information and violations of the requirement that the domain name should not be used in breach of applicable law; these consequences should include suspension of the domain name.

BC Comments on Safeguards Applicable to All New gTLDs

The BC supports the six safeguards GAC has advised for all new gTLDs. Previous BC positions and statements have frequently called for Whois verification, prevention of registration abuse, stronger compliance enforcement, and rapid suspension of domains shown to be violating applicable law or terms of service.   As noted the BC notes the consistency of the GAC advice with its long published princpiples for new gTLDs, and other GAC advice to the Board, and the support of improvements to RPMs as called for by the BC and IPC. 
Of the six safeguards above, the BC notes that many of the safeguards for Whois are already required of registrars under the final 2013 RAA (Registrar Accreditation Agreement).   The BC recommends that ICANN staff evaluate the GAC safeguards and quickly identify all elements that are part of the 2013 RAA required of all registrars distributing domains in new gTLDs.  Any safeguards that are enforced as part of the RAA should not be duplicated by also imposing them on registries unless the registrar fails to act 
However, the BC notes that certain gTLDs, such as those in regulatd industries or sensitive strings, such as those associated with children will require specialized accreditation procesures and suggests that in those cases, the registry must accept responsibility both for developing the additional validation approaches, and overseeing it, even if it is as part of an additional support provided to registrars it uses.  This is consistent with practices used by specialized gTLDs today, such as .museum; the original approahes of .travel; and .xxx.  

BC members note that the registry agreement has designed a mechanism —in Public Interest Commitments – where applicants can add their commitments to implement safeguards such as the GAC has called for.   The consequence of failing to add safeguard commitments could be objections from governments or the GAC. The BC wondrs if this provides a sufficient incentive for applicants to be responsive to GAC advice. 

The BC believes, however, that it would not be ideal for each new gTLD registry to have widely different implementation of safeguards that are generally required as ‘commonly required’ across all gTLDs.  This diversity would be confusing for registrants and Internet users, and would make it difficult for ICANN to exercise its contractual compliance responsibilities.

We are not in full agreement on how such ‘common safeguards’ would be identified or developed, as it is not appropriate to start launching new PDPs at this point.  We continue to discuss this within the BC, and are considering whether it is possible to develop implementation specifications for common GAC safeguards, so that registries have a set of uniform specs which they can then voluntarily adopt as part of their Public Interest Commitments.   We can see the value of certain standardized implementation of ‘commonly required’ safeguards which can  benefit contracted parties, registrants, users, and ICANN Compliance.  [MSC: I am not sure where this idea came from.  This sounds like ICANN as a procurement officer, for new gTLDs, and I am not comfortable with this,]


The BC noted that “applicable law” is an undefined term that may benefit from better understanding by  the stakeholder community.  Ultimately, it is the responsibility of an applicant to understand their market and which laws apply to their business purpose. It is  not ICANN’s responsibility to determine which laws are relevant to .bank; or .insurance, or .pharmacy.  It is the applicant’s responsibility to understand their own business responsibilities.  Certainly, any company seeking to enter the data hosting business in a region or country would do the research about which country’s laws are relevant. 
[MSC: I am amazed to think that the BC would make such a statement so must have misunderstood it. I tried to reword it into something that seems more realistic about the responsibilities for applicants to ‘own’ their own futures within the scope of understanding GAC advice and ‘stepping’ up to how they fulfill the advice. For instance there is no basis for ICANN legal to intervene in individual applicants by explaning their legal accountability to them.

What ICANN legal does own, is to explain what ICANN does to implement GAC advice.  BUT, the determination of how an applicant will meet GAC advice is their individual responsibility. 
Finally, the BC asks if it is possible to develop standard procedures for suspension of domains called for in safeguard (3) Security Checks and safeguard (6) Consequences.  

[MSC: again, this seems not practicable.  For instance, suspending a domain name in a .bank gTLD when identity theft is underway in a man in the middle attack, or similar problem is different than suspension for a trademark dispute or copyright dispute.  


Safeguards for Category 1 gTLDs: consumer protection, sensitive strings, and regulated markets        

The GAC Advises the ICANN Board:  Strings that are linked to regulated or professional sectors should operate in a way that is consistent with applicable laws. These strings are likely to invoke a level of implied trust from consumers, and carry higher levels of risk associated with consumer harm. The following safeguards should apply to strings that are related to these sectors:

1. Registry operator will include in its acceptable use policy that registrants comply with all applicable laws, including those that relate to privacy, data collection, consumer protection (including in relation to misleading and deceptive conduct), fair lending, debt collection, organic farming, disclosure of data, and financial disclosures.

2. Registry operators will require registrars at the time of registration to notify registrants of this requirement.

3. Registry operators will require that registrants who collect and maintain sensitive health and financial data implement reasonable and appropriate security measures commensurate with the offering of those services, as defined by applicable law and recognized industry standards.

4. Establish a working relationship with the relevant regulatory, or industry self-­‐regulatory, bodies, including developing a strategy to mitigate as much as possible the risks of fraudulent, and other illegal, activities.

5. Registrants must be required by the registry operators to notify to them a single point of contact which must be kept up-­‐to-­‐date, for the notification of complaints or reports of registration abuse, as well as the contact details of the relevant regulatory, or industry self-­‐regulatory, bodies in their main place of business.
BC Comments on Safeguards Applicable to Category 1 TLDs

The BC generally supports the five safeguards listed above for TLDs targeting areas of consumer protection, sensitive strings, and regulated markets.   

In providing that support, the BC is assuming that Safeguard (3) requires notice to be provided in registrant terms of service, describing the laws and industry standards applicable to the TLD.   That interpretation treats Safeguards 1, 2, and 3 as applying to appropriate disclosure and notice of terms of service/acceptable use that apply to all registrants in the TLD.   

The BC is uncomfortable with a mandate a requirement for all registries to constantly monitor security practices within each registrant’s website and data operations
.   If a registry wanted to undertake that obligation—in satisfaction of GAC or government objections—it could add that obligation to the Public Interest Commitments of its registry agreement.   ICANN would therefore be responsible for compliance enforcement. However, the BC recognizes that certain strings are more vulnerable or subject to exploitation, and supports the GAC advice that a responsible approach to should be taken in reponse to GAC advice in (3) and expects the registry operators to develop and implement responsible approaches which become part of the contractual terms and conditions. 
.  

[Ron Andruff] With respect to Safeguard (4) above, the BC believes that working consultation with relevant regulatory and industry bodies, especially for the purpose of jointly developing harm mitigation strategies, will promote self-regulatory best practices that will further consumer disclosure and protection in the most effective and least burdensome manner.
Safeguards 6, 7 and 8, and on Related Advice Pertaining to Strings with Restricted Registration Policies

The GAC further advises the Board:  In addition, some of the above strings may require further targeted safeguards, to address specific risks, and to bring registry policies in line with arrangements in place offline. In particular, a limited subset of the above strings are associated with market sectors which have clear and/or regulated entry requirements (such as: financial, gambling, professional services, environmental, health and fitness, corporate identifiers, and charity) in multiple jurisdictions, and the additional safeguards below should apply to some of the strings in those sectors:


6.  At the time of registration, the registry operator must verify and validate the registrants’ authorisations, charters, licenses and/or other related credentials for participation in that sector.

7.  In case of doubt with regard to the authenticity of licenses or credentials, Registry Operators should consult with relevant national supervisory authorities, or their equivalents.


8.  The registry operator must conduct periodic
post-registration checks to ensure registrants’ validity
and compliance with the above requirements in order to ensure they continue to conform to appropriate regulations and licensing requirements and generally conduct their activities in the interests of the consumers they serve.



BC Comments on Safeguards 6, 7 and 8 Applicable to Category 1 TLDs


The BC believes that such additional safeguards are appropriate where the string creates a reasonable expectation in the mind of the average Internet user that registrants in such string are bona fide members of a regulated industry or profession.  For example, in the financial sector, .CASH and .MARKETS would not be likely to create such reasonable expectation, but  .BANK and .CREDITUNION would. In the health and fitness sector, 
.FITNESS often have some governmental oversight, but other strings, such as .PHARMACY, .DENTIST, .DOCTOR and .HOSPITAL will clearly create such reasonable expectations.  The responses of applicants could be guided by the level of user expectation and governmental oversight, in how they would satisfy GAC advice. 

[proposed insert by Steve DelBianco]

The safeguards in this portion of GAC advice were for “some of the above strings”, leaving open the question of which of the many categories and strings would need to validate registrant credentials or licensing.   The BC recommends that applicants are responsible for understanding whether their staing falls into in these categories where the string itself implies that it hosts domains mainly for regulated entities and/or licensed professionals. In fact, this information is very readily available and applicants do own this responsibility if they wish to operate a gTLD in such a sector. 


Any registry needing to validate registrants—whether because their string is on this list or to satisfy  government objections—could insert a validation process in the Public Interest Commitments of its registry agreement.  At that point, ICANN would be responsible for compliance enforcement. 

[end of Steve’s insert]

The aim of adopting the additional safeguards for strings connected to regulated industries is to assure that registrants are bona fide members of the regulated class and not entities that may seek domain registrations to engage in nefarious activities or that take unfair advantage of consumer expectations about registrants in such gTLDs. This would fulfill one of the most significant potential benefits for new gTLDs, which is to create trusted top level name domain spaces in which consumers have greater protections against fraud and abuse by registrants.

The BC also believes that it would be highly beneficial for the registry operators of such strings to establish Advisory Boards/Advisory Groups/Committees [hereafter Advisory Board] consisting of a balanced, international body made up of regulators, established trade groups, consumer experts and groups who represent consumers from the affected area/sector, with membership based on transparent and non-discriminatory criteria.  The cost for developing and maintaining the Advisory Board belongs to the gTLD registry in order to fulfill GAC advice and to meet their own responsibilities to include affected users, not just industry registrants in the development of registration policies and practices. 
A key responsibility of the Advisory Boards would be to establish registrant eligibility policies that adhere to applicable laws and common industry/professional practices to ensure that the Registry Operator administers access in a transparent way that does not give undue preference to any Registrars and Registrants, including itself, and does not subject Registrars or Registrants, or those they deliver services to as users, to an undue disadvantage. As the ability for a Registrant to operate in such a restricted access gTLD will likely be viewed by consumers as a demonstration of registrant validity – an ‘approved member’ of that industry/professional sector – it is particularly important to have transparent and even-handed Registrant eligibility policies to remove any possibility that managers of regulated strings may seek to create competitive disparities among potential legitimate registrants.  

Examples of such advisory groups exist in gTLDs today, such as IFFOR (International Foundation for Online Responsibility).  Some country code TLD operators have also established similar approaches.  The BC does not propose that ICANN itself dictate a model, but that registry applicants develop suitable approaches, based on the industry sector for their proposed registry application.  The proposed approach should be subject to public comment. 

While the BC has some concerns about the broad inferences that the phrase “adherence to applicable law” connotes, the BC feels that appending “and common industry/professional practices” to the aforementioned phrase would provide for those situations where national law may not have kept pace with Internet growth and development, or where it is still evolving.

The BC notes that initial verification and validation of domain Registrant authorization, charter, license or other relevant credentials will in most cases be performed by Registrars and not by the Registry Operator.  Typically, the Registry of record would establish such requirements for Registrars who serve their Registry and require a specific clause in a Registry/Registrar agreement.  Again, however, in certain industry sectors, the expertise to provide this validation will only rest with experts from within the sector, and in these cases, the registry is clearly responsible for developing and maintaining this additional service to the actual ‘registration’ of a domain name.  As an example, it is impossible for a general purpose registrar to validate child friendly content, should a child oriented gTLD propose to maintain only ‘child friendly content’ registrants. 
  In those processes, as well as in those instances where a Registry Operator has reasonable doubt about the Registrant’s credentials, both initial verification and validation and any additional consultation should take place with the supervisory authority for the jurisdiction in which the Registrant is domiciled in order to assure that the responsibilities imposed on Registrars and Registry operators are reasonable. 

The BC recommends that the aforementioned verifications and validations be encoded in Registrant eligibility policies by the recommended Advisory Boards.  Applicants should develop their own for their particular application to operate a string that is identified by the GAC as being in a regulated industry sector or a sector of concern. 
Restricted Registration Policies: Exclusive Access

The GAC advises the ICANN Board:  For strings representing generic terms, exclusive registry access should serve a public interest goal.













This paragraph does not recognize that certain BC members are opposed and have filed objections against certain of the closed generics.  The issue can’t be fixed by the issue of a narrow exemption in the Guidebook.  Even if the operator of a closed generic registry was limited to registering 100 domains for itself, that does not prevent such registry from selling or giving away domain names to its partners, affiliates and customers in a manner that discriminates against its competitors.  My view is that the BC should support the GAC’s broader finding that the applicant of closed generics will need to jump through a very high hurdle to show why its application generally is in the public interest overall vs. an open application. 
MSC: I support Sarah’s statement fully,  

GAC advice for New gTLDs, item c: Strings for Further GAC Consideration.

The BC has reviewed the GAC Principles for new gTLDs of 2007, and the Brussels [insert proper title for the document , as well as other GAC advice and recognizes that the GAC has provided consistent concerns about certain strings which are associated with geographic terms. Accordingly, the BC supports the GAC’s call for further GAC consideration
These comments were prepared in accordance with the BC Charter. 

The BC held extensive member discussions on this issue on May 1, May 8, and May 10.  

Steve DelBianco acted as rapporteur and several BC members contributed content.  

Member review and approval began on 15-May-2013 and the present text was approved on ______ 
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� Business Constituency Charter, at �HYPERLINK "http://www.bizconst.org/charter.htm"�http://www.bizconst.org/charter.htm� 


� �HYPERLINK "http://www.icann.org/en/news/correspondence/gac-to-board-18apr13-en.pdf"�http://www.icann.org/en/news/correspondence/gac-to-board-18apr13-en.pdf�  





�Most contracts require compliance with applicable laws. There is no way to “define” thousands of applicable laws, but ICANN can do a better job educating their stakeholders.  Ultimately, the burden rests with the contracted parties to learn and comply with applicable laws as part of doing global business.


�Note: that in the case of criminal activity (phishing, fraud, or other clear violations of TOS) no “due processes” need to be afforded to registrants.


�Note that many local laws require that those holding sensitive personal information contractually agree to commensurate standards for protecting PII, including agreeing  to adhere to industry standards and agreeing to security audits conducted by a third party – not the registry.  


�These sentences are repeated above


�Dangerous supplements might appear in .DIET which could have FTC and similar governmental oversight.
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