
BC response to the EWG Status Update Report, Draft v1
The BC commends the EWG for presenting a robust response to many issues raised on its Initial Report.  
Moreover, the BC supports the EWG’s commitment to getting fact-based feedback in the form of research into high-risk and weak points in the proposed new system (RDS) as outlined in Section V of the Status Update Report.

The BC offers these specific comments and questions for the EWG to consider in its next phase:
1. Based on the EWG analysis and argument and BC initial comment, the BC reiterates its support for a Centralized Directory Service considering the desire for accuracy, uniformity, and focus on preventing fragmentation of the Internet.
2. Considering needs and expectations of business registrants and users, the BC compared RDS models in terms of support for the proposed principles for better privacy and proxy services.  We generally support the Aggregated model. Among other factors, the Aggregated model has the advantage of potential lower cost of deployment, maintenance, and future modification and upgrades. We await the Cost Benefit Analysis study to further inform the question of RDS model.  Moreover, while we see benefits to the ARDS, we are deeply concerned about the threat of central attack and request that ICANN engage in a detailed study of potential security risks and recommended mitigation plans, most likely involving the SSAC.  We will await the results of the cost-benefit study and additional security information before fully endorsing any particular RDS model. 
To fully review the new model being proposed the BC urges the EWG to identify what data elements will be freely available to the public and the data elements that will require registration, login and purpose to access.   The BC recognizes The BC recognizes that for consumer protection, it is important for data which is currently available to the public to remain public and to be accurate.  This is particularly the case for domain names which are used in a commercial manner.  At the same time, the BC recognizes the need to protect the privacy of those registrants engaged in at-risk free-speech uses who may require heightened protection of their personal information
3. 
4. The BC supports the use of the new Registration Data Access Protocol (RDAP). This protocol has the potential to incorporate new parameters not covered by the EPP.

5. In view of the recent WHOIS Misuse Study showing some evidence of email harvesting, we recommend first-level counter measures such as CAPTCHA and IP barring for a period (24hrs) for anonymous access to registrant basic data.

6. The BC accepts EWG’s suggestion for an “Enhanced Protected Registration Service (EPRS)” for general personal data protection and adherence to local privacy law. We also support principles proposed to guide EPRS implementation.

7. To reduce response time to legitimate requests under EPRS, the BC welcomes the concept of “Relay and Reveal”. However, we look forward to reviewing the proposal for a cost-effective reveal escalation process for RDS requests.

8. As noted in our prior comments, the BC supports the creation of a “Maximum Protected Registration Service” that offers third-party Secured Protected Credential Service. We posit that the third-party be accredited by ICANN in collaboration with relevant international organisation through a stringent accreditation process.

 The BC further awaits draft procedures for the enablement of vulnerable and disadvantaged groups to benefit from the many advantages of holding their own domains on the Internet.

9. The BC favors the proposal for Binding Corporate Rules by ICANN to encompass internationally accepted management practices in data protection. This is quite appropriate in view of the expansion of gTLDs and the role of ICANN in protecting the sensitive data at issue here.
10. The expert working group should clarify whether the registries will remain authoritative for the data they provide to the new model and whether they can also provide the data to third parties other than the new model.  

11. More detail is needed on how the existing registrations are validated and the timeline in which that happens. 

12. The BC seeks clarification as to whether the new model will allow existing third party services to access the data in the same manner as they do in the existing model.
13. The BC supports eventually expanding the new directory services model to ccTLDs
[ADDITIONAL COMMENTS AND QUESTIONS FROM TIM CHEN, WITH RESPONSE FROM JIMSON]

The initial comment from the BC on the first EWG draft focused on two points:  
1.  Security of a single global database.  
2.  The ability to pierce the veil of privacy and proxy when warranted by evidence of abuse.

I think Jimson captured a good response to #1 above.  It seems the EWG is committed to studying this. There is enormous value in a global database of citizen PII.  Like many high value targets in today’s internetworked world, people are going to try and hack it.  

I’m still not satisfied on the question of privacy/proxy. I offer several questions and points for BC members to consider:
-the current Escalation proposal seems complex and burdensome.  The more complex it is, the less effective it will be.  It took 4 pages and a chart to explain.
-why does there need to exist both privacy and proxy services?  Is there a material difference?  In my experience they do the same thing.  GoDaddy calls their privacy service ‘Domains by Proxy’.  So even GoDaddy implies it is one and the same thing.  If it’s the same, we have needless confusion and should advocate one protocol, not two.  If you read how the EWG suggests the relay and reveal processes operate, it is essentially the same across the two service types. Does the other ICANN PDP on whois privacy/proxy have any learnings that could inform a better solution for ARDS? 
-there is still a lack of clarity around what constitutes authority to break privacy in EPRS.  This is a key protocol to get clarity around for LEA and BC types.
Jimson: I gathered that the privacy /proxy registration will be replaced by 1. Enhanced Protected Registration Service (EPRS)  & 2. Maximum Protected Registration Service (MPRS) for at risk users needing more security. Concern is with mechanism  (still under research) to verify beneficiaries. The approach PKI companies (eg Verisign, Trustwave) use to validate credentials is indicative that it is possible to verify the status of the beneficiaries of the protection services.
I noted this quote from the update:  "The EWG is in the process of developing a rigorous comparison of RDS benefits versus the benefits of the current Whois system as improved under the 2013 RAA. "

- the BC could say we look forward to seeing this, and hope that it’s balanced.  (Yes)  The EWG still seems a bit too much mission-driven.  For example, ARDS seems like a foregone conclusion.  I’m not convinced enough study has been put into what we lose by throwing out the current model.  Yes, ARDS fixes some glaring problems, but there has been less focus on new problems it creates.  I think the EWG only identified four, whereas there were only 35 comment submissions to the initial report.  If this is such a problem to fix, why was there not more community interest?  

Jimson: ARDS will be better than FRDS for accuracy, uniformity and security reasons. As they said and I appreciate, it would be more cost effective to manage.)
-why is Registrant not an always-public field, when email is? 
Jimson: What’s important is reaching the registrant through email if there is an issue. Just a name might be immaterial to that.  Also, prior BC comments underscored the need for email to be public for commercial registrants, which makes sense but the fact that it may be abused should now call for it to be “gated” with known spamming scenarios.) 
Registrant is what matters at the end of the day.  If EPRS exists to protect when necessary, why do we have to hold back the Registrant field?   Separately, if stopping whois scraping by spammers is one of the major arguments to do ARDS (it is) then including email as mandatorily public seems an odd conclusion.  If I were a spammer, I no longer need to hack into the RDS, I simply need a captcha breaker and 1,000 IPs.  Easy.

-will anonymous public individual ARDS users have access to real-time whois data or just the cache?

-I remain concerned about two clear areas of potential abuse:  1. The Contact ID Validators, and 2. The Gated Access gatekeepers.  There needs to be a LOT more detail on how these guys get approved and audited.  
Jimson: They want ICANN to handle that but I agree it needs to be worked out properly.
-Lastly, I’m curious if any thought has been given on the roll-out of ARDS and how it applies to current registrations.  Maybe it is too early to bring this up?   But it is yet to be addressed how we deal with the current 150mm gTLD registrations currently in DNS today, as to how we update those registrations into RDS, timeframe, process, audit, and penalties for lack of progress in this regard. 
Jimson: Perhaps in the Final report but it is good to raise now.
� Google has concerns about this text since it is unclear what is meant by “international organization”. We would not support a situation where a group of nation states are able to decide which political dissidents are entitled to protection, for example. 


�The accreditation here is wrt the trustworthiness of companies that would render this service. It is envisaged that like ICANN collaborates with WIPO similar collaboration may exist with say ICC (Int. Chamber of Commerce) for such business entities. You may wish to suggest alternates but the idea is to assure confidence in the process. Once the company is accredited it would be the company to decide who to accredit to enjoy the service not any inter-governmental organization - JO






