Background

This document is the response of the ICANN Business Constituency (BC).  The BC’s comments arise from the perspective of Business users and registrants, as defined in our Charter
:
The mission of the Business Constituency is to ensure that ICANN policy positions are consistent with the development of an Internet that: 

1. promotes end-user confidence because it is a safe place to conduct business

2. is competitive in the supply of registry and registrar and related services
3. is technically stable, secure and reliable. 

ICANN opened a public comment period for the Study on Whois Privacy & Proxy Service Abuse on September 24, 2013
. 
The BC supports the conclusions of the study as consistent with the BC’s long-held belief that a statistically significant portion of bad actors are using privacy and proxy services to facilitate abuse which harms business interests online.  

The BC encourages the ICANN community to move forward with accreditation of privacy and proxy services in order to help the business community address abuse, by increasing access to accurate registrant information.  
Comments
The study examined and supported the hypothesis “a significant percentage of the domain names used to conduct illegal or harmful Internet activities are registered via privacy and proxy services to obscure the perpetrator’s identity.” It provides important information for the ICANN community, as Whois accuracy and completeness is a primary goal at this time.  The conclusions clearly demonstrate that an overhaul of the system is not only warranted, but necessary.  

The BC recognizes that there are legitimate uses for privacy and proxy services, such as shielding the identity of those engaged in non-commercial free speech, or the launch of a new product and/or service in the business community.  However, the information contained in the study, which illustrates widespread abuse detrimental to consumers and businesses alike, clearly demonstrates the need to proactively restrict the use of privacy and proxy services to organizations and individuals that are using them for legitimate purposes only.  
The BC also recognizes that privacy and proxy service abuse is not the only barrier to stopping abusive behavior online. When domain names are registered with the intent of conducting illegal or harmful Internet activities, then a range of different methods are used to avoid providing viable contact information.
The BC looks forward to addressing all of these issues in the community-led development stage of the Aggregated Registration Directory Service.  In the meantime, the BC encourages the ICANN to give attention to the issues that can be addressed immediately.  
It is interesting to note that the datasets collected were dominated by .com domains. Given that, one possible approach may be for the Verisign registry to implement privacy and proxy services guidelines as an interim measure.
The BC looks forward to participating in the GNSO RAA Remaining Issues Policy Development Process on Privacy and Proxy Services, to develop an accreditation system which restricts the shielding of registrant data to legitimate, non-commercial, non-abusive websites.  

The BC thanks ICANN and the NPL for this comprehensive study.  

SUGGESTION/QUESTION:
We may want to comment on the fact that in this study, although they studied 5 tlds, .com domain names dominated the datasets.    Only 10% were from the other 4 gTLDs.    Should we suggest that the .com registry establish their own rules around proxy/privacy use in registrations?  This might speed things along rather than ICANN making the rules for all gTlds when the problem is mainly with .com.   We would still want the proxy/privacy vendors accredited but there may be an interim solution with the registry itself.   Is Verisign limited in what policy they put in place as requirements for a registration of a .com?  
� Business Constituency Charter, at � HYPERLINK "http://www.bizconst.org/charter.htm" �http://www.bizconst.org/charter.htm�. 


� Study on Whois Privacy & Proxy Service Abuse, September 24, 2013, at � HYPERLINK "http://www.icann.org/en/news/public-comment/whois-pp-abuse-study-24sep13-en.htm" �http://www.icann.org/en/news/public-comment/whois-pp-abuse-study-24sep13-en.htm�.





