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Of technologies that changed the world during the last century, none have equaled the rapid and profound influence of the Internet.  This worldwide system of interconnected computer networks has quickly morphed from an obscure academic concept into a resource viewed as a necessity of life by hundreds of millions of people.  The Internet has become equally vital to the modern business enterprise, so disruptions to this resource can have devastating operational and financial consequences.

This paper provides background on how the Internet works with a survey of related challenges to ensuring its continuity and security.  The paper describes potential fallout to businesses from disruption to Internet services.  It concludes with private and public sector efforts to ensure operations of the Internet, including policy considerations for the British North American Committee.

About the Internet

The essence of the Internet is global transmission of data packets via the standard Transmission Control Protocol / Internet Protocol, or TCP/IP.  The Internet interconnects computers on thousands of smaller commercial, domestic, and government networks.

Some of the Internet’s more familiar services include electronic mail, file transfer, online chat, remote access to corporate computer resources, Voice-over-IP (VoIP), and the ubiquitous World Wide Web of billions of interconnected documents.  Software-based services like these run over the Internet, which consists of networks interconnected by copper wires, fiber-optic cables and wireless connections operated mostly by data and telecommunications carriers.  Some providers of software-based Internet services, such as Microsoft and Google, are constructing their own private wide area backbone networks to bypass traditional carriers.

The idea of the Internet was born in the early 1960s in the U.S. Defense Advanced Research Projects Agency (DARPA).  Its goal was to create a distributed network impervious to enemy attack.  The first node went “live” in 1969; the network became known as the ARPANET.  The first TCP/IP wide area network was operational in 1983 when the U.S. National Science Foundation built a university network backbone called NSFNet.  The U.S. government opened the Internet to commercial interests in 1995.  Rapid growth followed because TCP/IP allowed existing commercial and educational networks to intercommunicate.

The public discovered the Internet in the mid-1990s when researchers created a convenient way to access documents online anywhere in the world.  Primary innovations were the European Organization for Nuclear Research’s (also called CERN) “back-end” World Wide Web project in Switzerland and the “front-end” Mosaic web browser created at the National Center for Supercomputing Applications at the University of Illinois at Urbana-Champaign.  These triggered skyrocketing Internet traffic that led to a speculative boom in the late 90s.  Many of those business ventures collapsed but that did not retard growing use and reliance on the Internet.

Today, the Internet is bound by bi- or multi-lateral commercial contracts such as peering agreements
, and by technical specifications or protocols that define how to exchange data over the network.  These interconnections and routing policies define the Internet.  Coordination of key requirements is done by the Internet Corporation for Assigned Names and Numbers (ICANN), headquartered in Marina del Ray, California.  ICANN is overseen by an international board of directors drawn from the Internet technical, business, academic, and non-commercial communities.  The U.S. government continues with the primary role in approving changes to the root zone file – the heart of the domain name system underpinning Internet data transmission.

Challenges to Maintaining a Secure and Reliable Internet
The Internet is maintained by millions of network operators in private businesses, government agencies, telecom and Internet service providers and many other areas. This ability to maintain your own network and to talk to the rest of the Internet through defined standards is what has allowed and continues to allow the Internet to operate and grow on such a large scale. 

However this
 is also a potential point of weakness. Securing individual networks is the responsibility of the network operator. Not all operators are equal in their skills or resources and many networks are not as secure as they should be. Insecure networks though are not just a problem for the individual network operator. Those insecure networks become platforms for bad behavior on the larger network.

There are three major types of bad behavior that we regularly see on the larger network:

One of the crucial issues is redirection on the Internet – deliberately steering a user to a misleading location, usually to commit fraud. 

Methods that steer a user to the wrong network location, such as a fake copy of a bank’s website, are prevalent on the Internet. This can be achieved in a couple of ways, the most common manner being to send a misleading e-mail to the users. Within that e-mail is a link to a website where the user is asked to go and update their details.

Although to the user the Unique Resource Locator (URL) may read http://www.example.com the underlying URL may be something different in the embedded HTML code.

< A HREF=http://www.exomple
.com> http://www.example.com </A>

The user can be directed to a website that looks identical to the one they expect to see. This could be their bank, their e-mail account, an auction site or some other location on which the user would typically be willing to divulge confidential details.

Another manner is to actually tamper with the answer that is received from the DNS
 servers. The DNS translates the canonical name www.example.com into an IP address. The IP addresses are the real addresses that computers use to talk to each other.

When querying http://www.example.com the answer received may be steered to a different machine that then contains the fraudulent site. There are multiple ways to make this happen from “man in the middle” to “cache poisoning”. This document will not go in to the technical details of those methods.

The solution for the techniques that return false DNS answers is for the genuine site/computer the user seeks to attach a known signature to the answers that the user’s computer can recognise. The protocols for this are under development. The protocols are known collectively as DNSsec. Organizations that rely on the Internet for critical business operations should be looking into this emerging technology.

Another use of steering someone to a specific server could also be to implant hazardous code on the connecting host
. In today’s Internet many host computers are compromised by the act of downloading malicious code. This can occur by connecting to a server and unknowingly downloading the code, or the code can be attached to an e-mail – the familiar virus-infected document being a common example.  Use of Internet Relay Chat (IRC) channels
 are another known space where such things occur.

Every day hundreds of thousands of hosts are compromised in this manner. Those hosts are then used to perform some form of anti-social or criminal behavior. Often the owner of the host machine is not aware that this is happening. 

The compromised hosts can be used in many ways. Keyboard “sniffers” can be used to capture and then transmit every key stroke that the user makes on their computer. This would include login details such as account names and passwords.

Another use of these compromised hosts is to use them as “bots”. “Bots” are machines that are compromised and controlled by a third party. These machines can be used to launch attacks on critical servers on the networks.

A “BotNet”, or group of compromised hosts can be controlled from one central point and made to each send packets to a specified target. A typical attack of this sort might request a document or some other response from a website, with the resuling flood of requests overwhelming the target. “BotNets” have been known to comprise of hundreds of thousands of hosts.

These types of attack are known as Distributed Denial of Service (DDOS) attacks. They have been used in the past to disrupt major pieces of critical infrastructure as well as to target individual organizations or sites.

Attacks can often be mitigated
 by filtering the data packets before they get to the intended target. However as the attacks can be quite sophisticated it can be difficult to recognize the specific attack packets or the source of the traffic so as to enable filtering.

One of the patterns that has been seen in many attacks is that the attackers make use of the ability to “spoof” or fake their source IP address, thus hiding the identity of the attacking machines. This makes tracking by both engineers and law enforcement extremely difficult.

A document known as BCP38 or  RFC2827 documents strategies for defeating such attacks
ftp://ftp.rfc-editor.org/in-notes/bcp/bcp38.txt

Security efforts in the Internet needs to not only be about protecting the individual networks from intrusion but should also include the concept of protecting the neighbors from bad behavior originating in those networks. Simple fundamentals such as not  being able to originating data from your network that says it originates elsewhere
 would greatly improve the trustworthiness of the network.

As long as it is possible to mask where and who you are on the Internet it will remain a struggle to contain the negative or criminal behavior. 

Business Fallout from Disruption to the Internet

Ensuring the confidentiality, integrity and availability of the Internet and information traversing its paths is a major pressing issue for, individuals, businesses, governments, and indeed the global community.  Cyber attacks and security breaches cost billions of dollars and euros in direct losses, downtime, stolen identities and intellectual property.  Misunderstanding or even neglect of information security can bring huge economic consequences.  Consumers are already limiting their online activities for fear of identity theft.  Businesses lose productivity needlessly due to downtime.  And governments can suffer a range of consequences, from inability to communicate effectively in times of crisis to sabotage of critical infrastructure, including defence and security related equipment.

As we paint a picture of potential fallout for businesses, it’s important to note how everyone that relies on the Internet is inextricably linked to an array of critical back-end infrastructure and related services.  While most of those are outside your control, disruption of even one element may affect continuity of your business operations.

RISK: Disruption cuts productivity or stops operations
Disruption to Internet service – whether by a denial of service attack, a carrier outage of backbone or access lines, or by a worm or virus – can cause significant economic losses.

Research by Computer Economics found the cumulative cost of virus or malware
 attacks in the U.S. from 2000 through 2005 was $86.1 billion.  Labor was the most cost-intensive category during 2005, according to the study.
  It cites the following elements of financial impact from malware:

· Labor expense for analyzing, repairing, and cleansing operating systems, applications, databases, networks and machines.

· Procurement costs of tools to help technicians eradicate malware and harden the network environment.

· Hiring consultants to assist with these tasks.

· Downtime of employees who are prevented from accessing the internal network or Internet during the repair process.

· Lost revenue caused by the inability of customers to access a company’s web site, or by customer service representatives who cannot take or input orders.

Denial of service attacks can trigger similar financial fallout.  Some reports of recent denial of service incidents include a demand for ransom by hackers to stop the attack.  Ancillary fallout from sluggish or inaccessible operations may include disruptions to a company’s supply chain, or loss of customer and investor confidence in the business enterprise.

RISK: Corrupted or stolen data can trigger financial or strategic loss
Consumers in the U.S. are nearly unanimous in their fear of identity theft and spyware, according to survey research conducted by CSIA.  About 97 percent of consumers’ rate identity theft as a serious problem, while 93 percent say spyware is a serious problem, according to the research.  About 48 percent say they avoid making purchases on the Internet because they are afraid their financial information may be stolen.

According to the Privacy Rights Clearinghouse, personal information about more than 50 million Americans was exposed from February through October of 2005
.  Examples of personal data include name, Social Security number, birthplace, mother’s maiden name, credit card and bank account numbers, and health records.
Businesses that suffer Internet-related attacks also risk corruption or exposure of operational data such as customer records, product and sales information, business plans, proprietary product designs, software code, materials and inventory data, and details behind financial statements.

Inadvertent corruption or exposure of any of these data may result in loss of customer and investor confidence, loss of market capitalization, lawsuits, or regulatory punishment.  Civil and/or criminal penalties may apply to responsible corporate employees for certain exposures, such as of personal health information.

RISK: Damaged or stopped systems can interrupt critical services
Your business relies on a digitally controlled utility and commercial infrastructure such as the electrical transmission grid, oil and natural gas, water, waste water, chemicals, telecommunications, transportation, banking and finance – and many critical manufacturing processes.  In the U.S., about 85 percent of this critical infrastructure is owned and operated by the private sector.

Remote control of distributed critical infrastructure occurs with Supervisory Control and Data Acquisition (SCADA) systems.  These systems are designed to be open and interoperable, but
 their increasing use of the Internet for communications makes them vulnerable to cyber attack.  A successful attack on one element of critical infrastructure can affect every business that relies on its services.
Control systems collect sensor measurements and operational data from control equipment, process and display the information, and relay commands to local and remote equipment.  These actions open and close valves, regulate flow of water, energy and chemicals, and execute other operational functions.  A control system may be disrupted by attackers who delay or block the flow of its information.  Control system equipment may be damaged by excessive tolerances, premature shutdown of processes or disablement.  Actions could include unauthorized changes to programmed instructions in a programmable logic controller, remote terminal unit,
 or a distributed control system.  Attackers could also change alarm thresholds or issue unauthorized commands to control equipment.

Any of these actions could send false information to system operators, who in turn might take inappropriate actions in reaction to unpredictable operations of critical infrastructure.  All of the above can interfere with the operation of safety systems and may directly affect the continuity of services that are essential for operating your business.

RISK: Social or military disruption, injury or death
Emergency services, security, social services and defense systems of each nation also rely on critical infrastructure.  Interruptions to any of these can disrupt communications and continuity of government operations.  These disruptions, in turn, can quickly cause the social fabric to unravel.  A vivid example was the aftermath of Hurricane Katrina last year in the U.S.  Massive failure of regional communications systems – often reliant on the Internet – prevented effective civilian response efforts to people trapped by flooding, suffering from lack of food and water, and subject to the disorder of looters and criminals.  Eventually, military intervention was required to bring order to chaos.  Much business activity was halted in the region for weeks and months after this natural disaster.

Public and Private Initiatives for Internet Continuity

There are several public and private technical initiatives underway to improve Internet resiliency and continuity.    These initiatives involve secure routing and addressing protocols, increased authentication and identity management.  (DNSsec, SecureBGP, IPv6, BCP38
)  These initiatives involve such organizations as the Internet Engineering Task Force, the U.S. government’s National Institute of Standards and Technology, and ICANN’s Stability Advisory Committee.  

However, strengthening the fundamental protocols of the Internet suffers from the “tragedy of the commons.”    Protocols are obscure requiring the attention of multiple public and private stakeholders.    There is also no “silver bullet”; each initiative is important.   Government cannot necessarily mandate the adoption of more secure protocols, though it can and should fund research, development, and deployment.  It can also lead by example.  In the United States, the White House’s Office of Management and Budget has issued guidance to all Federal agencies on the adoption of “DNSSec,”a more secure routing protocol.       

While there are several technical organizations involved, currently there is no focused international level dialogue among key stakeholders—business leaders, government officials, and academic—on Internet security and stability.    The result yields solutions which are comprehensive, but not understandable to senior decision makers in the government and private sector.  There have also been some multilateral discussions among government officials, such as the U.N.’s World Summit for Information Society or the International Telecommunications Union, but the discussions frequently become politicized yielding results which are government-centric.       

Next Steps

· Given the importance of the information infrastructure to global commerce, the BNAC should continue investigation in this area and seek to complete a full report for the Committee by Fall, 2006.    The report would examine the areas outlined above in greater detail and offer policy recommendations.  
· The report’s recommendations should include a transatlantic roadmap for providing thought leadership to senior stakeholders on information security and reliability.    The roadmap should address include how best to leverage the involvement of key organizations such as ICANN and technical organizations.
   

Appendix A

Secure BGP

Internet routing is based on a distributed system composed of many routers, grouped into management domains called Autonomous Systems (ASes). Routing information is exchanged between ASes in Border Gateway Protocol (BGP) UPDATE messages. BGP is a critical component of the Internet's routing infrastructure. However, it is highly vulnerable to a variety of attacks due to the lack of a scalable means of verifying the authenticity and authorization of BGP control traffic. Secure BGP (S-BGP) addresses these vulnerabilities. 

The S-BGP architecture employs three security mechanisms. First, a Public Key Infrastructure (PKI) is used to support the authentication of ownership of IP address blocks, ownership of Autonomous System (AS) numbers, an AS's identity, and a BGP router's identity and its authorization to represent an AS. This PKI parallels the IP address and AS number assignment system and takes advantage of the existing infrastructure (Internet registries, etc.) Second, a new, optional, BGP transitive path attribute is employed to carry digital signatures (in "attestations") covering the routing information in a BGP UPDATE. These signatures along with certificates from the S-BGP PKI enable the receiver of a BGP routing UPDATE to verify the address prefixes and path information that it contains. Third, IPsec is used to provide data and partial sequence integrity, and to enable BGP routers to authenticate each other for exchanges of BGP control traffic. 

Under a previous contract with DARPA, a proof-of-concept prototype of S-BGP was developed and used to demonstrate the effectiveness and feasibility of deploying S-BGP. However, a major obstacle to the deployment of S-BGP is that it requires the participation of several distinct organizations -- the Internet registries, router vendors, and Internet service providers (ISPs). Because there will be no security benefits unless a few of each type of the organizations participate, each organization cannot justify the expense of investing in this new technology unless the others have also done so -- a classic chicken-and-egg problem. The goal of this project is to overcome these obstacles and promote deployment of S-BGP into the Internet.  (Source  BBN)

IPv6

Internet Protocol version 6 (IPv6) is a network layer standard used by electronic devices to exchange data across a packet switched network.  It follows IPv4 as the second version of the Internet Protocol to formally adopted for general use.   IPv6 is intended to provide more addresses for networked devices, allowing for example, cell phone and mobile electronic devices to have its own address.   IPv6 also helps with end-to-end authentication across a network between devices.   As of December 2005, IPv6 accounts for a tiny percentage of the live addresses in the Internet, which is still dominated by IPv4.     The adoption of IPv6 has been slowed by the introduction of network address translation (NAT), which partially alleviates address exhaustion.    The U.S. government has specified that all federal agencies must deploy IPv6 by 2008.

Secure DNS 

DNSSEC (short for DNS Security Extensions) adds security to the Domain Name System. DNSSEC was designed to protect the Internet from certain attacks, such as DNS cache poisoning.   It is a set of extensions to DNS, which provide: a) origin authentication of DNS data, b) data integrity, and c) authenticated denial of existence.

All answers in DNSSEC are digitally signed. By checking the signature, a DNS resolver is able to check if the information is identical (correct and complete) to the info on the authoritative DNS server.

There are several distinct classes of threats to the Domain Name System, most of which are DNS-related instances of more general problems, but a few of which are specific to peculiarities of the DNS protocol.

Note that DNSSEC does not provide confidentiality of data. Also, DNSSEC does not protect against (D)DOS Attacks.
Denial of Service Attacks

The Internet Engineering Task Force produced a document known as BCP38 or RFC2827 which documents methodologies for dealing with DDOS attacks. 
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�Needs explanatory phrase.


�Not entirely clear what “this” is. “This openness to and reliance on smaller network operators”?


�Readers will need sharp eyes to spot this. Maybe something more glaringly different would be better.


�This acronym not previously introduced. Needs spelling out, and explanatory phrase.


�I think a couple of sentences on these two examples would be engaging. Any reader who has persisted to this point will be intrigued!


�I would hold this observation back for the “recommendations” section – perhaps this whole paragraph belongs under “recommendations”.


�Not previously defined – need explanation here or at the beginning where the architecture of the internet was described.


�Explanatory phrase needed here also, please! Most readers will not know what this means.


�Who does this mitigating? The target or its remote host?


�This is not very clear as written.


�Again, would recommend moving all recommendations to a specific section.


�Not previously defined – please add phrase or introduce where the concept first appears in the paper.


�How? Was this a single exposure, or the result of a whole bunch of them?


�Why “but”? Sounds like vulnerability is a direct result of this design feature.


�No need to introduce acronyms that won’t appear again in the document.


�As above, I think the natural curiosity of readers requires a bit of elaboration on these things here – even more so if one is motivated to do something WRT his/her own business. Putting text boxes in would be better than an appendix – more convenient.


�A useful breakdown would be: steps individual businesses should take; steps governments should take; steps requiring multiple-stakeholder consultations and action.
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