
IIS (former .SE) comments on the “Summary of 
Recommendations” (section 3.4) from the Design Team’s 
Draft Report of the Root Zone KSK Rollover Plan 
 
The Root Zone KSK Rollover Plan Design Team Draft Report - Updated August 4, 2015 
has been made available for Public Comment as a draft report of the deliberations of a 
Design Team that consists of a panel of recruited volunteer experts in DNS and 
DNSSEC, along with the Root Zone Management partners. The Draft Report consists of 
a number of recommendations commented on in the following. 
 
Recommendation 1: The Root Zone KSK Rollover should follow the procedures 
described in RFC 5011 to update the Trust Anchors during Key Signing Key Rollover.  
 

[IIS comment]: Agree. 
 
Recommendation 2: ICANN should identify key DNS software vendors and work 
closely with them to formalize processes to ensure that trust anchor distribution using 
vendor-specific channels is robust and secure.  
 

[IIS comment]: Agree. This recommendation is very important. Software, both 
separate and integrated in operating systems has not been tested with RFC 5011 
for the root level, and the mechanism hasn’t been tested on the public internet at 
all. 

 
Recommendation 3: ICANN should identify key DNS systems integrators and work 
closely with them to formalize processes to ensure that trust anchor distribution using 
integrator-specific channels is robust and secure.  
 

[IIS comment]: This recommendation is very important. To be aware of the 
process on how IANA publish the root key and how you can achieve trust in that 
publication and distribution is a desirable state. Channels for distribution of the 
root key must be established in an open and transparent manner. 

 
Recommendation 4: ICANN should take an active role in promoting proper Root Zone 
Trust Anchor authentication, including highlighting the information posted on ICANN's 
IANA website.  
 

[IIS comment]: The recommendation is extremely important since ICANN 
haven’t been working with this area at all during the five years that the trust 
anchor has been published.  

 



Recommendation 5: Root Zone KSK Rollover should require no substantive changes 
to existing KSK management and usage processes in order to retain the high standards 
of transparency associated with them.  
 

[IIS comment]: Agree. 
 
 
Recommendation 6: All changes to the Root Zone DNSKEY RRsets must be aligned 
with the 10-day slots described in the KSK Operator's DPS.  
 

[IIS comment]: Agree. 
 
Recommendation 7: The existing algorithm and key size for the incoming KSK for the 
first Root Zone KSK rollover should be maintained.  
 

[IIS comment]: Agree. 
 
Recommendation 8: The choice of algorithm and key size should be reviewed in the 
future, for subsequent Root Zone KSK rollovers.  
 

[IIS comment]: Agree.  
 
Recommendation 9: ICANN, in cooperation with the RZM partners, should design and 
execute a communications plan to raise awareness of the Root Zone KSK rollover, 
including outreach to the global technical community through appropriate technical 
meetings and to “channel partners” such as those identified in this document.  
 

[IIS comment]: Agree. It is also very important to work closely together with 
strong and experienced local internet communities such as NOGs, ccTLDs and 
RIRs. 

 
Recommendation 10: ICANN should request that RSSAC coordinate a review of the 
detailed timetable for the KSK rollover period before it is published, and should 
accommodate reasonable requests to modify that timetable in the event that any root 
server operator identifies operational reasons to do so.  
 

[IIS comment]: Agree. 
 
Recommendation 11: ICANN should coordinate with RSSAC and the RZM Partners to 
ensure that real-time communications channels are used to ensure good operational 
awareness of the root server system for each change in the Root Zone that involves the 
addition or removal of a KSK.  
 

[IIS comment]: Agree. 
 



Recommendation 12: ICANN should coordinate with RSSAC to request that the root 
server operators carry out data collection that will inform subsequent analysis and help 
characterize the operational impact of the KSK rollover, and that the plans and products 
of that data collection be made available for thirdparty analysis.  
 

[IIS comment]: Agree. Good suggestion. To measure is to know. 
 
Recommendation 13: The RZM partners should ensure that any future increase in 
ZSK size is carefully coordinated with KSK rollovers, such that the two exercises are not 
carried out concurrently.  
 

[IIS comment]: Agree. 
 
Recommendation 14: To minimize the time to recover due to difficulties involving the 
incoming KSK, an SKR generated only by the incumbent KSK should be generated in 
parallel with the SKR generated by the incoming KSK.  
 

[IIS comment]: Agree. 
 
Recommendation 15: The RZM partners should develop and document the process of 
having to use the incumbent KSK generated SKR. 
 

[IIS comment]: Agree. 
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