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The United States Council for International Business (USCIB) submits these comments in response to ICANN’s Proposed Initiatives for Improved DNS Security, Stability and Resiliency (SSR) and its proposal for a DNS-CERT.  USCIB is a business association whose membership includes some 300 leading U.S companies, professional services firms and associations, representing a wide array of Internet stakeholders, including general business users, ISPs, IP Rights Holders, registries, and registrars. USCIB is a founding member of the ICANN Generic Name Supporting Organization (GNSO) Business Constituency and was very active in the formative stages of ICANN. The technical coordination of the Internet is of critical importance to all of our members given the amount of their business that is conducted over it.
USCIB welcomes ICANN’s proposals as they bring important focus to issues concerning the overall security of the Domain Name System (DNS).  As the Internet continues to evolve into the global platform for communications, transactions and business, it is critical that the secure and stable operation of the DNS remain a top priority for the ICANN community.

ICANN’s proposal for a number of short and long range initiatives, including the establishment of a DNS-CERT, merit serious consideration and USCIB encourages ICANN to engage in further consultation with operators of the DNS, businesses and all members of the ICANN community to further develop these initiatives.  USCIB believes that the establishment of a Working Group on these issues, as called for by the chairs of the GNSO, ccNSO and ALAC, is appropriate to gather the experiences and inputs of the community before undertaking the DNS-CERT and other SSR initiatives.

USCIB notes that the nature of the security threats to the DNS must be carefully articulated and understood in order to further develop the proposed initiatives.  Additionally, it is important that the security threats be identified in the SSR and DNS-CERT initiative fall within ICANN’s ambit.  Certain types of malicious attacks may fall outside of ICANN’s mission and it is important that there be clarity on this point.  Additionally, USCIB concurs with comments and concerns from the community that ICANN’s role in any of these initiatives be a coordinating role, consistent with its charter, and not put ICANN into an operational capacity.  
With regard to the DNS-CERT proposal, USCIB notes that important issues such concerning sensitive data sharing and liability must be addressed to encourage operators to participate in such a structure.  There are a number of organizations that address these concerns and that focus on specific aspects of DNS security.  ICANN should consult with these organizations, in addition to DNS operators, business and the community to avoid duplication of efforts.  

USCIB notes that the decentralized model of the DNS requires continued coordination among all actors in the ICANN community to address security and stability concerns.  
A gap analysis identifying the specific threats that are not otherwise addressed, in whole or in part, by these organizations and collaborative efforts is a necessary first step in developing SSR and DNS-CERT initiatives that will materially enhance the security, stability and resiliency of the Internet.
Finally, USCIB notes that, given the questions regarding the clarity of the underlying threats and the need to further develop the proposed initiatives, any proposal for a DNS-CERT budget should be made carefully, as the ultimate initiative may vary substantially from what’s proposed presently.  Of course, once a gap analysis and consultation with the community have been concluded, the proposed initiatives can be appropriately scoped to promote both enhanced security of the DNS and to reinforce the ICANN industry-led, bottom up, multi-stakeholder consensus model.              
