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[image: image1.png]Comments by the Swedish Government on ICANN’s proposed initiatives for improved DNS Security, Stability and Resiliency

To : 

Mr Rod Beckstrom


Mr Peter Dengate-Thrush
CEO & President


Chair - ICANN Board
Sweden is grateful for the opportunity to express its views on the Proposed Strategic Initiatives for Improved DNS Security, Stability and Resiliency (SSR) and the DNS CERT business case and also to respond to Mr Beckstroms letter from 21 April 2010 in this matter.
Sweden believes that the primary role of the GAC is to ensure the processes are acceptable, the developed processes followed, and that decisions are sound, understandable and acceptable to all stakeholders. GAC of course share this role with other stakeholder groups that participate in the ICANN process.

Regarding DNS-CERT functions, Sweden agrees with Mr Beckstrom that the cooperation regarding DNS-related incidents and problems could be improved. Furthermore Sweden agrees that there are indications that the existing CERT (and CERT-like) coordination  could be improved with regards to DNS related issues. Sweden supports initiatives that could help improve the current situation.

But, Sweden firmly holds the view that a working CERT, or CERT-like, functionality should be created because of clearly identified needs at the grassroots-level of the Internet. In particular needs identified by  the technical/operational community. CERTs, and the trust in them and their processes, is built from the bottom-up. Sweden is not yet convinced of the merits of setting up an ICANN CERT dedicated to DNS.  We would encourage ICANN to take the feedback from the consultation exercise and promote further discussion how ICANN in cooperation with different stakeholders can take forward commitments on resilience, stability and security.

Governments, and ICANN, should encourage increased and improved cooperation, and support changes that make things move in this direction. Because of this, Sweden supports  ICANN ‘s idea to investigate (e.g. by interviews) the current view among stakeholders, and specifically the technical/operational community, and help the community/communities increase awareness, interest and skills in DNS.

In response to the questions raised in the letter Sweden has a number of CERTS, some operated by Internet service providers, some operated by university networks and also a public sector GovCERT SITIC which was established in 2003. SITIC is a well established CERT and participates in e.g. FIRST and the European GovCERT Group. Given that Sweden was the first country to implement DNSSEC and has a longstanding tradition of participating in a variety of technical fora, our assessment is that the level of knowledge of issues related to DNS and DNSSEC is very high. 

This issue also highlights the need for ICANN to remain very active in terms of international outreach to ensure that regions that are currently not well aware of the security aspects of the DNS are not left behind.
Maria Häll

Deputy Director
Division for Information Technology Policy
Ministry of Enterprise, Energy and Communications
SWEDEN
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