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4 Findings
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Things to highlight

The assessment of “risk” depends on your point of view; one size does not fit all organizations in the DNS-providing ecosystem.  Thus, one of the most helpful deliverables of the DSSA may well be a risk-assessment framework and methodology that can be readily understood and used by a variety of organizations to assess DNS risk from their own unique perspective.

Describe the difference between this “go fast” phase report and the “go deep” report(s) that follow. We focused on pushing the “process” deliverables, along with the assessment of “interesting areas for further study,” out in this phase.  
4.B Scope
4.B.1 Definition of "the DNS" used by the DSSA working group
The DSSA charter states that the working group is to review: “The actual level, frequency and severity of threats to the DNS” but leaves the definition of “the DNS” up to the working group to define.  However the charter offers the following additional guidance.  “The DSSA‐WG should limit its activities to considering issues at the root and top level domains within the framework of ICANN's coordinating role in managing Internet naming and numbering resources as stated in its Mission and in its Bylaws.”
The working group arrived at the following definition of "The DNS" for the purposes of this analysis.  It needs to be emphasized that this definition is primarily aimed at structuring the work to be done within the limits set by the charter. Broader use of this definition of “the DNS” within the community should be undertaken with caution.
“The DNS” includes:

The Root zone (zone files, DNSSEC and provisioning)
Top-level domain zones (zone files, DNSSEC and provisioning)

Support files (e.g. hints, root-servers.net, roots public key, resolver configuration files
Out of scope of this analysis
2nd-level zones and lower

WHOIS
Zone file access
Data escrow
Bulk data access
4.B.2 DSSA scope, in the context of security-management
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[include a discussion of the “multiple-organization puzzler – all these security-management models are designed for a single organization rather than a collaborative/ecosystem like what we’re addressing]

4.C Analysis approach 

The working group has developed a series of “compound-sentence” risk scenarios to define the starting point of the risk assessment, the level of detail in the assessment, and how risks due to similar threat scenarios are treated.  
One of the goals of the working group was to define a process that more specialized teams (and other organizations) can use in the future to develop additional scenarios or analyze already-identified scenarios in more depth.  
See section “1.D – Approach” for a detailed description of the methods that were selected, refined and used by the working group to structure this process.
4.D Actual level, frequency and severity of threats to the DNS, plus current efforts and activities to mitigate these.  
[NOTE FOR AUTHORS: this entire section can be based on the threat-scenario spreadsheets that are current at the time of report-publication -- scenarios, definitions, scales and values can all come from there]
The working group has developed a number of risk scenarios.  These are summarized in this section, and presented in detail in Appendix [____].  The DSSA is very interested in community reaction to these scenarios and especially interested in identifying scenarios that have been overlooked.
4.D.1 Adversarial risk scenarios

[insert “adversarial risk scenario” picture and introduction here…  this one is a placeholder until a new one gets created]
[image: image2.emf]
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A risk assessment methodology is a risk assessment process (as described in Chapter Three), 
together with a risk model, assessment approach, and analysis approach. Risk assessment 
methodologies are defined by organizations and are a component of the risk management strategy 
developed during the risk framing step of the risk management process. Organizations can use a 
single risk assessment methodology or can employ multiple risk assessment methodologies, with 
the selection of a specific methodology depending on: (i) the criticality and/or sensitivity of the 
organization’s core missions and business functions including the supporting mission/business 
processes and information systems; (ii) the maturity of the organization’s mission/business 
processes (by enterprise architecture segments); or (iii) the stage of information systems in the 
system development life cycle. By making explicit the risk model, the assessment approach, and 
the analysis approach used, and requiring as part of the assessment process, a rationale for the 
assessed values of risk factors, organizations can increase the reproducibility and repeatability of 
their risk assessments.16 



2.1.1   Risk Models  
Risk models define the key terms used in risk assessments including the risk factors to be assessed 
and the relationships among those factors. These definitions are important for organizations to 
document prior to conducting risk assessments because the assessments rely upon well-defined 
attributes of threats, vulnerabilities, and other risk factors to effectively determine risk. Figure 2 
illustrates an example of a risk model for adversarial threats including the key risk factors 
associated with the model and the relationship among the factors. Each of the risk factors is 
described in greater detail below and used in the risk assessment process in Chapter Three. 



 



 



 



 



 



 



 



 
 



 
 



FIGURE 2: RISK MODEL WITH KEY RISK FACTORS FOR ADVERSARIAL THREATS 
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A threat is any circumstance or event with the potential to adversely impact organizational 
operations and assets, individuals, other organizations, or the Nation through an information 



                                                 
16 Reproducibility refers to the ability of different experts to produce the same results from the same data. Repeatability 
refers to the ability to repeat the assessment in the future, in a manner that is consistent with and hence comparable to 
prior assessments—enabling the organization to identify trends. 
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4.D.1.1 Nation-state blocking policy and configuration error.  
In order to fulfill an IP infringement resolution, one nation-state requires all providers under its sovereignty to block access to a certain domain name and also all related resolved IP addresses. It happens that the country also hosts some authoritative servers. Unfortunately due to the wording in the resolution the authoritative-DNS hosting provider makes an error while changing configuration files on the authoritative server while fulfilling its obligations under the resolution. This change also causes problems in the resolution of the address for users from other countries
4.D.1.2 Nation-state alternate root, cyber terrorism and DNS hacking.  
A country or a certain number of countries develop their own internal domain system and isolates itself from the rest of the Internet.  The same actors are behind a well known cyber terroristic group. Due to the fact that they do no belong to the root servers system anymore, the need of an operable Internet is not required for them anymore. The geopolitical group acquires a 0day regarding an undisclosed vulnerability of the DNS on the black market (the same scenario can be applied also to DNSSEC) and deploys it in retaliation after an international security organization resolution. The vulnerability has a domino effect: affecting not only the authoritative but also the recursive servers and disrupting the resolution all around the world. Since there is no central incident response coordination and due to the fact the malfunctions propagates with different timings the problem has major impacts to the Internet at a worldwide level.
4.D.1.3 US National Information Protection Plan (NIPP) -- "Policy, Governance, and Knowledge Failures" alternate-root scenario

The Internet is an open and global system, providing individuals and organizations a variety of opportunities for attacking the DNS infrastructure. Actors attack the infrastructure for various motivations and objectives. An incident that originates from a nation-state may be motivated by a desire for political influence or to achieve military objectives. In contrast, an incident from an individual or a small group may only be a manifestation of their desire to exercise control over a key part of the Internet infrastructure or to demonstrate their technical prowess. Policy, governance, and knowledge failures could cause significant economic and national security impacts to the DNS critical function, and they could result in political and diplomatic tensions between nation-state threat actors. An attacker could try to establish an alternate Internet root, to which DNS inquiries could be diverted, instead of being directed to the “real” DNS root. The establishment of regional or alternative Internets could decrease interoperability and cause technical confusion. Such a situation could cause strategic consequences across multiple sectors. Internet market influences may not be strong enough to avoid the emergence of an alternate, authoritative root, if the political and strategic environment provides an opportunity to establish and manage an alternative root system.
4.D.1.4 ISOC "Moats and Drawbridges" scenario.  

Suggests the world of the Internet would be heavily centralized, dominated by a few big players with their own rules in “big-boys’ clubs.”  Conflicts would be resolved through negotiation, not competition.  Connections between networks would be the result of extensive negotiation and deal making.  There would likely be strong regulation as governments seek to impose some public interest obligations and perhaps even controls on the equipment users can connect to the network.  Much content would be proprietary and protected by strong intellectual property rights.  Governments would control the behavior of networks and network users through legal mechanisms and sanctions.  Barriers to entry would be high, with little incentive to expand networks beyond the largest and richest customers or regions.  Innovation would be slow, only occurring when it would benefit the network owners.  All players would have close political links to their mutual benefit.
4.D.1.5 ISOC "Boutique Networks" scenario. 

Envisions a future in which political, regional and large enterprise interests fail to maximize the social and economic potential of a shared, global set of richly connected networks (the Internet). It carries the weight of self-interest brought by factions seeking to optimize control in small sectors (political and otherwise).  It also suggests these fractionalized networks will continue to leverage the benefits of existing Internet standards and technology.  Each proprietary provider draws as much as possible from the common pool while giving little back.
4.D.1.6 Global, massive attack against a day zero vulnerability in DNS software, sustained until remediation is implemented.
4.D.1.7 DDOS attack on root server(s) or .com
4.D.1.8 Disgruntled employee.  
An employee has just been fired due to HR cut from a company that operates several critical DNS services. The employee was in charge of these critical services and his credentials haven't been revoked immediately. The employee was normally dealing with issues due to the replication of the zone file and decides to implement a change and let it propagate.  Due to the company resizing and lack of backup knowledge, an immediate response to customers complains is not provided and a major top-level domain experiences several hours of outages.
4.D.2  Non-adversarial risk scenarios
[insert “non-adversarial risk scenario” picture and introduction here..  this one is a placeholder until the new one gets created]
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4.D.2.1 Wide-ranging power outage

Someone forgot to remove a grounding strap from a major transmission line before re-energizing it. The rest of the grid tries to compensate, leading to a long lasting, cascading failure of the entire North American power grid. Due to the caching and redundant nature of the DNS, the fact that many operators have generators, etc nothing bad happens... initially.... As sites run out of fuel, more and more major authoritative providers go dark. The DNS serving side is well replicated, but the provisioning side is, um, not. Zone files begin to expire, many of these could be saved (by promoting backups to masters / bumping the serial numbers, etc) but, while there is a good culture of collaboration between many members of the community, much of the communication / recovery work is hampered by employees not having access to their work machines, to their address books and not having power at home.

4.D.2.2  Power outage
Due to a major blackout in a really populated area that also hosts several global and local instances of the root servers, the domain name resolution fails. Due to the Time to Live expiration and the duration of the black out the other instances around the world are overwhelmed by the requests as they were under a non adversarial DDOS attack.

4.D.2.3 DNSSEC production errors, hardware or software or process, causing signature(s) to be invalid.  Either the root or a TLD publishes an unvalidatable zone files.
4.E Identify gaps in current response to DNS issues
Pay special attention to the "Controls" portion of the analysis -- missing or inadequate managerial, operational or technical controls should be highlighted
Much of this may have to wait until next phase -- when we go deep
May find a number of organizational-response topics in SSR-RT report
Take note of the different perspectives and situations that various DNS providers experience with regard to risk, resources and responses

4.F Possible additional risk mitigation activities that would assist in closing those gaps
· Ongoing roles and responsibilities
· Risk assessment methodology
· Clarify responsibilities and accountability between ICANN and others in the security community
[draw on SSR-RT report for some more ideas]

5 Approach to the work, this phase and in the future
5.A Approach -- Hybrid -- go fast, then go deep

[Use the diagram from the update decks, but change the underlying pyramid – this one is a placeholder]
[image: image4.emf]
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2.2   APPLICATION OF RISK ASSESSMENTS 



As stated previously, risk assessments can be conducted at all three tiers in the risk management 
hierarchy—organization level, mission/business process level, and information system level. 
Figure 4 illustrates the risk management hierarchy defined in NIST Special Publication 800-39, 
which provides multiple risk perspectives from the strategic level to the tactical level. Traditional 
risk assessments generally focus at the Tier 3 tactical level (i.e., information system level) and as 
a result, tend to overlook other significant risk factors that may be more appropriately assessed at 
the Tier 1 or Tier 2 strategic levels. 



 



 



 



 
 
 
 
 
 
 
 
 
 
 
 
 



FIGURE 4: RISK MANAGEMENT HIERARCHY 



Risk assessments support organizational risk response decisions at the different tiers of the risk 
management hierarchy. At Tier 1, risk assessments can affect, for example: (i) organization-wide 
information security programs,  policies, procedures, and guidance; (ii) the types of appropriate 
risk responses (i.e., risk acceptance, avoidance, mitigation, sharing, or transfer); (iii) investment 
decisions for information technologies/systems; (iv) procurements; (v) minimum organization-
wide security controls; (vi) conformance to enterprise/security architectures; and (vii) monitoring 
strategies and ongoing authorizations of information systems and common controls. At Tier 2, 
risk assessments can affect, for example: (i) enterprise architecture/security architecture design 
decisions; (ii) the selection of common controls; (iii) the selection of suppliers, services, and 
contractors to support core missions and business functions; (iv) the development of risk-aware 
mission/business processes; and (v) the interpretation of organizational security policies with 
respect to mission/business processes and operating environments. Finally, at Tier 3, risk 
assessments can affect, for example: (i) design decisions (including the selection, tailoring, and 
supplementation of security controls and the selection of information technology products for 
organizational information systems); (ii) implementation decisions (including whether specific 
information technology products or product configurations meet security control requirements); 
and (iii) operational decisions (including the requisite level of monitoring activity, the frequency 
of ongoing information system authorizations, and system maintenance decisions). 
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Go back to the AC/SOs at the end of the first pass for instruction on what to do in the next phase (build a proposal for next-phase towards the end of this one)

Come up with a good name for the report -- preliminary/summary/phase-1/??
5.B During this iteration

5.B.1 Methods – rationale, selection, risk model and tailoring
5.B.1.1 Rationale

Using a predefined methodology will save time and improve our work product

· Consistent terminology

· Shared model

· Structured work

· Sample deliverables

Reviewed several dozen alternatives -- We selected this one because it's:

· Available at no cost

· Actively supported and maintained

· Widely known and endorsed in the community

· Reusable elsewhere in ICANN

5.B.1.2 Selection

Methods evaluated

· A&K Analysis - ISO 17799

· Austrian IT Security Handbook

· BSI - IT-Grundschutz

· EBIOS - ISO 17799

· Hazard Analysis -- Critical Control Point (HACCP)

· HITRUST Common Security Framework

· ISAMM

· ISO/IEC 13335-2 (27005)

· ISO/IEC 17799

· ISO 27000 series

· ISO 31000 series

· Marion

· NIST 800-30

· OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation)

5.B.1.3 Risk model

5.B.1.3.1 Introduce the risk models - relationships between risk factors (aka "compound sentences") [pull longer definition from methodology]
5.B.1.3.2 Adversarial Risk Model [insert the picture of adversarial risk model (based on the one in the update slide deck, but redrawn in MS format)]
An ADVERSARIAL THREAT SOURCE (with a range of capability, intent and targeting)...

In the context of...

VULNERABILITIES (ranging in severity),

PREDISPOSING CONDITIONS (with varying pervasiveness)

SECURITY CONTROLS (planned and implemented),

could INITIATE (with varying likelihood) a THREAT EVENT,

that could result in ADVERSE IMPACTS (which have RISK, which is in turn a combination of the nature of the impact and the likelihood that its effects will be felt)

5.B.1.3.3 Non-Adversarial Risk Model  [Insert a picture of non-adversarial risk model (build out, based on the adversarial one -- pretty similar, just fewer threat-sources)]
A NON-ADVERSARIAL THREAT SOURCE (with a range of effects)...

In the context of...

PREDISPOSING CONDITIONS (with varying pervasiveness)

SECURITY CONTROLS (planned and implemented), and

VULNERABILITIES (ranging in severity),

could INITIATE (with varying likelihood) a THREAT EVENT,

which could result in ADVERSE IMPACTS (which have RISK, which is a combination of the nature of the impact and the likelihood that its effects will be felt)

5.B.1.3.4 Risk Factor Definitions and Ranges [insert a combination of risk factor DEFINITIONS and RANGES - pull these from the latest version of the worksheet and/or the methodology]
· Threat events - what happens?

· Adverse impacts - what is the harm?

· Vulnerabilities – severe and widespread?

· Predisposing conditions – pervasive?

· Controls and mitigation – effective and deployed?

· Threat sources –  how broad is range of impact, what are their capabilities, how strong is their intent, are they targeting the DNS?

· Initiation – what is the likelihood that a threat-event will happen?

· Risk - how bad is the impact and how likely is it that it will be felt? 

5.B.1.4 Tailoring - how risk factors are combined to arrive at risk scenarios 
[discuss the process by which the DSSA created the first-pass scenarios in the report, also discuss the “does not scale” issue and our approach to solving it]
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5.B.2 Protocol for handling confidential information

[Insert Julie's draft when final] -- here? or in a "Tools" appendix with just an introduction here?]
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5.C Tentative approach for the next iteration

5.C.1 Question for AC/SOs - one more iteration or ongoing effort?

5.C.2 More scenarios, more depth, more independent work-teams

5.C.3 Work breakdown [introduce it here, but move the actual detail of the methodology into an appendix – list tasks and summary descriptions here]
Step 1 - Prepare for risk assessment

TASK 1-1: Identify the purpose of the risk assessment in terms of the information the assessment is intended to produce and the decisions the assessment is intended to support.

TASK 1-2: Identify the scope of the risk assessment in terms of organizational applicability, time frame supported, and architectural/technology considerations.

TASK 1-3: Identify the specific assumptions and constraints under which the risk assessment is conducted.

TASK 1-4: Identify the sources of threat, vulnerability, and impact information to be used in the risk assessment.

TASK 1-5: Define (or refine) the risk model to be used in the risk assessment.

Step 2 - Conduct risk assessment

TASK 2-1: Identify and characterize the threat sources of concern to the organization, including the nature of the threats and for adversarial threats, capability, intent, and targeting characteristics.

TASK 2-2: Identify potential threat events, relevance to the organization, and the threat sources that could initiate the events.

TASK 2-3: Identify vulnerabilities and predisposing conditions that affect the likelihood that threat events of concern result in adverse impacts to the organization.

TASK 2-4: Determine the likelihood that threat events of concern result in adverse impacts to the organization, considering: (i) the characteristics of the threat sources that could initiate the events; (ii) the vulnerabilities and predisposing conditions identified; and (iii) organizational susceptibility reflecting safeguards/countermeasures planned or implemented to impede such events.

TASK 2-5: Determine the adverse impacts to the organization from threat events of concern considering: (i) the characteristics of the threat sources that could initiate the events; (ii) the vulnerabilities and predisposing conditions identified; and (iii) organizational susceptibility reflecting the safeguards/countermeasures planned or implemented to impede such events.

TASK 2-6: Determine the risk to the organization from threat events of concern considering: (i) the impact that would result from the events; and (ii) the likelihood of the events occurring.

Step 3 - Maintain risk assessment

TASK 3-1: Conduct ongoing monitoring of the factors that contribute to changes in risk to organizational operations and assets, individuals, other organizations, or the world.

TASK 3-2: Update existing risk assessment using the results from ongoing monitoring of risk factors.

5.C.4 Possible ongoing organization and approach

5.C.4.1 Introduction

[describe the possible value of some kind of “ongoing DSSA” organization]

5.C.4.2 Purpose

· To quickly and accurately assess the actual level and severity of existing and emerging threats to the DNS

· To evolve/engage/empower a community of mutual trust and support to share ideas and resources

· To provide tools, models and best practices that assist the diverse community of DNS providers assess their own situation in an effective and appropriate way

5.C.4.3 Principles

· Favor the edge -- Vest authority, perform functions, and use resources in the smallest or most local part that includes all relevant and affected parties.

· Open membership -- to any who subscribe to purpose and principles

· Self organize -- for any activity consistent with purpose and principles

· Decision-making -- representative of all, dominated by none -- consensus where possible

· Resolve conflict creatively

· Draw out, rather than compel, action

· Freely exchange information unless it's confidential or materially reduces competitive position

5.C.4.4 Participants

· Individuals and organizations who see the purpose and principles as their own

· Provide a recognizable "doorway" for participants to enter (and depart)

· Is the current ICANN structure (AC/SOs) the best way to describe the "groupings" of participants?  Are there any stakeholders missing?

· Determine what interests have to be balanced in order to create an organization trusted by all

5.C.4.5 Organization

· Decentralized, self-organizing

· Diversity essential

· Blurring the rules of competition and cooperation

· Favor innovation, novelty, creativity and learning

· Build intellectual and social capital that can be shared

5.C.4.6 Edge-glue-middle relationship

5.C.4.6.1 Edge-middle continuum

· Center --  start with ICANN staff and volunteer SSR thought-leaders and tool-builders

· Glue -- Constituencies and related organizations

· Edge -- DNS providers/deliverers/consumers

5.C.4.6.2 Capability (spokes, pie-slices)

· risk assessment

· education, training, awareness

· standards, tools, techniques

· audit/compliance

· mission continuity

· DNS "delivery"

6 Appendices
6.A Background materials and bibliography [Action: clean up the mind-map and insert useful bits]
6.A.1 Tables?
6.A.2 Summary of methods?
6.A.3 Confidential info protocol?
6.A.4 Glossary
PAGE  
14

