Comments of the Intellectual Property Constituency (IPC) 
on the Fast Flux Hosting Working Group Initial Report

The Intellectual Property Constituency (IPC) welcomes the opportunity to provide comments on the Internet Corporation for Assigned Names and Numbers (ICANN) Initial Report of the Fast Flux Hosting Working Group (“Initial Report”). 

Illegitimate uses of Fast Flux hosting have a detrimental effect on numerous parties, including the owners of trademarks and other intellectual property.  In particular, the IPC is concerned that Fast Flux hosting can lead to the misuse of domains of intellectual property owners, can aid and abet the distribution of knock-off and counterfeit versions of trademark- and copyright-protected goods and services online, and can facilitate the misuse of trademarks and service marks in furtherance of phishing scams and other fraudulent online activities.  The IPC is of the view that any steps that can be taken to identify and prevent the illegitimate use of Fast Flux hosting should be pursued.  While the IPC recognizes the concerns raised by the Working Group in defining Fast Flux hosting and in both identifying and separating legitimate uses of Fast Flux hosting from illegitimate uses or applications of Fast Flux hosting, it encourages the Working Group to continue its work and to work with others to identify, manage, and overcome these challenges.

Fast Flux hosting can impact the stability of the Internet and the integrity of commerce conducted on the Internet.  Thus, the IPC believes this issue should be of great concern to ICANN.  Even if the involvement of third parties will be required to fully address the problems associated with the illegitimate use of Fast Flux, ICANN is in a position to protect the stability and integrity of the Internet by taking positive incremental steps towards resolving these issues (including by, at a minimum, gathering and disseminating information regarding Fast Flux hosting and developing best practices for registries and registrars).

With regard to the challenges identified by the Working Group in its Initial Report, the IPC agrees with the group’s conclusions that continued work is required in the following areas (and that such work be conducted before the issuance of a final report): 

a)
formulating a robust, technical and process definition of Fast Flux hosting;

b)
identifying reliable techniques to detect Fast Flux networks, while maintaining an acceptable rate of false positives;

c)
gathering reliable information as to the scope and penetration of Fast Flux networks;

d)
collecting reliable information as to the financial and non-financial impact of Fast Flux networks.

With regard to the Working Group’s comments on the charter questions, the IPC notes as follows:

1.
Who benefits from Fast Flux, and who is harmed?
The Initial Report provides general information on this issue, especially regarding “who is harmed from Fast Flux activities.”  In order to establish the extent of the harm that is caused by Fast Flux activities, the IPC is of the view that more study is needed (especially regarding piracy activities resulting from Fast Flux activities, which directly affects IP owners).

2.
Who would benefit from cessation of the practice, and who would be harmed?
The Initial Report suggests that curtailing the use of Fast Flux hosting would have many benefits, including making it easier to identify and take action against miscreants who use the anonymity of the Internet to engage in conduct that adversely impacts IP owners and the public, like counterfeiting, piracy, and phishing.  However, the report also suggests that use of these techniques can have salutary purposes such as to help balance Internet load and assist human rights advocacy groups in maintaining anonymity.  The report fails, however, to provide any empirical data to support the speculative list of benefits of Fast Flux hosting.  To balance any arguable benefits of Fast Flux hosting against its adverse impacts to IP owners and the public, more study is needed to understand the rather speculative characterization of Fast Flux benefits and whether such benefits can be achieved in another manner.

3.
Are registry operators involved or could they be in Fast Flux hosting activities? If so, how?
In its detailed submission, the Registry Constituency has raised the question as to whether ICANN is the appropriate body to deal with the issue of Fast Flux hosting. While acknowledging (i) that it is not ICANN’s role to act as an extension of law enforcement, and (ii) that some of the initial solutions put forward for discussion to address or mitigate the problem of Fast Flux hosting could have a detrimental effect on alleged legitimate uses of Fast flux hosting, the IPC is of the view that the registry community is in a position to assist in mitigating problems arising as a result of the illegitimate use of Fast Flux hosting. 

The Registry Constituency submission points out that any GNSO policy initiative in this area would not address the issue fully as any policy developed pursuant to this process would be applicable to only gTLD registries only.  While acknowledging this, the IPC is of the view that any steps ICANN can take to address problems created by illegitimate use of Fast Flux hosting  should be taken.   The IPC encourages the Working Group to continue to seek the input of the Registry Constituency (and to work with the Registry Constituency) to further explore any solutions that can be enacted by the registry community to assist in addressing this issue.  For example, the Registry Constituency report acknowledges that registries could analyze registry records to find any changes.  Even if such changes would need to be coupled with single flux detection methods to be meaningful (as proposed by the Registry Constituency in its report),  the IPC is of the view that taking even small steps may be effective in mitigating the harms caused by illegitimate uses of Fast Flux hosting.  No party or group of parties is expected to be in a position to resolve this problem alone.  

4.
Are Registrars involved in Fast Flux hosting activities? If so, how?
The IPC agrees with the Initial Report’s assessment of available data suggesting that most registrars do not presently appear to be intentionally involved in Fast Flux hosting activities.  The IPC also agrees that the vast majority of actual involvement in Fast Flux hosting activities by accredited registrars likely stems from situations where registrars are unwittingly providing services to Fast Flux perpetrators.  In these situations registrars also often become victimized by Fast Flux perpetrators. 

However, there have been reports of at least one accredited registrar knowingly facilitating Fast Flux activities, and additional reports discussing the possibility that resellers of registrar services have been involved in facilitating Fast Flux activities.  Registrars’ responses and defensive mechanisms to Fast Flux activities appear to vary widely in substance and timeliness.  The IPC is concerned that the current ad hoc system of responding to Fast Flux activities may lead to certain registrars being increasingly targeted for Fast Flux activities.  As the Initial Report acknowledges, not all registrars are aware of the issues and risks associated with Fast Flux activities.  Therefore, certain registrars, and domain registrants that use their services, appear to be at a higher risk of becoming victims of Fast Flux activities.  The IPC is also concerned that the one publicly-identified instance of knowing involvement in Fast Flux activities by an accredited registrar could suggest that the potential financial gains associated with Fast Flux activities may be tempting to other registrars.

5.
How are Registrants affected by Fast Flux hosting? 
The Initial Report explains that, in order to facilitate double flux attacks, perpetrators often seek to gain control over registrants’ domain name portfolios.  As a result, registrants may suffer service disruptions, domain blacklisting or suspension.  The IPC believes that the consequences of blacklisting and suspension are particularly profound for trademark owners, whose brands may be irreparably harmed if implicated in a Fast Flux attack.  Furthermore, because investigators look to the age of a domain name registration in determining whether a domain is associated with Fast Flux attacks, and registrars and registries often will require stronger evidence of abuse before suspending “established” domains, the IPC is concerned that attackers will be increasingly attracted to domains with a positive reputation (i.e., domains comprised of trademarks) when targeting domains for Fast Flux attacks.  Thus, not only do trademark owner-registrants face an increased likelihood of being targeted, they also stand to suffer severe and irreparable harm to their trademarks as a result of Fast Flux attacks aimed at their brand-related domain name portfolios.

6.
How are Internet users affected by Fast Flux hosting?
The Initial Report seems to have provided information on this issue and, so far, there are no further comments to this issue.

7.
What technical measures could be implemented by Registries and Registrars to mitigate the negative affects of Fast Flux?
The IPC strongly encourages the Working Group to further consider and develop the Information Sharing and Active Engagement measures outlined in the Initial Report, and applauds the work by the group to date on these points.  The IPC recognizes that, to date, third parties have been a vital source of information regarding Fast Flux hosting, and the IPC supports the continued development of robust information sharing measures.  However, the IPC also encourages the Working Group to strongly consider the Active Engagement measures outlined in the Initial Report as well as the Anti-Phishing Working Group’s October 2008 “Anti-Phishing Best Practices and Recommendations for Registrars.”  While none of these measures alone may eradicate the negative effects of illegitimate uses of Fast Flux hosting, the IPC believes that measures could be adopted by the registrar and registry communities to provide at least an incremental benefit, and that the involvement and cooperation of these communities will play an important role in identifying and stopping to Fast Flux hosting attacks.. 

8.
What would be the impact (positive or negative) of establishing limitations, guidelines, or restrictions on Registrants, Registrars, and/or Registries with respect to practices that enable or facilitate Fast Flux hosting?
It is difficult to fully assess the impact of limitations, guidelines or restrictions on registrants, registrars and/or registries without first specifically identifying the bounds of those limitations, guidelines or restrictions.  As a general principle, however, the IPC believes that the harms to registrants (including IP owners) and Internet users (who include consumers that have been defrauded based upon misuse of a mark in connection with illegitimate uses of Fast Flux hosting) likely outweigh the identified harms to the Registrars and Registries in the Initial Report.  The IPC further believes that limitations, guidelines, restrictions, and /or best practices can be crafted that would  ameliorate the potentially severe negative effects of Fast Flux hosting used in connection with criminal conduct while not being unfairly onerous for registrars and registries.  

9.
What would be the impact of these limitations, guidelines or restrictions to product and service innovation?

The IPC has no comments on this issue at this time.

10.
What are some of the best practices available with regard to protection from Fast Flux?
The Initial Report identifies the Anti-Phishing Working Group’s October 2008 “Anti-Phishing Best Practices and Recommendations for Registrars” as one source of best practices with regard to protection from the harm caused by the illegitimate use of Fast Flux hosting.  (See http://www.antiphishing.org/reports/APWG_RegistrarBestPractices.pdf.)  The Initial Report also cites several mitigation methods identified in SAC 025, Fast Flux Hosting and DNS that already are being practiced by some registrars.  (See http://www.icann.org/en/committees/security/sac025.pdf.)  The IPC encourages the Working Group to continue to investigate the APWG’s proposed best practices to determine to what extent they could be employed to mitigate the negative effects of Fast Flux hosting used in connection with phishing, fraud and other illegal activities.  The IPC further encourages members of the registrar community to adopt recognized best practices designed to curtail the harms caused by illegitimate uses of Fast Flux hosting, including use in connection with phishing, identity theft and fraud schemes.

11.
Obtain expert opinion (as appropriate) on which areas of Fast Flux are in scope and out of scope of GNSO or policy making.
The IPC recognizes that the Working Group has identified a number of challenges in its Initial Report that are affecting its ability to move forward. The IPC encourages the Working Group to continue its work and to work with others, as required, to identify, manage and overcome these challenges. 

