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Introduction 
This protocol is designed to assist with the completion of the accompanying LAP/CNSA Spam Referral Template.  It outlines some procedures that could greatly facilitate the referral of a spam investigation to another LAP/CNSA participating authority [or member]. 

Given the highly technical nature of spam investigations, a uniform referral method can greatly facilitate the referral of spam investigations to the appropriate authority.  This referral method is the accompanying Spam Referral Template.  The template should be completed to the fullest extent possible by the Referring Authority before referring any spam investigation to another LAP/CNSA participating authority.  The main advantage of the template is that it will allow spam investigations to reach the correct authority in a uniform manner.   According to its national law, the Receiving Authority can then process the information and consider pursuing the action in a timely fashion without having to do a great deal of additional investigation.  

This protocol will assist you in completing the template.

Instructions for completing the template 

1.  Contact details

Include the contact details for your authority, the Referring Authority, and the authority to which the investigation is being referred, the Receiving Authority.  See Annex A to this template for contact information for LAP/CNSA participating authorities.  

Where there is more than one authority in any particular country, one authority will act as the main point of referral for that country.

2.  Status of investigation/ background to request

Provide a brief summary of the investigation, including why the matter is being referred to the Receiving Authority.  Please make it clear if the Referring Authority is taking any further action, and if co-ordinated action is required.  Please mention if caution is needed in continuing the investigation due to offensive content of the spam or related internet pages (e.g. pornographic content).  

3.  Confidentiality requirements

Provide any procedural or evidentiary requirements impacting how the information contained in the template should be used.  Additionally, indicate whether the referral or any part of the referral should be treated as confidential or used only for a specified purpose. 

 Prior to sending the referral, the Referring Authority should contact the Receiving Authority to determine whether the Receiving Authority will maintain the confidentiality from documents to be completed and signed by the Receiving Authority, this should be completed before the referral is made. Please check box in this section of the template to verify that any confidentiality requirements of the Referring Authority have been met.

4.  Other authorities involved
Please include any other authorities that have provided assistance with the investigation.  

5.  Consequences of spamming activity

If known, outline the consequences or anticipated consequences of the spamming activity.  This could include the number of complaints received by your agency about the spam, the number of consumers impacted, any loss of productivity caused by the spam, and the total monetary loss.  

6.  Known history
Please include a summary of any known history about the alleged spammers (e.g. search engine references, Rokso, blacklists, etc).  

7.  Description of spam

In this section, please summarize key aspects of the spam that is the subject of the referral: 

· Category of the spam.   Using the checkboxes, select the category or categories of spam to which the spam applies.

· Indicate the volume of spam sent.

· Indicate the time period in which the spam was sent.

· Provide the legislation that the spam appears to violate.  

8.  Spam transmission information

Attach to this form 10 sample spam messages, including the message’s extended headers and message body.  The sample spam messages may be attached on paper or in electronic format. Give each spam message an Attachment Number, and provide information about each sample spam message as requested on the template. Spam messages in addition to the 10 samples that are requested can be provided in electronic format as an attachment to the template.

The lack of copies of complete spam messages can significantly hamper the ability of a  Receiving Authority to act upon a  referral.  The Receiving Authority can investigate and determine the identities of the sender and the initiator more easily if it has a wide sampling of messages to review.

This section solicits detailed transmission information about the spam you are attaching.

· Using the attachment numbers, for each spam message you have attached, list the IP address where the spam appears to originate.  Using an IP Whois service (such as www.DNSstuff.com, Cygwin, etc) indicate the ISP (or other entity) that the IP address has been assigned to.  Finally, indicate whether the ISP was contacted and if so, whether that contact resulted in additional information.   

· Explain any impediments to obtaining information about the sending IP addresses, for example, if the ISP is located in another country; the ISP would not keep the request confidential; or whether the headers appeared to be forged.  

· If applicable, indicate whether spam appears to be sent through an open relay or open proxy, via a zombie drone or botnet, or whether the headers appear to have been forged, and provide the basis for that determination.  

9.  Parties identified 

Identify the parties involved in the spamming activity.  For the purposes of this template, the “Sender” is the company that pays the spammer(s) to send email on its behalf, and is typically the company whose product or service is being advertised by the spam.  The “Initiator” is the actual spammer who sends the spam.     

· Sender(s) – list any identifying information known about the “sender,” including company name, physical address, website, etc.  Be sure to include the country where the sender is located.  Multiple senders can be listed. 

· Initiator(s) – list any identifying information known about the “sender,” including name, physical address, email address, online usernames or other identities or aliases.  Be sure to include the country where the initiator is located.  Multiple initiators can be listed.  

· Physical postal address – provide postal addresses, if any, listed in the spam.  

· Company names and/or products being advertised by spam. 

10.  Spamvertised URLs, purchase pages, and related Whois information

The “Spamvertised URL” (the URL that is advertised by the spam) is the hyperlink that consumers would click if they wanted to purchase the offer being advertised by the spam.  These URLs can change frequently.  Many times, these URLs may redirect the consumer to a different URL where the offer or product can be purchased.  The website where the offer or product can be purchased will be referred to as the “Purchase Page URL.”  The “Spamvertised URL” is usually a domain name registered by the “initiator” and the “Purchase Page URL” is usually a domain name registered to the “sender.”

· In the tables, list the “Spamvertised” and “Purchase Page” URLs.  In each table, codes will accompany each URL listed, where “S” will represent a Spamvertised URL and “P” will represent the Purchase Page URL.  These codes will help to easily reference a particular URL throughout the template.  

· List the URLs’ Whois Information and any information about who paid for the domain name’s registration, if that information is obtained (can require a judicial order or subpoena). 

· In the “Whois Source” field, include whether the Whois information being provided was obtained from either an online Whois database (such as from www.betterwhois.com or www.whois.sc ) or whether the Whois information was obtained from the Domain Name Registrar directly (such as from a subpoena).  

· Provide the name and country of the Domain Name Registrar, and whether Registrar was contacted for information.  

· If there are many different URLs used, provide only those with a unique domain names.  Additional information related to these URLs may be attached to the Pro Forma.   

· For the Spamvertised and the Purchase Page URLs, if the domain name registrar was not or could not be contacted for any reason, indicate the reason why in the text boxes provided (i.e. Registrar is located in another country, Registrar would not keep the request confidential, etc.).  This text box can also be used for any notes about the Whois information, such as whether it appears to fake, or any other relevant information.  

11. Additional Sources of Information

Provide details of any additional sources of information, which may assist with this investigation (e.g. websites, news links etc).  

12.  Other relevant information related to URLs used

Using the codes from the previous tables, list other information related to each URL.  This would include information related to Hosting provider, where Host is located, or who provides DNS services.  

13.  Email addresses used by target
List the email addresses related to the spamming activity.  During the course of an investigation, email addresses may be identified in places other than in the actual headers of spam messages.  For example, an email address may be listed on a website or on that website’s Whois information.  Identification of the owners of these email addresses can help to identify the individuals behind the spam activity.  

· For the “source” of the email address, identify where the email address was located (in spam, on a website (which one?), or in whois information (for which domain?).

· List whether the Email Service Provider (the “ESP”) was contacted and what, if any, information was obtained from the ESP.  If the email address is spammer@yahoo.com, the ESP would be Yahoo! Inc.  The ESP can be contacted for additional information related to an email address.  Note that free email services such as Yahoo or Hotmail may not have complete or accurate information.  They do, however, record and keep for a short period of time the IP address of the computer that was used most recently to log into the email account.  Using this IP address, the ISP that owns the IP address can be contacted to obtain additional information about which computer was used to log into the email account.

14.  Forensic software used    

Please provide a list of any forensic software that was used in the investigation (e.g. dd-copies, encase, etc).  

15.  Financial data found during the investigation    

Please provide brief details of any financial data that has been gathered during the investigation or that will be needed.  

16.  Summary of contacts made and available evidence    

Using the check list provided, indicate which third-party entities have been contacted for further information.  Please provide the name of the organisation or individual, and contact details in the appropriate box.  For those that were contacted, indicate whether evidence from those entities is available and whether that evidence has been attached with the template.  
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