Proposed Access for Governmentally-chartered Financial Institutions and Their Affiliates


On March 25, 2007, the GNSO Council approved the creation of a WHOIS Working Group to address “concerns raised by the community” and to “achieve a balance between providing contact information adequate to facilitate timely resolution of problems that arise in connection with the Register Name, and the need to take reasonable precautions to protect the data about any identified or identifiable natural person from loss, misuse, unauthorized access or disclosure, alteration, or destruction.”
  


Among the issues with which the GNSO Council has charged the WHOIS Working Group is to “[d]etermine how third parties may access registration data that is no longer available for unrestricted public query-based access for legitimate activities.”


In Lisbon the GAC adopted Policy Principles on gTLD WHOIS Services that sets forth “a list of legitimate activities” which would justify access to WHOIS data.  Among the listed activities are those activities that assist law enforcement authorities in investigations, those activities that contribute “to user confidence in the Internet as a reliable and efficient means of information and communication and as an important tool for promoting . . . e-commerce,” and those activities that assist “in combating fraud . . . and safeguarding the interests of the public.”


Customers of financial institutions are frequently the target of fraud and other abuse by perpetrators who use the Internet for improper purposes.  For example, fraudulent and misleading websites are created by such perpetrators in order to mislead bank customers into thinking they are dealing with their own bank.  Instead, these sites obtain confidential information from the misled customers and then the information is improperly used to obtain financial advantage for the perpetrator.  


The longer such a website is permitted to remain up, the greater the risk to Internet users and financial institutions.  Thus, the sooner the websites can be taken down, the better.  Timing is critical in order to limit the potential for damage to Internet users and financial institutions.  WHOIS data is vital to the process to getting such sites taken down.


In addition, often times perpetrators will register the domain name in the name of an innocent unsuspecting consumer in an attempt to throw law enforcement officials off of their trail.  This results in unnecessary stress and burden on the unsuspecting innocent consumer when they begin receiving inquiries about the fraudulent website.  Allowing banks and their affiliates access to WHOIS data will enable banks to quickly shutdown these websites and will have the collateral benefit of reducing the stress and burden placed on these innocent consumers.  


As a practical matter, law enforcement has to rely on the banking community to assist in protecting consumers from such fraud.  Law enforcement has so many responsibilities that it lacks the resources to monitor and address these situations without the active assistance of the banking community.  In addition, law enforcement is frequently unwilling to engage unless there are demonstrated financial losses.  Banks, on the other hand, want to shut down all fraud before there are demonstrated financial losses.

In order to protect Internet consumers, banks and their affiliates must have access to WHOIS data.  This is a limited universe of those who would have access, since it would be given only to governmentally-chartered depository institutions and their affiliates.  No new elaborate administrative supervision nor authenticating and certifying would be entailed.  The data would be encrypted and master keys would be provided to national and state governments for distribution to their respective bank regulators.  These regulators would then supply the keys to banks that they can certify that they chartered and regulate.  In order to gain access, banks would have to certify, on an annual basis, that their access would be for the purpose of protecting the bank, its affiliates, and its customers from losses that might arise from abusive internet practices, including, but not limited to, ID theft, phishing, and other types of fraud on the consumer and the bank and its affiliates, and not for marketing purposes.  

Thus, providing governmentally-chartered banks and their affiliates with access strikes the balance that the GNSO Council set forth as the standard to be used by the WHOIS Working Group.  
  


Our Subgroup Chairman, Dr. Milton Mueller, has drafted standards that he proposes be applied by the Subgroup charged with addressing the issue of which third parties should be given access to WHOIS data beyond what would be publicly available under OPoC.  The following is a listing of these standards and a brief summary of how each standard applies to the proposed access for banks and their affiliates.

· “Contain a clear, implementable definition of ‘legitimate third parties.’  The definition must fall somewhere between ‘no one’ and ‘anyone.’”

*
The definition under this proposal is clear.  The only entities covered by this proposal would be governmentally-chartered depository banks and their affiliates.  National and state governments, through their bank regulators, would be charged with certifying and authenticating in this regard.  No entity that is not a governmentally-chartered depository institution would be covered by this proposal.  

· “Contain a viable method of certifying and authenticating ‘legitimate third parties’ that effectively enforces the definitional boundaries.”
*
National and state governments, through their bank regulators, would be responsible for certifying and authenticating those with access under this proposal.  The compilation and maintenance of such lists would not be unduly burdensome on bank regulators in that the information would be readily ascertainable.  
*
“Be consistent with the basic purpose of the WHOIS service as defined by the GNSO Council’s April 12, 2007, resolution.”

*
As noted, this proposal strikes a balance between the interests of protecting the privacy of those with domain registrations and also protecting the consumer from on-line fraud, ID theft, and other abuse.  It also provides a workable mechanism for determining those entities entitled to access to WHOIS data under this proposal.

· “Avoid direct conflicts with territorial law.” 

*
This proposal would not violate existing law.
� WHOIS Working Group Charter, approved by the GNSO Council on April 12, 2007.
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