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This group (Whois Working Group Subgroup B) was chartered to “Determine how and which legitimate third parties may access registration data that is no longer available for unrestricted, public, query-based access.”
The group began by creating a template for describing proposals to obtain data shielded by the post-OPoC Whois recommendation. The template divided proposals into 4 basic elements: 

· Which third parties?

· How are they certified as legitimate?

· What type of access is delivered and what methods are used?

· What costs are incurred and who bears them? 

Ten proposals conforming to this template were received. The template and all the proposals are attached as an appendix to this report. 

Discussion and debate eventually centered on two key aspects of the proposals: 
· How eligible third parties should be defined or recognized 
· What level of access should be granted
The issue of cost and cost distribution would also likely prove to be contentious, but these issues cannot be confronted fully until consensus is achieved on the basic properties of a proposal. We did not get that far.
Eligible third parties

A basic distinction between public law enforcement agencies (LEAs) and private actors was recognized by the members of the group. By “public law enforcement agencies” we mean governmental agencies legally mandated to investigate and/or prosecute illegal activity on the Internet. By “private actors” we mean any organizations or individuals not part of an LEA. There were also proposals focused on the needs of particular business sectors.
Public LEAs. There was agreement that LEAs should be granted access to the data elements that would be shielded by the post-OPoC Whois. There were varying views of how restrictive the conditions should be and how much reliance should be placed on national laws and existing due process. Mechanisms for global certification of an organization’s status as a LEA should be explored and examined in greater detail, but there was agreement that a basic institutional framework for handling this problem may already exist; e.g., Interpol, national agencies.
Private parties. There is agreement that private third parties have a right to investigate and litigate against domain name registrants who are violating their legal rights. But there is no agreement about how to define and identify parties with a “legitimate need” to access the shielded Whois data elements. Some participants believe that it is not necessary to define special mechanisms for access by private parties at all; they believe that private parties can rely on the information published under the post-OPoC Whois to take down offending domains and rely on post hoc investigation and prosecution by LEAs. Some participants advanced a category-based approach to defining a legitimate third party, with categories including such things as “governmentally-chartered banks,” “IP attorneys;” “corporations with intellectual property;” “e-commerce consumers;” and many others. Some participants believe that any private actor, whether corporate or individual, can have a legitimate need to access the shielded Whois data elements of a particular registrant at a particular time, and that access mechanisms should be uniform across all categories of private actor. There were some suggestions that private parties obtain access to data indirectly, via their national LEAs. (There may be legal barriers to this; see point 4 under “Types of Access below). None of the proposals incorporated clear methods for pre-certifying the legitimacy of private actors. Instead, most proposals relied on some form of affidavit and the ex post threat of discovery of abuse of access privileges to regulate access. There was disagreement about the merits of relying on self-certification. 
Special sectors. The group considered sector-based proposals for private party access, particularly in regard to the banking sector. The high incidence of phishing in that sector and the high financial stakes for consumers and banks were cited as reasons for special attention to this sector. There was support for the notion that these problems require urgent attention. Nevertheless, there seems to be support for the view that the WG should not devote its time to a sector-specific bank proposal at this time. While there was agreement that it is possible to reliably certify what is a bank, there was also agreement that a solution encompassing all legitimate users would be preferable to one restricted to a sector, especially since some key targets of phishing (e.g., PayPal, ISPs) are not banks. There was an alternate view that a proposal narrowly focused on banks could be used as a model or test case for developing a method of delivering access to private parties. 

Degree of access granted

The group recognized that various degrees of access can be granted. Four conceptual Access Types were identified:
1. Restricted, incident-based. Access is limited to the records of particular domains and/or registrants causing problems at a specific time, wherein a specific request is made to a gatekeeper for each incident. Multiple domains could be included in a specific request.
· This type of access cannot currently be provided by port 43. It might be provided by legal due process, email or other kinds of exchanges between parties seeking access and OPoCs, registrars or LEAs.
· This type of access can also incorporate a two-tiered process in which a manual review process gives certain entities access to an automated query screening process that would accelerate access to the records of problem domains.
2. Query-based access to any domain, but with contractual/legal restriction of queries to the records of particular domains and/or registrants needed to support a specific investigation
· To be effectively differentiated from Type 3 access, Type 2 access must be supplemented with record-keeping and auditing regarding which queries were made by users, and by the ability to sanction users or withdraw access rights when access rights are abused. The group did not discuss or explore how to implement this.
· This approach to access recognizes that when LEAs are involved, auditing and record-keeping may be limited or blocked when there are special circumstances, such as a national security investigation.
3. Ongoing query-based or bulk access to any domain. This is the status quo.
4. Indirect access via governments. Private parties obtain access to the shielded information through an LEA through their respective governments or through an agency designated by their governments where permitted by national law. This type of access would be contingent upon national law, and as such may be outside the purview of an ICANN working group. But it needs to be kept in mind as an option that might overcome limitations on access imposed by other options. 
· In many cases there will be legal restrictions on whether or how governments or LEAs can pass on private data to private parties.
· Type 4 could be considered a special case of Type 1 access 
After discussing these types of access, the group reached the following result: 

LEAs. There is agreement that LEAs be granted at least Type 1 access, support for granting them Type 2 access and an alternate view that they be granted bulk or Type 3 access. 
Private parties. While business user participants tend to favor the Whois status quo, there is agreement that, within the constraints of the OPoC recommendation, private parties should not be granted Type 3 access. In a roughly equal division, some participants support giving private parties Type 1 access, while others support granting private parties Type 2 access.
The Constraints of Port 43
Port 43 is the current mechanism for providing Whois service. A critical distinction must be made between access that relies on port 43 and access that relies on other mechanisms. Port 43 Whois assumes public access to all data. It has no built-in authentication mechanisms. Proposals that require distinctions and limitations that port 43 cannot deliver probably require the development of new procedures and/or protocols, and as such would incur potentially significant additional costs and time.

There was discussion of two attempts to restrict access to Whois data within the constraints of existing port 43 mechanisms. One was the “Blob” proposal (see proposal #2 in the List of Proposals Appendix). This proposal would continue to publish the Whois contact data shielded by the OPoC recommendation, but in encrypted form. Only those in possession of the right decryption key would be able to access the shielded data. 
The subgroup discussed another type of modification of port 43 Whois, that is currently used by Whois providers to prevent abuse of Whois services and data mining. These mechanisms largely consist of IP/Domain whitelists and blacklists and rate limiting, which allow Whois providers to restrict access to specific Internet hosts, and to regulate how fast queries are processed and how many will be processed over specific time periods. These approaches do not allow the Whois provider to restrict access to a specific individual or organization, however. Any user with access to a host that is whitelisted (or not blacklisted) would have access to the complete Whois service.  Additionally, some registrars believe that the ease with which IP and domain spoofing can take place makes this technique inadequate as a basis for enforcing an access policy.
