TAG Thoughts re Tiered Access – 23 May 2007
1) Introduction
a) Background

i) Late in 2006, a group of volunteers made up of members from stakeholder groups who use public Whois information formed to begin exploring issues and possible solutions for providing a tiered access approach to Whois data.  The group named itself the Tiered Access Group (TAG).

ii) Purpose of the group

(1) Whether there should be a tiered access system or not is not an issue for this group and there is no intent to predict that the Whois task force will recommend a tiered access system.  The purpose of the group will not be to debate those issues but rather to creatively think of ways to implement a tiered access system in case that is the direction chosen.

(2) The purpose of the group would not be to develop policy but instead to focus creatively on how a tiered access system could be implemented in case the GNSO recommends such an approach.

(3) Assuming that a policy is eventually developed providing for tiered access to Whois:

(a) Identify key stakeholder groups that might need restricted access
(b) Define what the access needs are for each identified stakeholder group

(c) Explore ways of providing restricted access to the identified stakeholder groups

(d) If possible, develop some recommendations to be submitted to the Whois task force for consideration in their ongoing policy work.

b) TAG Membership
i) The TAG membership has grown over time.

ii) Each of the members functions in his/her personal capacity and does not represent their stakeholder group or their employer. We have members who have experience in the following stakeholder groups: law enforcement, Anti-Phishing Working Group, gTLD Registries, financial organizations, intellectual property interests, ISPs, e-Commerce companies, brand protection companies, and registrars.
iii) Current members and their employer include: 
(1) Scott Aken, FBI
(2) Pat Cain, Anti-Phishing Working Group
(3) Chuck Gomes, VeriSign, Inc.

(4) Ron Green, Bank of America
(5) Tony Harris, Cabase
(6) Susan Kawaguchi, eBay

(7) Bart Lieben, attorney & researcher at the Universities of Antwerp and Brussels
(8) David Maher, Public Interest Registry

(9) Margie Milam, MarkMonitor, Inc.

(10) Paul Stahura, Enom, Inc.
(11) Jay Westerdal, Name Intelligence
c) Group progess
i) As should come as no surprise, the TAG quickly realized the complexity of providing tiered access to Whois.
ii) Progress:
(1) A large number of issues were identified.
(2) Some ideas for providing tiered access were discussed.
(3) A preliminary list of possible stakeholder groups was created.
(4) Consensus was reached on the following:
(a) The importance of ensuring that a common understanding exists for terms such as “registrant”, “public Whois information”, “proxy service provider”, “non-public Whois data”, “underlying Whois data”, “local law”, etc.
(b) A set of goals that should ideally be achieved in any tiered access solution
(c) The need to deal with the existence of proxy services in any Whois solution.
d) TAG objectives going forward
i) General goal: contribute to the GNSO Whois WG.

ii) TAG members who are participating in the Whois WG are strongly encouraged to freely share any information discussed in the TAG in the Whois WG.

iii) The TAG plans to make the following specific written contributions to the Whois WG:

(1) Provide a document to the Whois WG that summarizes key information from the TAG work (this document)

(2) In light of the work already completed by the TAG, identify areas of the OPoC proposal that may need clarification and suggest improvements.
(3) Develop guidelines and principles or possibly a model for providing access to relevant non-public Whois data when proxy services are used

e) Further expansion of some of the topics listed in the Progress section above is provided in the remainder of this document.
2) Common definitions

a) For the TAG,  ‘underlying registrant’ refers to the organization or individual using a domain name:
i) The registrant if a proxy service is NOT used
ii) The organization or individual who contracted with a proxy service in cases where the proxy service is listed as the registrant in Whois
iii) The registrant in cases where proxy service is used but not listed as the registrant.
b) For the TAG, ‘underlying Whois data’ refers to Whois data of the ‘underlying registrant’.  (Note: Anytime ‘underlying Whois data’ or ‘underlying Whois information’ is used in this document, this definition is used.  Also, when the terms ‘Whois data’ or ‘Whois information’ are used in this document and the context does not indicate otherwise, it should be assumed that ‘underlying Whois data’ is meant.  The term non-public Whois is also sometimes used with the same meaning.)
c) In any future Whois tiered access solution, it is important to distinguish between public Whois data and non-public Whois data and to distinguish between Whois data for a domain name and Whois data for an “underlying registrant”.
d) In this document, the terms ‘ID protect services’ and ‘proxy services’ are used interchangeably.
e) In this document, the term ‘accreditation’ is sometimes used to mean the result of being given access rights to underlying Whois data.
3) TAG consensus goals for a tiered access solution
a) Minimize liability of any organizations that provide access to non-public Whois data (e.g., registrars, proxy service providers, operational point of contact, etc.) or that provide a service using non-public Whois data (e.g., forwarding emails, brand protection services, etc.) – alternatively, cover costs
b) Balance competition competitive advantages derived from a diversity of service providers and levels against benefits of standardized procedures

c) Protect legitimate need for non-disclosure of registrants’ identities while at the same time providing appropriate secure access to parties with legitimate needs for access
d) Minimize the number of organizations that are given access to private Whois data and regulate any access given
e) Tailor access of Whois data to need for access; providing the appropriate level of information (e.g., when information is disclosed, contact-ability vs disclosure, information limited to certain fields, etc.) according to legitimate actual need level 

f) Seek improved accuracy of Whois data while keeping registrar cost impacts at a minimum
g)  Minimize the number of organizations that are given access to private Whois data and regulate any access given

h) Formalize and execute contracts between ICANN and Whois service providers (e.g., proxy service providers, brand protection companies, etc.)

i) Provide real-time access to private, underlying Whois information for authorized parties
 
j) Decrease the time for access to private Whois data for parties not authorized to have real-time access 
k) Implement certification processes for authorizing access to underlying Whois data.
4) Important facts that are key to understanding the problem
a) A tiered access model is already in place today; the top tier is the publicly displayed Whois data and the second tier is the data protected via proxy services.

b) Proxy services are often outsourced to companies that have no contractual relationship with ICANN.
c) Not all parties who may need to access to underlying Whois data need the same level of access.
5) Issues identified by the TAG

a) Who decides what is a legitimate need for access to non-public Whois data and what level of access is appropriate?  A related question is who would determine when access is authorized?
i) Could some of this responsibility be delegated to international, regional or national organizations that are certified to perform the responsibility of authorizing and controlling access to underlying Whois information?

ii) What are the qualification criteria and conditions for being given restricted access to non-public Whois data?
iii) Should there be any criteria or conditions to limit abuse of access (e.g., totalitarian states, badly behaving organizations)?
b) What access rules should be established for those granted access to underlying Whois data?  The TAG came up with the following possibilities, but certainly did not think this list is complete nor was consensus reached:

i) Specific rights and obligations should be defined [including representations and warranties towards any organizations involved in the Whois data access process (e.g., ICANN, third parties authorizing access, if any, the party whose information is made available, etc.)].
ii) There should be a limitation on use of information obtained – only for purposes for which accreditation has been obtained.
iii) A procedure should be established in advance for suspending or revoking accreditation in case of non-compliance with accreditation rules.
iv) Financial obligations, if any, should be communicated.
v) The possibility of an audit to ensure accredited party’s compliance should be stated up front.
c) Who would provide access to underlying Whois data?  Registrars?  Resellers? Proxy Service Providers?  ICANN?  Other?
d) What would be the procedures for obtaining access to underlying Whois data?  One possible approach mentioned in the TAG by one member included steps like the following:

i) Applicant submits electronic application, selects access level for which it would like to become accredited, and submits the request to become accredited, along with the reason why a particular access level is needed.

ii) Whatever organization with the authority to authorize access:

(1) Verifies whether applicant qualifies for becoming accredited and the access level requested by the applicant; if access is authorized, that is communicated to the applicant; the applicant could also be informed that it does not qualify for the access level selected in the application, but for another access level, or is not qualified for access at all.

(2) Transmits authorization for access agreement to whatever organizations provide access.

iii) Upon receipt of a properly validated access authorization agreement, organizations that provide access implement whatever steps are necessary to grant access including ensuring the appropriate access level as needed.
iv) The organization authorizing access verifies accredited party’s compliance with the accreditation rules on a regular basis.
e) Can tiered access coexist with domain name proxy services?

f) How can access to underlying Whois data be provided to eligible parties in a way that is predictable and clear while still giving registrars the ability to be innovative in ways that offer their services related to Whois?
g) Are there emergency situations that warrant accelerated access to underlying Whois information?  If so, what criteria would apply?  Who would decide?

h) How could access to underlying Whois data be accelerated in emergency situations?
i) Should organizations that historically experience high numbers of phishing attacks be given direct access to underlying Whois data?  For example, eBay has observed that over 50% of all phishing emails globally are directed at eBay or PayPal users; should eBay be given special consideration in this regard?  Also, financial institutions are a frequent target of phishing; should they be given special consideration in terms of access to underlying Whois information?
j) What cost impacts would implementing a tiered access system have and how could they be mitigated and paid?
i) How would initial and ongoing implementation costs be funded?

ii) Who would be responsible for funding costs? (Registrants? Registrars? ICANN? Organizations and/or individuals accessing Whois data? etc.)
iii) If third party organizations were involved in the provision of Whois related services, how should their costs be funded?

iv) If ICANN incurred costs in implementing a tiered access Whois solution, how should it fund those expenses?

k) How would tiered access fit within varying privacy regulations throughout the world?
l) Does providing restricted access to underlying Whois information void the privacy advantages of removing some Whois data from public access? 
m) How would rules and procedures be enforced?

i) Is it possible (scalable) to enforce compliance of access regulations that might be established to limit users and uses of underlying Whois data?
ii) Would systems that provided for accrediting, tracking and auditing be feasible?
iii) Would a self-policing mechanism work?  If so, how?

iv) Could a complaint driven process work?
n) How would authentication of users requesting access be verified to ensure they are members of an applicable stakeholder group and that they are authorized access?
o) What happens if a law enforcement agency in Country A requests access from a registrar doing business in Country B and Country B has laws forbidding doing business with Country A?
6) Ideas discussed for providing tiered access

a) Provide a certification process for proxy service providers that authorizes their role while at the same time providing them some protection from legal liability.

b) Allow certified third parties to have access to underlying Whois data to provide services that would meet user needs without giving the users access to the underlying Whois data (e.g., brand protection companies, proxy service providers, companies that serve as operational points of contacts, etc.).
c) Certify international, regional or national Whois Access Data Authorities (WADAs) that would support a central administration role.  WADAs could serve as the access eligibility screening point for stakeholder group members within their region. For example:

i) For ISPs and connectivity providers, there are five regional ISP associations that could possibly assume a central role in support of their members’ Whois data access needs.
  Some possible organizations are:
(1) AfrISPA for Africa

(2) eCOM-LAC in Latin America
(3) EUROISPA in Europe
(4) USIIA in the U.S.
(5) APIA in the Asia Pacific region
ii) For intellectual property interests, could INTA serve a WADA role?

iii) Some ideas to explore for law enforcement: 
(1) International Association of Chiefs of Police - The International Association of Chiefs of Police is the world's oldest and largest nonprofit membership organization of police executives, with over 20,000 members in over 89 different countries. IACP's leadership consists of the operating chief executives of international, federal, state and local agencies of all sizes.  (http://www.theiacp.org/about/)
(2) International Police Organization (Interpol) - the world’s largest international police organization, with 186 member countries
(3) For small law enforcement organizations in the U.S., Regional Information Sharing Systems (RISS), a U.S. organization that provides access to information for state & local law enforcement officers that are too small to subscribe to larger data base services. (http://www.iir.com/riss/) – The International Association of Police suggests using RISS in this way.
7) The following preliminary list of possible stakeholder groups who may need access to non-public underlying Whois data was created by the TAG including examples of uses.  Note that this list is not intended to be comprehensive and that the TAG did not reach consensus on the list.
a. Registrars

i. Transfers (more important for thin gTLDs)

ii. Expiration dates for names

iii. Acquisition of domain names for a customer

iv. Domain name consolidation for customers across different registrars

v. Domain name management services across different registrars (e.g., same admin contact for all names)

b. Resellers (overlaps with some ISPs and web-hosting providers)

i. Transfers? (Need to confirm whether resellers need access to underlying Whois data to initiate transfers.)

ii. Expiration dates for names

iii. Acquisition of domain names

iv. Domain name consolidation for customers across different registrars

v. Domain name management services across different registrars (e.g., same admin contact for all names)

vi. Management of own names

c. ID protection service providers (proxy service providers)
i. To validate their information is correct (Need to validate this use.)

d. Registries

i. One view: don’t need Whois at all; only need the info provided by customers (registrars) - ?

ii. Transfer dispute resolution

iii. Thin registries may need access in case of failure of registrar – Should be required that registrars escrow data.

e. Registrants/Potential Registrants

i. Confirm accuracy of Whois accuracy – Depends on the registrar.  Should not need Whois access to do this.  If a registrar does not have a customer service portal, Whois may be needed.

ii. Avoid rights infringement – Could be done without the name of the registrant but may not be as effective.

iii. Identifying fraudulent use of names (e.g., phishing) – eBay uses Whois in this manner to identify phishing sites involving eBay names.  MarkMonitor also uses Whois in this way.

iv. Domain acquisition – Request for possible acquisition could be forwarded.

v. Domain consolidation – Might be needed for due diligence for an acquisition of a company that owns domains; need Whois information to initiate transfers.

vi. Domain transfers
vii. Expiration dates for name availability – Depends on the registrar.  Should not need Whois access to do this.  If a registrar does not have a customer service portal, Whois may be needed.  Sometimes information from registrar’s portal is not accurate with regard to renewal.  May not need Whois in OPoC approach if expiration date is displayed.

viii. Domain name status checks - Depends on the registrar.  Should not need Whois access to do this.  If a registrar does not have a customer service portal, Whois may be needed.  

f. Consumers/Public

i. Find who is operating a web site and to engage in dialog with the web site operator, conflict resolution, etc. (self-help without law enforcement involvement) [e.g., parental oversight of web sites their kids access] – Ideally, should be able to do this on the website but some consumers have to resort to Whois.  If there was a distinction between commercial and non-commercial (even if self-selecting), it may help solve this need.  May be a slower process for consumers.

ii. Preserving data for possible law enforcement use – same as above

iii. Attorneys representing individuals or organizations in potential litigation – Using a court order might be too slow or might put heavy burden on law enforcement.

g. Law enforcement agencies (criminal and civil)

i. Identifying and locating people who are involved in illegal activity (online or not)
h. IP interests
i. Supporting a UDRP case – Reverse Whois (searching for all the names registered by a given registrant).  Need Whois data for serving notice of UDRP.

ii. Supporting legal activity related to IP rights (e.g., civil law suits) – reverse Whois.

iii. Warning users/registrants of abuse of IP rights (educating users) – eBay does this frequently.

iv. Supporting mergers and acquisitions – due diligence, etc.

v. IP audits – due diligence, etc.

vi. Copyright enforcement – need to contact possible infringer.

i. Financial institutions
i. Anti-phishing

ii. Anti-fraud

iii. Brand protection

j. ISPs and connectivity providers (includes lots of web-hosting providers)

i. To research and verify domain registrants that could vicariously cause liability for ISPs because of illegal, deceptive or infringing content 

ii. To prevent or detect sources of security attacks of their networks and servers

iii. To identify sources of consumer fraud, spam and denial of service attacks and incidents

iv. To effectuate UDRP proceedings

v. To support technical operations of ISPs or network administrators
k. Security organizations [network emergency centers, digital ID providers (certificate authorities), phishing take down services, anti-fraud services, etc.]
i. Identify who is behind a phishing attack – Need very timely access
ii. Verification of digital cert applications – Whois data is used to ensure that the requester of a digital ID is the registrant of the domain name in question. VeriSign Security Services uses Whois for digital IDs (SSL certs) as follows:

1. Whois data is needed to confirm that the registrant name for a domain name matches the name of the organization applying for a digital ID; if it does, no further Whois data is needed.

2. If the registrant name is not an exact match of the organization name requesting the digital ID, other Whois is information is used to validate the request (e.g., contact address, contact email, etc.)

3. If a proxy service is listed as the registrant, then other procedures are used to validate the registrant.

a. In the case of one service, a form letter authorizing use of the domain name by the requesting organization is used.

b. In other cases, the applicant for the digital ID must temporarily request that the underlying Whois data be displayed.

4. The VeriSign service level commitment for digital IDs is two (2) days.
iii. Anti-spam services – same as anti-phishing need.

l. Researchers

i. Would probably vary by the type of research – Some non-law enforcement government agencies do use Whois data for research.  

m. Businesses in general including NGOs

i. Brand protection

ii. Intellectual property control

iii. Anti-counterfeiting

iv. Anti-fraud

v. Portfolio consolidation

vi. Due diligence for mergers and acquisitions

vii. Asset management

viii. Anti-phishing

ix. Tracking and managing spoof sites

x. Performing investigations of systems problems such as denial of service attacks

n. Brand protection companies

i. Provide infringement reports to customers (e.g., domain usage, online content infringement, etc.); reverse Whois; early warning

ii. Brand clearance
iii. Domain consolidation
iv. Domain name audits
� Although not unanimous, a strong majority of TAG members supported real time access to underlying Whois data for groups other than law enforcement but work needs to be done to definitively decide who those groups are, what levels of access they need and how it could be controlled.


� The issues are not presented in any particular order.


� Note that these ideas are not necessarily related to one another, nor are they necessarily mutually exclusive.  So they may be considered independently of one other or may be grouped together as applicable.


� Here are some comments by TAG members regarding the idea of WADAs:  1) WADAs need to be independent; if a WADA is a membership organization that intrinsically renders services to its members, it would be very difficult to argue that a WADA would give access to some of its members and not to others. And to what extent would it enforce an acceptable use policy?  2) Wouldn’t these organizations be predisposed to wanting organizations in their sector to get access?  How would we audit the WADAs?  3)  I would not add too many layers in order to avoid complexities. If the relationship would be ICANN – accreditation body – WADA – entity that requires access, this will be come an impossible job to manage. One must be aware of the fact that one entity requiring access may be a member of multiple organizations (for instance, a registrar can be ICANN accredited, a law firm, and an INTA member at the same time). I fear there would be a lack of consistency and oversight if the structure would be too heavy.  4) Who would manage WADAs?
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