
 SEQ CHAPTER \h \r 1London Action Plan/Contact Network of Spam Authorities Pro Forma for the Referral of Spam Investigations (Working Document)
*Please see accompanying guidance prior to providing the information.

1.  Contact Details

	From:
Referring Authority, Country
	

	
Contact Person, Title
	

	
Telephone
	

	
Email Address
	

	To: 
Receiving Authority, Country
	

	
Contact Person, Title
	

	
Telephone
	

	
Email Address
	


2. Status of investigation/ background to request 

       

3. Confidentiality Requirements 

 FORMCHECKBOX 
 The Receiving Authority has agreed to maintain this referral as required by the Referring Authority, and any necessary documents regarding confidentiality have been completed prior to transmission of this referral.

4.  Other Authorities Involved
5.  Consequences of Spamming Activity

6.  Known history (e.g. search engine references of the alleged spammers)? 

7.  Description of Spam 

Category of Spam

 FORMCHECKBOX 
 Phishing (forged emails from banks or other institutions asking for personal information)

 FORMCHECKBOX 
 “So called” Nigerian Scam (appears to come from person in foreign country, offers to share hidden funds)

 FORMCHECKBOX 
 Lottery and Other Prizes

 FORMCHECKBOX 
 Pharmaceutical (vitamins, alternative health, pain killers, arthritis)
 FORMCHECKBOX 
 Pharmaceutical – adult (Viagra etc)

 FORMCHECKBOX 
 Body Enhancing (diet, weight loss, bodybuilding)

 FORMCHECKBOX 
 Miracle Cures (AIDS, arthritis, cancer, etc.)

 FORMCHECKBOX 
 Merchandise (Jewellery, watches)

 FORMCHECKBOX 
 Computer software, hardware

 FORMCHECKBOX 
 Mortgages, loans, financial services

 FORMCHECKBOX 
 Business opportunities, work-at-home, job offers

 FORMCHECKBOX 
 Pornographic content

 FORMCHECKBOX 
 Online Gambling 

 FORMCHECKBOX 
 Dating services
 FORMCHECKBOX 
 Educational, degrees, grants

 FORMCHECKBOX 
 Charity (disaster appeals,etc)

 FORMCHECKBOX 
 Other ______________________
Spam Details

	Approximate Volume of Spam Sent
	

	Time Frame in Which Spam Was Sent
	

	Breaches of Legislation (if known)
	


8.  Spam Transmission Information
Attach 10 sample spam messages, if possible.  Be sure to include the message’s extended headers and complete message body, including any images.  

Number of messages attached:  ______________

	Spam Att. # 
	Originating IP Address
	ISP (or entity that IP address assigned to)
	Contacted? Information Obtained?

	1
	
	     
	     

	2
	     
	     
	     

	3
	     
	     
	     

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	


Provide any impediments to obtaining IP user information.

Indicate whether based on available data, spam appears to be sent from any of the following:

1) open relay/proxy  FORMCHECKBOX 
      2) zombie drones/botnets  FORMCHECKBOX 
     3) headers appear to be forged  FORMCHECKBOX 


Explanation/Basis

9.  Parties Identified 
	Sender(s) 

The Sender is the entity that pays “Initiator” to spam on its behalf.

Include individual or company name, physical address, country, website, telephone, email address, etc.  

Note if additional senders have been identified, but are not listed here.  
	Sender 1     


	
	Sender 2



	
	Sender 3



	
	Sender 4



	
	Other Senders identified but not listed here?

	Initiator(s) 

The Initiator is the spammer.

Include individual names, physical address, country, website, telephone, email address, online usernames, aliases, etc.  

Note if additional initiators have been identified, but are not listed here.
	Initiator 1



	
	Initiator 2



	
	Initiator 3



	
	Initiator 4



	
	Other Initiators identified but not listed here?

	Physical postal address provided in the spam (if any)
	

	Websites, company names, or products being advertised by spam
	


10.  Spamvertized URLs, Purchase Page URLs, and related Whois information 


Spamvertised URLS

	
	Spamvertised URL
	Whois Information (provide payment info. if known)
	Whois Source
	Registrar and Country Where Domain Name Registrar Located (Contacted?)

	S1
	
	     
	     
	     

	S2
	
	     
	     
	     

	S3
	
	     
	     
	     

	S4
	
	     
	     
	     

	S5
	
	     
	     
	     

	S6
	
	     
	     
	     


(If applicable) Provide the reason why Domain Name Registrar was not contacted.  Should Receiving Agency attempt to contact Domain Name Registrar?  Is there other relevant information regarding Whois information?

	


Purchase Page URLS

	
	Purchase Page URL
	Whois Information (provide payment info. if known)
	Whois Source
	Registrar and Country Where Domain Name Registrar Located (Contacted?)

	P1
	     
	     
	     
	     

	P2
	     
	     
	     
	     

	P3
	     
	     
	     
	     

	P4
	     
	     
	     
	     

	P5
	     
	     
	     
	     

	P6
	     
	     
	     
	     


(If applicable) Provide the reason why Domain Name Registrar was not contacted.  Should the Receiving Authority attempt to contact Domain Name Registrar?  Is there other relevant information regarding Whois information?

	


11. Additional Sources of Information


12.  Other information related to URLs used 

	URL # from previous pages
	Hosting provider/ Location of host
	Information obtained        (if any)
	DNS provider
	Information obtained        (if any)

	S1
	     
	     
	
	

	S2
	     
	     
	
	

	S3
	     
	     
	
	

	S4
	     
	     
	
	

	S5
	
	
	
	

	S6
	
	
	
	

	P1
	
	
	
	

	P2
	
	
	
	

	P3
	
	
	
	

	P4
	
	
	
	

	P5
	
	
	
	

	P6
	
	
	
	


13. Email addresses used by target
	
	Email address
	Source
	ESP (Email Service Provider) contacted?
	Result (information obtained, incomplete or appears fake)

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	

	5
	
	
	
	

	6
	
	
	
	

	7
	
	
	
	

	8
	
	
	
	

	9
	
	
	
	

	10
	
	
	
	

	11
	
	
	
	

	12
	
	
	
	

	13
	
	
	
	

	14
	
	
	
	

	15
	
	
	
	


14.
Forensic software used in the investigation 

	


15.
Financial data found during the investigation or deemed necessary

	


16.  Summary of contacts made and available evidence
Using the check list below, please indicate which third-party entities have been contacted as well as whether information from such entities is either available or attached to pro forma.  Please use the space provided to include the name and contact details of the organisation or person.  
Entity

Entity contacted?
Evidence available?     Evidence attached?
Bank/Financial

 FORMCHECKBOX 



 FORMCHECKBOX 



 FORMCHECKBOX 

	


Domain Registrar(s)

 FORMCHECKBOX 



 FORMCHECKBOX 



 FORMCHECKBOX 



	


ISP/ESP


 FORMCHECKBOX 



 FORMCHECKBOX 



 FORMCHECKBOX 

	


Telephone company

 FORMCHECKBOX 



 FORMCHECKBOX 



 FORMCHECKBOX 



	


Postal authority

 FORMCHECKBOX 



 FORMCHECKBOX 



 FORMCHECKBOX 



	


Consumers


 FORMCHECKBOX 



 FORMCHECKBOX 



 FORMCHECKBOX 

	


Other: _____________
 FORMCHECKBOX 



 FORMCHECKBOX 



 FORMCHECKBOX 

	


Other: _____________
 FORMCHECKBOX 



 FORMCHECKBOX 



 FORMCHECKBOX 

	

































