SubGroup B: Third Party Access - Proposals
	Proposer 
	Which third parties?
	How are they certified?
	Access Process/Mechanisms 
	Cost burden & distrib.
	Possible conflicts 

	Carlos Alvarez, SONY/BMG

	Law enforcement; 
IP attorneys;
Anti-fraud investigators
	Not clear in this proposal. 
Registrars would have to ascertain their status; “registrars should only object to those subscriptions that, according to some predefined criteria, would not be acceptable”
	Subscription basis.  Parties who want access to personal data would send a form via fax or physical mail to the corresponding registrar (the info included by said subscribers should always be verifiable); in return, they would get via fax or physical mail a user name and a password that would give them access to the database
	Subscribers would pay only for mailing the forms.
Registrars would assume burden of reviewing subscription applications, operating databases and maintaining user IDs and passwords
	

	Paul Stahura and some other 
Registrars
	National and International Law Enforcement Agencies (LEAs)
	An applicant’s status as a bona fide public LEA would be certified by Interpol member country National Central Bureaus (NCBs). International applicants or applicants from nonmember countries would be certified by the Interpol General Secretariat.
Only these agencies would receive the key needed to decrypt the encrypted output containing the domain

registrant personal identification records
Private third parties could request information about a domain from an LEA, but would not have access to the key themselves. 
	All WHOIS queries would produce an output containing both the data fields of the OPoC proposal and an encrypted “blob” containing the domain registrant’s personal identification records
Certified LEAs would receive a decryption key that would allow them to view the shielded personal information on demand. 


	Applicants might have to pay a flat, one-time fee to Interpol for their Interpol/NCB approval review
Registrars would cover the costs of generating and issuing the keys. LEAs would need to apply to each registrar for their key. 

Other than that, this proposal requires no new databases and no new processes
	


