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	Blended Proposal
	Governmentally-chartered banks and their affiliates.
	A certification process would be established to designate governmentally-chartered banks.    The certification process would be controlled by the primary governmental bank regulator of the applicant bank.  A verified account in a system operated by the primary bank regulator would be created for use by designated banks.  Access thereafter of WHOIS data would be on a case-specific application basis with information provided for specific queries 
	The query-screening process would contain well-defined requirements that designated banks would have to provide when seeking access to the WHOIS data.  This would be done through a explicit protocol at would be available to certified banks.  The protocol would require the bank to submit the evidence of wrongdoing, state the purpose to be confined to addressing that specific wrongdoing, identify an individual (a natural person) at the bank who is responsible for use of the data.  If the required information is submitted, then access would be algorithmetically programmable in a SW application without explicit human intervention.  These applications would be maintained for use in any audit process.
	The cost would be bourn at the national level and at the level of the bank regulators.  Further, this proposal would not require a government or its regulators to participate.  Participation by them would be entirely voluntary.  Any costs that might arise could be the subject of discussion among those involved at that level.  In any event, the certification and query-based process would not be a cost to the registrars or registrants.
	No conflict with existing law.  This is a carefully crafted approach, with governmental monitoring, that provides only such access as is needed to protect banks and their customer from abusive intenet practices. 


With respect to the foregoing, below is additional information on how the blended proposal might work.  

 
* This proposal assumes that a natural person working for a certified bank has been received an account to request private Whois data for specific purposes appropriate to the bank.  The approved purposes will be limited to the prevention of internet fraud and abuse of consumers.  

 
* The designated bank official would log into the access system operated by the bank’s primary governmental regulator (the primary LEA for the bank.

 
* The designated bank official would upload the evidence of fraud, the fraud-related purpose of Whois query, domain(s) requested in a web-form-based structured affidavit/application.

 
* The query from the bank official would be algorithmically machine-evaluated.  (Is purpose within certification parameters?  Do URL(s) in evidence match(es) domains requested?).  If the protocol is met, the query would go through in near-real-time with results provided to the bank immediately following approval.  The full application and query result is logged into the access system's audit trail.  

 
* If protocol is not met, the query is returned for correction/re-submission or human intervention.  The goal would be to have the vast majority of queries meet the protocol.  If the protocol is thoughtfully constructed, this should be possible.  All applications and queries would have to be fully logged into the audit trail.

 
* If large numbers of queries do not meet protocol and have to be manually approved, then further study of the protocol would be needed.  Periodic review should monitor this on an ongoing basis.  If the need for protocol modification becomes apparent, then a venue and process should be designated to accommodate that.

*  The audit trail could be periodically data-mined with auto-alerts in the case of questionable patterns requiring further human attention to provide meaningful deterrence.
