SubGroup B: Third Party Access – Proposals
	Proposer 
	Which third parties?
	How are they certified?
	Access Process/Mechanisms 
	Cost burden & distrib.
	Possible conflicts 

	Carlos Alvarez, SONY/BMG

	Law enforcement; 
IP attorneys;
Anti-fraud investigators
	Not clear in this proposal. 
Registrars would have to ascertain their status; “registrars should only object to those subscriptions that, according to some predefined criteria, would not be acceptable”
	Subscription basis.  Parties who want access to personal data would send a form via fax or physical mail to the corresponding registrar (the info included by said subscribers should always be verifiable); in return, they would get via fax or physical mail a user name and a password that would give them access to the database
	Subscribers would pay only for mailing the forms.
Registrars would assume burden of reviewing subscription applications, operating databases and maintaining user IDs and passwords
	

	Paul Stahura and some other 
Registrars
	National and International Law Enforcement Agencies (LEAs)
	An applicant’s status as a bona fide public LEA would be certified by Interpol member country National Central Bureaus (NCBs). International applicants or applicants from nonmember countries would be certified by the Interpol General Secretariat.
Only these agencies would receive the key needed to decrypt the encrypted output containing the domain

registrant personal identification records

Private third parties could request information about a domain from an LEA, but would not have access to the key themselves. 
	All WHOIS queries would produce an output containing both the data fields of the OPoC proposal and an encrypted “blob” containing the domain registrant’s personal identification records

Certified LEAs would receive a decryption key that would allow them to view the shielded personal information on demand. 


	Applicants might have to pay a flat, one-time fee to Interpol for their Interpol/NCB approval review
Registrars would cover the costs of generating and issuing the keys. LEAs would need to apply to each registrar for their key. 

Other than that, this proposal requires no new databases and no new processes
	

	David Fares Proposal

Business Constituency Rep


	Law Enforcement

IP Attorneys

Corporations with IP, Network security and other legitimate interests (e.g. combat spam, validate websites, identify consumer fraud)

Anti-Fraud Investigators

Legitimate e-commerce consumer

Legitimate users determining the availability of a domain name and identifying people or entities for content and services online.
	There should be a one-stop shop certification process that applies across all gTLD Whois databases.   ICANN should develop a simple application form that identifies legitimate third parties.  An interested third party should complete the application form and self-certify that  it falls within one of the categories identified as a legitimate third party.  A corporation should only be required to submit a single application form.
	A centralized Whois database that is password protected.  Legitimate third parties will be given a temporary username and password from ICANN or its agent to legitimate third parties upon approval of its application.  The legitimate third party must agree that it will not share this user name and password, or any amended username and password chosen by the third party, with unauthorized users.  
	Legitimate third parties would only pay costs incurred in submitting the application (postage, etc).

Registrars and ICANN would bear the costs of operating and maintaining the system.
	

	Pat Cain Proposal

Fix the data input problem, not the retrieval problem.


	- Rapid-Response:

· Anti-fraud fighters (AFF)

· LEA

- IP Protection Agent

- One-time Request

    (Anybody)
	AFF + Anybody: Address Data

LEA: Full record (CC#, etc)
	No certification
	Two access levels:

1. LEA and legal processes work as current models to get ‘full data’ for investigations.

2. During domain registration, registrant is asked for billing info and other private data by registrar. This data is used to determine privacy preferences and applicable law. Domain registrant may be allowed to enable “privacy protection” which replaces their ‘personal data’ with proxy contact data. The proxy inherits all the responsibilities of the registrant, including determining when ‘private data should be released’ or if proxy services are used to notify registrant of complaints(?).

Registrant is notified when ‘private data’ has been disclosed.


	Some underlying production costs will probably be assumed to registrars.

Some registrars may be able to recover a small fee for registrant or complaintant.

	Wendy Seltzer Proposal

Individual
	Those who have obtained valid legal requests.
	By compliance with  pre-existing legal process, such as  valid subpoena or court order.
	Obtain a court order,  a warrant (law enforcement), or subpoena in connection with litigation (civil claimants).
	Legitimate third parties would only pay costs incurred in submitting the application (filing fees, postage, etc).
	ICANN does not  need to re-invent anything.

	Palmer C. Hamilton Proposal
	Governmentally-chartered banks and their affiliates.
	Access will be given only through the primary bank regulator of such governmentally-chartered banks.  The governmental primary bank regulator would be responsible for certifying and authenticating which institutions were entitled to access.  To obtain a key for access to WHOIS data, such banks would have to certify, on an annual basis, that the access is for use by the bank and its affiliates in order to protect the bank, its customers, and its affiliates from losses that might arise from abusive internet practices, including, but not limited to, ID theft, phishing, and other types of fraud on the consumer and the bank and its affiliates.  Further, the certifications by the banks given access to the WHOIS data must state that the banks and their affiliates will maintain the key in confidence and the WHOIS data will not be used for marketing or any other commercial activity or usage.
	The WHOIS data will be encrypted and the master key will be provided to national and state governments.  These national and state governments can then provide such master key to each primary bank regulator within its borders.  These bank regulators will only provide a key to banks which the bank regulator in question certifies are banks that regulator chartered and regulates, and banks which have certified that the purpose is solely for the protection of the bank, its affiliates and its customers from losses that might arise from abusive internet practices, and not for any marketing purposes.  By the nature of their regulator status, the regulators would be able to monitor that the access is used for the intended purposes.
	The cost would be bourn at the national and/or state level and at the level of the bank regulators.  Further, this proposal would not require a government or its regulators to participate.  Participation by them would be entirely voluntary.  Any costs that might arise could be the subject of discussion among those involved at that level.  In any event, the certification and authentication process would not be a cost to the registrars or registrants.
	No conflict with existing law.  This is a carefully crafted approach, with governmental monitoring, that provides only such access as is needed to protect banks, their affiliates, and their customers from abusive internet practices. 

	OPTA proposal

(Independent Post and Telecommunications Authority), the Netherlands


	Criminal/Civil LEA with a task to fight any form of cyber crime.
	OPTA recommends approaching a third party/international organization  to apply and enforce these criteria. Thinkable parties are Interpol or the UN. 
	OPTA would recommend LEAs get authorized bulk access for making queries to the whois database. 

Purpose based restriction would be impossible to enforce so a check on the agencies task, appears to OPTA as the most feasible alternative.
	In many countries there is an obligation to co-operate with law enforcement officials at no charge. OPTA would therefore recommend ICANN accredited registrars to absorb any costs in the registration fees.
	OPTA has stated it’s position and our need for Whois access earlier this year in our position paper on Whois access. We refer to that for further information.

	Entertainment Software Association Proposal, Michael Warnecke


	Those who query the Whois service for any legitimate purpose, including:

(1) supporting security & stability of Internet;

(2) determining availability of domain names;

(3) assisting law enforcement investigations;

(4) combating socially abusive uses of Internet (such as racism);

(5) countering IP infringement, misuse, and theft and facilitating TM clearances;

(6) contributing to user confidence in Internet by helping users identify persons or entities responsible for online content and services; and

(7) helping businesses and other users combat fraud, comply with laws, and safeguard public interests.


	Third party entity or ICANN would act as clearinghouse for access requests. Those seeking access to Whois data would fax in an affidavit identifying the specific legitimate purpose(s) for which access is sought.  If stated purpose(s) for access fits within one or more of the specified categories, the requestor would be entitled to universal access to the full registration records of all gTLDs. 

Access accomplished by the third party entity or ICANN issuing a password that would be universally recognized by all Whois services. Registrars and registries would be required to honor the authorized log-ins into their Whois databases.

Third party entity accountable to ICANN through contract.
	Subscription-based system. Once initial access granted, access is ongoing… no need to fax-in for further queries. However, requestor must file a new affidavit every 24 months when renew subscription. 

Includes contractual duties to safeguard passwords, not to spam.

Those who materially misrepresent nature of access or grossly abuse access privileges would be accountable through an ICANN-developed complaint procedure. In appropriate situations, suspension of access privileges may result.
	Funded through a combination of a modest subscription fee and a per-registration assessment on registrars/registries.
	Identification of legitimate third party uses of Whois service based upon those categories recognized in the GAC Lisbon communiqué of 28 March 2007.

It is ESA’s strong preference to maintain Whois in its current form. However, in an effort to move the discussion forward, ESA offers this proposal as an alternative approach.

	Margie Milam proposal


	Service Providers that provide anti-fraud, brand protection services and anti-spam, and other related internet security services 


	Self Certification for those who can demonstrate that they currently market anti-fraud, brand protection services, anti-spam or other related internet security services 


	Bulk access to certain IP addresses of the Service Provider with the ability to do ongoing, unrestricted query based access for updates since the last bulk download.  Reports from WHOIS must not allow bulk download of a substantial part of the database to prevent abuse.   


	Application Fee to be charged for certification to the Service Provider to cover the costs associated with validation of the Service Provider as eligible for bulk access.   Service Provider to sign a standard bulk access agreement approved by ICANN.     
	

	Susan Kawaguchi proposal


	1) Law Enforcement agencies – real time
Every access should be archived in case of later complaints of abuse. 

2) The following groups may obtain access but not necessarily in real time  based on reason for access.. 

Registrars domains are transferred from registrar to registrar.  The gaining registrar would need the whois record to enable the transfer. 

Resellers – similar to registrars

ID Protection Services

Proxy registrations 

Registries 
Financial Institutions
Need immediate access to fight fraud 

Security Organzations 

To issue a cert either SSL or EV certs the issuing organization must be able to review Whois to insure that the organization has the right to request a cert.

Phishing take down services, anti-fraud services, Brand monitoring services 
Registrants – to see their own information to work issues.   Cannot rely on their own databases as whois information is at times changed either due to fraud or errors. 
IP owners – ability to protect tm or to assist in due diligence. 
Consumers/Public 
 
	Develop one central source to manage access to the whois information. 

Identify central authority for law enforcement per country to validate an agency’s right to the information. 

All others - 

Signed affidavit attesting to their need/right to the information

Depending on level of use this could be a one time requirement that would be held on file.   For other requests an entity may be required to file affidavit per matter or infringement. 

Archiving  of all requests to be available in case of complaints that entities do not abide by the rules of use.   


	On going bulk access for Law Enforcement. 

One time access for the requested domain names for all other groups.  Encrypted with a key that expires. 


	Increase in registration fees to offset the costs associated with this process. 
	


