Thick Whois Data Protection and Privacy Subteam
Call Notes March 20, 2013

The primary focus of the call were issues raised by the NCUC in its initial submission to the WG and the later document sent to the subteam. However, we began with a discussion of risk questions, and the extent to which they inform discussions of data protection. 

It began with a mention that the Escrow subteam had pointed to our group to address whether an increase in the numbers of escrow files might raise privacy problems.  Risk was defined briefly as the possibility that data could be stolen, corrupted accidentally, changed, or misused. 

Reactions varied from “Risk is probability. More copies = more risks” to “so many copies of the databases float around anyway that a requirement for more escrow files won’t make a difference.” Marie-laure mentioned a London School of Economics study that looked at risk vs. harm with respect to children on line. http://www2.lse.ac.uk/media@lse/research/EUKidsOnline/D5%20Patterns%20of%20risk.pdf

We began the NCUC review by taking issues in order but the discussions wound up overlapping. The participants generally agreed that the some level of discussion of privacy issues, laws, and regulations is in order under the WG charter. Issues centered primarily on what level is appropriate and how much we should focus on what has happened as opposed to what might be. 


Government Data Privacy Actions and Statements
a)	.ORG transitioned from thin to thick ten years ago. Yet, we cannot point to demonstrated law violations with respect to the existence of thick registries or the transfer of information from registrars to registries. The lack of formal government action is dispositive with respect to the WG’s work.
b)	Statements by groups such as the EU Article 29 Working Party demonstrate that Whois is legally problematic. In addition, the changing nature of privacy laws suggests that we cannot relay on the lack of prior actions.


Data Transfer Among Jurisdictions
a)	Compacts such as the EU/US Safe Harbor program provide privacy protections.
b)	Such programs, in particular the EU/US Safe Harbor, are ineffective. 


Neither Registries nor Registrars Have Raised Privacy Objections
a) Contracted parties have been involved with Whois systems for many years and none have stated that they see privacy concerns with respect to maintaining or transferring information. They even had the specific chance to raised concerns when responding to WG questions and did not do so.  It was noted that current EU directives existed when .org transitioned from thin to thick.
b) Precisely because we have nothing on the record, we don’t know if Rys and Rrs have examined the issues carefully. In addition, changes may have made earlier analyses irrelevant and we don’t know whether the issues are reviewed regularly.
c) 

Registrants Consent
a) True
b) Can the consent contract term be viewed as coercive?


Whois Data Abuse Has Been Documented
a) True
b) True but the vast majority have involved thin registries. 


[bookmark: _GoBack]Other major points:
1) The WG does not have a data protection expert.
2) If data protection issues do exist, they exist on a much larger scale than the scope of the WG. We cannot do a full analysis. Particularly with the work of the EWG and possible protocol changes, full reviews will need a uniform playing field.
3) We should examine how problems have varied with respect to thin vs thick registries.
4) Sometimes issues that we need to consider may not be thin vs thick as such. The question of database copy proliferation is an example.
5) Cross-border transfer agreements focus on sending regions having assurances. Recipients’ territories should be able to have the same. 
6) Recent EU pronouncements on Whois data protection merely restate what has been the case. The signers are two steps away from any enforcement process.  In addition, Recital 58 [Correct reference?] discusses exemptions from protection, including consents required by contracts.
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