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“Special Circumstances” (Netherlands Model) Proposal for Whois Policy  


This paper describes an alternative model for modifying current gTLD Whois policy.  It calls for a procedure to accommodate the needs of certain individual non-commercial registrants for special treatment with regard to restricting public access to some of their contact data. It draws upon the system that has been place for some time in the Dutch country code Top Level Domain, .NL, with adaptations necessary for translating that system to the gTLD environment.    

Main elements of the Special Circumstances proposal:
1. An independent third-party vendor processes and decides upon “Special Circumstances” applications. ICANN would choose a trusted independent third-party vendor to receive, process and decide upon requests from individual gTLD registrants to curtail public access to their Whois data based on special circumstances.  The vendor would be required to apply the criteria developed below, to process applications online, and to render a decision in a very short time frame (e.g., 5 days).  It would also be required to carry out these tasks within a budget negotiated with ICANN.  

NOTE:  In one variant on the proposal, ICANN would choose five independent vendors, one in each of ICANN’s global regions, each applying a common set of criteria for considering “special circumstances” applications from individual registrants within that region.   For simplicity only, the rest of this proposal will refer to a single vendor. 

2. Eligibility criteria for “Special Circumstances.” The “special circumstances” option would be open only to individual registrants who are using or will use the domain name for non-commercial purposes, and who can demonstrate that they have a reasonable basis for concern that public access to specific data  about themselves (e.g., name, address, e-mail address, telephone number) that would otherwise be publicly displayed in Whois would jeopardize a concrete and real interest in their personal safety or security that cannot be protected other than by suppressing that public access.  An individual would be able to hold special circumstance designation for only a limited number (e.g., 5) gTLD domain names at a time. Social service agency providers serving qualifying individuals (e.g., abused women’s shelters) could also apply for the designation.   

3. Further development of criteria. Beyond the general requirements set forth in paragraph 2, the specific criteria and procedures to be applied for adjudicating such requests would be developed in one of two ways:  

(a) the selected third-party vendor would propose criteria which would then be reviewed by a working group consisting of GNSO and GAC representatives; or 

(b) a joint GNSO-GAC working group would develop the criteria in consultation with the third-party vendor. 

4. Funding administration of the Special Circumstances system. To defray the costs of administering the system, a pre-set proportion of one or more existing volume-sensitive (i.e., per registration transaction) fees currently paid by registrars and/or registries to ICANN would be budgeted for the third-party vendor’s operations.  Under this model, neither registrants, registrars nor registries would incur additional costs.  

5.
Application for Special Circumstances at the point of registration. Once the system is operational, registrars would be obligated to advise individual registrants at the time of registration of the option to seek a “special circumstances” designation, and to provide a standard application form issued by the vendor, which registrants could then complete and submit via the registrar.  
NOTE:   As a variant, registrars could provide registrants a link to the site of the third-party vendor.

6.
Provision of data to registrars. Current requirements for registrants to provide registrars with full and accurate contact data and to keep it current, as a condition of registration, would continue to apply to all registrants, including those who have been determined qualified for special circumstances status.  Registrars would continue to hold all data.  Existing proxy registration services operated by or in connection with registrars would be phased out, and individual registrants participating in such services would be provided with an opportunity to apply under the “special circumstances” mechanism.  

7.
Display of data and operation of the domain are withheld pending determination of a Special Circumstances application. The registrant’s data would be publicly displayed (in accordance with the Registrar Accreditation Agreement) unless and until the third-party vendor notified the registrar (or confirmed) that a special circumstances application by that registrant had been received for the domain name in question.   In the case of a new registration, during the (5-day) pendency of the application, the contact information of the registrar would be displayed in publicly accessible Whois rather than the contact information of the registrant, but the domain would be placed in a status that would not allow it to resolve. 

NOTE:  The preceding paragraph describes the process in a “thin registry” environment.  In a “thick registry,” notification of receipt of the application, and of the vendor’s action upon it, would also be communicated to the registry for purposes of its Whois service.  

8.
Response to Whois queries for Special Circumstances registrations. If the third-party vendor decides that the applicant has shown the requisite special circumstances, it will notify the registrant, registrar and (in a thick registry environment) the registry.  During the life of the special circumstances designation, the contact data for the registrar would continue to be displayed in lieu of the registrant data for all data elements that are the subject of the special circumstances application.   

9.
Enforcement of non-commercial use criteria. During the life of the special circumstances designation, the third-party vendor would be responsible for spot-checking Internet resources tied to the domain name (e.g., website) to ensure that the use remained non-commercial during the life of the designation (under specific criteria established under paragraph 3 above).  If commercial use is observed, the vendor would notify the registrant and registrar and terminate the special circumstances designation.  

10.
Term and renewal of Special Circumstances designation. The Special Circumstances designation would remain in effect for a set time period (e.g., one year).  Special circumstances designations would not be transferable. As part of the Whois Data Reminder Policy, registrars would notify registrants who hold special circumstances designations of the scheduled expiration date of their designation, and provide a link to the vendor so that a registrant could apply for renewal of the designation if s/he still qualified for it.  

11.
Challenges to Special Circumstances designation. Procedures would be developed for the following: (a) appeal by the registrant of an adverse decision by the vendor on the registrant’s special circumstances application;  and (b) methods for law enforcement and others with a legitimate complaint of abuse to seek from the third-party vendor access to contact information held by the registrar on registrants in the “special circumstances” category.  The latter procedures would be coordinated to the extent feasible with existing procedures such as the UDRP.  

12.
Renewal of vendor contract and reporting on system operation. The third-party vendor would report within six months, and annually thereafter, on the operation of the “special circumstances” mechanism, and its contract to operate the mechanism would be subject to renewal or recompetition every 5 years.   The specific criteria and procedures developed under point 3 would be subject to review and adjustment on an annual basis, and ad hoc, under the auspices of the working group described there. 

Background Information 
The .NL Model


.NL is a very large registry, ranking seventh in the world (and third among the ccTLDs).  It has over 1.9 million domain names registered.  The Netherlands also has a strong privacy/data protection law which is based upon the EU Data Protection Directive.  The operator of .NL (called SIDN) has taken great pains to ensure that its Whois policy complies with the Dutch data protection law.  


.NL provides a very robust publicly accessible Whois service, very similar to what is currently available in the gTLDs.  Article 23.2 of the “Regulations for registration of .nl domain names”
 provides:  

“The public section of the SIDN Register shall include the following details, among others, for each Domain Name or Personal Domain Name, except when the Applicant for a Domain Name or the Holder of a Personal Domain Name has requested SIDN to replace certain details by the details of the Participant:

· the Domain Name or Personal Domain Name;

· the name and address of the Holder of the Domain Name (and the address provided in the Netherlands, if applicable);

· the name, telephone number and e-mail address of the Administrative Contact Person for the Holder of the Domain Name;

· the name, telephone number and e-mail address of the technical contact person for the Holder of the Domain Name and/or the Participant concerned;

· the Participant concerned;

· technical details.”    

Article 23.3 of the same document provides:  

“The public section of the Register shall be open to public electronic consultation.”  


Under the .NL system, a registrant can ask that some data be withheld from public access (or that the “Participant’s”
 data be substituted).  The holder or applicant must submit a written request for data to be withheld from the public section of the register.
 This request must be made via the Participant acting for the holder/applicant and needs to explain why the holder/applicant believes the data should not appear in the public section of the register. The request will only be granted if special circumstances are deemed to exist. To this end, SIDN weighs up the various interests at stake. If SIDN rejects such a request, an appeal may be made to the Complaints and Appeals Body.
 


Another SIDN document
 gives more details about the “special circumstances” criterion: 

“For each individual opt-out request the consideration has to be made whether – and if so, to what extent – there are special circumstances justifying the granting of the opt-out request. SIDN uses the criterion that granting of the request may be justified if it can be demonstrated that (a) there is a concrete and real interest at stake and that (b) a report has been filed with the police and/or (c) other precautions/measures have been taken, for instance protection of the data in question with other bodies or organisations.

“A general fear, not specified or motivated in further detail, of receiving spam, of any invasion of privacy or of any individual with malicious intent (a possibility that in principle always exists) is in itself insufficient ground for granting an opt-out request.”


The document states that an opt-out request should be granted only when "the specific conditions have been met that make the granting of this request an absolute requirement and that there is no other way to achieve this."


The .NL system demonstrates that a publicly accessible Whois with a broad range of data can be maintained, even in a jurisdiction with strict privacy laws, and that even a relatively large registry can effectively operate a system of evaluating limited “special circumstances” under which data may be kept hidden on a case-by-case basis.   

Adapting the .NL Model to the gTLD Environment  


For the so-called “thin” registries, notably .com and .net, it would be relatively simple for the registrar simultaneously to collect an application for Special Circumstances at the point of registration, and to configure the domain not to resolve and for information not to be displayed in the Whois database, pending decision on the Special Circumstances application. This is because , in the “thin” registries, the registrar is both the entity responsible for the registration of domains and the entity responsible for maintaining public access to the Whois database. In the “thick” gTLD registries (e.g., .info), it would be only slightly more involved for the registrar and registry to set up a system for the registry’s receipt and processing of requests to suppress public access to contact data based on “special circumstances.”    


The main challenge in adapting the .NL model to the gTLD environment involves who operates the system.  Although the registrar remains the sole (in thin registries) or primary provider of complete Whois data, registrar operation of a “special circumstances” system for suppressing public access to Whois data raises two problems:  cost and consistency/integrity. 

 
Of course the cost of operating such a system would depend to some extent on the volume of requests, but there would be some fixed costs.  Presumably, registrars could be allowed to charge for this service in order to recover their costs, but this could raise perception concerns (requiring vulnerable registrants to bear additional costs); and competitive pressures from larger registrars, or from those that can cross-subsidize this cost from other non-registration services, could make it impractical for many registrars to recover their costs.  (At the same time, many registrars already operate proxy or “private” registration services, none of which is free, so perhaps these competitive pressure and perception concerns are less powerful than some fear.)  


A more difficult problem is consistency and integrity. The “special circumstances” that would justify curtailing public access can never be precisely defined in advance, and inconsistent decisions about who does or does not qualify for this status seem inevitable if multiple entities are responsible for deciding applications for Special Circumstances.  More significantly, particularly if registrars can recover their costs or even treat the “special circumstances” mechanism as a profit center, there are strong incentives to grant every request, no matter what the merits.  That would defeat the purpose of the “special circumstances” mechanism, and it would become almost indistinguishable from the proxy services that currently abound, except that each registrar will be obligated to offer one.  


This proposal involves centralizing the processing of “special circumstances” in an independent third party, in order to ameliorate these concerns over consistency, integrity, and cost.  The preceding proposal reflects this model.  







� � HYPERLINK "http://www.sidn.nl/ace.php/c,728,2851,,,,Regulations_for_registration_of_nl_domain_names.html" ��http://www.sidn.nl/ace.php/c,728,2851,,,,Regulations_for_registration_of_nl_domain_names.html� 


� “Participant” is the term used for registrars in the .NL ccTLD registry.


� As opposed to regular .NL domains, the process for requesting that some data be withheld from public access differs for a “personal domain name,” which is intended to be used only by individuals.  The “personal domain name” is a special category of domain name in the .NL registry that scarcely exists as a practical matter.   For the 99.98% of .NL registrants who hold regular domain names, withholding data from public access requires a showing of “special circumstances”.


� http://www.sidn.nl/ace.php/c,728,2918,,,,Overview_of_changes_to_holder-regulations.html


� � HYPERLINK "http://www.sidn.nl/ace.php/c,728,3447" ��http://www.sidn.nl/ace.php/c,728,3447� 
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