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Policy Development



Preliminary Task Force Report on purpose of

 Whois and of Whois contacts


5                    Public comment report
 

5.1   Introduction
 

The public comment period on the "Preliminary Task Force Report on the Purpose of Whois and of the Whois Contacts" (http://gnso.icann.org/issues/whois-privacy/prelim-tf-rpt-18jan06.htm) ran from 19 January 2006 to 8 February 2006.  43 separate comments were received from 40 respondents, with some submitting duplicate or multiple comments. The comments are archived at: http://forum.icann.org/lists/whois-comments/index.html .
The comments show a division in the community, with 8 respondents expressing support for Formulation 1 and 32 respondents supporting Formulation 2.  A number of the comments supporting Formulation 2 featured similar argumentation and structure, suggesting a concerted effort.   
On the whole, those in favour of Formulation 1 referred to ICANN's limited technical mission as stated in ICANN's core values.  Those favouring Formulation 2 stated that the narrowing of the Whois purpose would limit their current uses of the data in ways harmful to their business or to society as a whole. To avoid repetition of points made elsewhere in this Task Force Report, the summaries in sections 5.2 and 5.3 focus on new information or argumentation regarding the purpose of Whois. A list of all respondents, ordered by the formulation they support, is provided as section 3.4.
 

 

5.2 Arguments in favour of Formulation 1
EPIC (the Electronic Privacy Information Center, USA) asked if ICANN had given sufficient consideration to the threat of identity theft.  EPIC noted that the US Federal Trade Commission had received 250,000 complaints of identity theft in 2004 and thatthe problem is estimated to cost the US $53 billion USD per year. EPIC said that countries that limit the publication of personal data "have simply not experienced the same level of criminal conduct as (have) those countries that make this information widely available". (http://forum.icann.org/lists/whois-comments/msg00042.html)

Milton Mueller noted that "not a single individual registrant or consumer group has spoken in favour of Formulation 2".

 

Michael Geist noted that Canadian privacy legislation "prohibits the mandatory disclosure of personal information not strictly necessary to provide the service".  Whois has the potential to create "a chilling effect on Internet speech by mandating the disclosure of personal information in connection with criticism or whistleblower sites". Formulation 2 extends the purpose of Whois to legal issues involving a domain name and could be used to suppress free speech. 

Danny Younger argued that corporate executives should not be allowed to hide behind corporate registrations, but should be made subject to the publication of their personal data so that they could be exposed to "the probability of identity theft, stalking and netizen rage".

A commenter who sent his comments via Danny Oram (as he did not wish to be identified) said that Whois impacts on bloggers who "live where they work, at home. Providing that kind of contact information publicly is a way of setting them up for identity theft, stalking, stupid lawsuits, and the fear of never knowing when some net kook is going to show up on one's doorstep." For bloggers, "anonymity doesn't reflect a desire to be serious. It really is a question of safety." 

Mikki Barry (Domain Name Rights Coalition) also noted the effect of Whois on bloggers, and also on political dissidents.  Mikki Barry said he had "personally received postal mail threats and (have) been stalked" using information in the Whois. 

The American Library Association noted its own history as standing for "the privacy rights of information seekers and providers, including the right of anonymous speech".  The association said ICANN has "an obligation to minimize the impacts of its technical decisions on broader social policy issues". 

Karl Auerbach characterised Formulation 2 as "little more than an overt raid by select commercial interests to bypass established and proper legal means of obtaining information".  He noted that "women have been stalked based on DNS whois data".  He described an attorney for a large media conglomerate who "uses whois data to send automated cease-and-desist letters to anyone who registers a domain name that has any semblance to his company's marks", saying this is "an abuse of process".  The same lawyer also said that his company uses an intermediary to prevent the company's name appearing in the whois database. 

 

 

5.3   Arguments in favour of Formulation 2
Those in favour of Formulation 2 generally said Formulation 1 was too narrow and would hinder their efforts to protect trademarks, investigate copyright piracy, cyber-squatting, online fraud, phishing and cybercrime in general. 

Microsoft said Formulation 1 would raise the barriers to identifying criminals, and that Formulation 2 "will maintain the delicate balance that has already been struck between accountability and privacy interests". 

The Mexican Association for the Protection of Intellectual Property said its members and the Mexican Government rely on accurate Whois data for surveillance and enforcement of IP rights, and for fighting cybercrime. It noted that "consumer fraud is one of the most serious problems in cyberspace in Mexico". "Quick pursuit" is the basis for the Whois system. 

eBay said it relies on "speedy, convenient access to the Whois data … for a wide range of purposes." These purposes included the specific need to ensure that PayPal services comply with obligations, as well as the uses generally referred to by other organisations. The most recent report of the "Anti-Phishing Working Group counted 16,822 unique reports of phishing emails in November 2005 alone". eBay and PayPal are major targets for phishing attacks, and they use Whois hundreds of times a day. Speed is essential to stop fraudulent sites stealing money.  eBay said that PayPal would not be able to meet its own regulatory requirements without Whois as it currently operates. 

The Transamerica Corporation's detailed response gave numerous examples of fictitious registrations using its trademarks, and described how these are used to defraud individuals. It described the existing system of domain name registration as "scandalous", and the UDRP as "inadequate", particularly as the UDRP "requires the complainant to waive all remedies against the entity who is, with increasing frequency, the culpable party – namely, the domain name registrar." 

Disney, addressing arguments in favour of Formulation 1, said "Reliability and security as a purely technical matter is of little use where a lack of online accountability and reliability drives people away from the Internet as a mode of communications, commercial transactions, or other forms of interaction."

The International Trademark Association said that the historical purpose of Whois includes the resolution of legal disputes, not just technical issues. It said that because Whois asks for consent, it is compliant with data protection laws such as those of Canada or the EU. The INTA compared the Whois to the European Community trademark database and the US Patent and Trademark Office as these organisations disclose or "return" information on applicants and trademark owners. The INTA said that specific US laws depend on information available in the Whois. 

The Motion Picture Association (US) said historical evidence suggests Whois has served a wider purpose than a strictly technical one, and referred to RFCs 812, 954,1834 and 2167.

The American Red Cross gave a number of specific examples of fraudulent websites set up in the aftermath of Hurricane Katrina (a disaster that occurred in the US in August, 2005). These websites invoked or mimicked the American Red Cross to fraudulently solicit donations to those affected by the disaster. The American Red Cross used Whois to quickly shut down unauthorised and fraudulent websites – speed was clearly of the utmost importance in preventing donations flowing to fraudulent entities. In the long run, "reduced public confidence in the integrity of online donation sites could reduce the ability of the American Red Cross, and similar organisations, to use the Internet to raise funds quickly and efficiently help disaster victims and respond to emergencies."

5.4 List of respondents
Respondents in favour of Formulation 1

EPIC - Electonic Privacy Information Center

Milton Mueller, NCUC

Michael Geist, Univ. of Ottawa, CIRA Board of Directors, PIR Global Advisory Council

Danny Younger

Andy Oram

Anonymous (forwarded by Andy Oram)

Rick Weingarten

Karl Auerbach

Respondents in favour of Formulation 2

Sony Pictures

Microsoft 

MarkMonitor

SIIA - Software and Information Industry Association (US)

AMMPI - Mexican Association for the Protection of IP / AIPPI - Mexican Group of the International Association for the Protection of IP

eBay

Time Warner

Transamerica Corporation

Internet Commerce Coalition (US)

Disney

BPI - British Phonographic Society

General Growth Properties Inc. (US)

INTA - Internationbal Trademark Association

News Corporation

Warner Bros.

Clifford Chance (UK)

Stichting Brein (anti-piracy organisation, Netherlands)

ASCAP - American Society of Composers, Authors and Publishers

IFPI Denmark / Danish Video Association

Walgreens Inc. (US)

Raquel Alcantara, organisation unknown, 'copyright industry'

Motion Picture Association (US)

IFPI Belgium

Anti-Piracy Association of Serbia and Montenegro

Society Civile des Producteurs Phonographiques

IFPI Sweden

VAP - Austrian anti-piracy association

Copyright Information and Anti-Piracy Centre, Finland

American Intellectual Property Law Association

Mars UK Ltd.

American Red Cross
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