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Some Thoughts on Practical and Achievable Steps to improving accuracy, providing balanced solutions for consumer protection/law



enforcement/IP protection/privacy 

· ICANN retain researcher to do a study of the characteristics of registrants in the non sponsored gTLDs [no need to study some sponsored/all are supposed to be businesses, or to have been otherwise verified, e.g. .travel; .jobs; .museum;. aero.  .asia and .cat and .mobi are interesting exceptions, but could be delayed since are rather new.] 

· Focus on.org; .net; .com and .info; .biz.  Study could take 3-4 months. Registrars to cooperate with providing data under confidential conditions. Propose Ben Edelman, Harvard, who has done related and previous research. Well known for being knowledgeable about the DNS.

· Move all WHOIS access to web based access, should help prevent data mining or harvesting of email addresses. Include an Image Verification Check/where the system generates letters in random order that the requestor must type correctly before proceeding. Use a suitable level of security so that the random letters are not machine readable (easily/cheaply). 

· Move all bulk access and port 43 access to contract based access; establish an accreditation of the parties who are allowed to have contracts – e.g. a ‘white list’. ICANN to have standard terms and conditions, and enforce them when they are violated. Apply to all Registrars//Registries, as consensus policy.  Require all registrars to provide a cost based access/that is not a large mark up of the cost, but a media plus a reasonable recovery fee. Strongly enforce against violations or data mining or abusive use of the data. Marketing should not be a legitimate use of the data.  The parties who need this are largely trademark and other firms that provide trademark defense. Needs to be explored with law enforcement/consumer protection authorities regarding their views on this. 
· Adopt the ‘Special Exceptions’ approach [along the lines of the .nl ccTLD] now under discussion in the WHOIS Task Force. Note: if this is limited set of registrants, then would seem could rely on legal process for access. If is the present proxy registration model continues. then will need an administrative process for access for law enforcement and for network attacks. 
· Examine whether is feasible to implement a standardized approach to access to non displayed data.    
· The Registrars are presently required to give notice; consider standardizing on a requirement to implement a ‘click to proceed’. Add to accreditation agreements. 
· IF the registrars operate as the ‘holder of the data for special circumstances, require the registrars [or any other third party who provides this role] to validate the accuracy of data for ‘special exceptions’ to ensure accuracy, and to agree to pass along notice, etc. 

· Require ICANN to improve enforcement of accuracy provision in the Registrars agreements, enforce the 15 days notice provision but provide for a ‘suspend’ status if data is not corrected within a reasonable time frame, with one or two additional notices before cancellation of the domain name. Note: a ‘dark period’ could be up to 1-2 months. Any ‘live’ web site will notice it does not resolve after a day or two/but a lenient time frame can be provided to allow registrant to sort themselves out; pursue ‘special circumstances’ if needed, etc. 
· Provide for a process of graduated sanctions for registrar failure to take appropriate steps to correct data, including fines that are graduated; Registrar can provide justification to ICANN staff on why sanction should not be applied, and exceptions will be made by ICANN, when Registrar has invoked the “National Law Consensus Policy procedure; and/or has presented justification that the applicant(s) are now pursuing special circumstances exception. After a Registrar has XX complaints in 3 months that they have failed to address or explain, the sanctions process should begin; unless an exception is granted.  Sanctions can begin with warnings by the ICANN staff; then move into fines, and then result in the suspension of accreditation. 

 

