Point summary of WHOIS call with ICANN General Counsel & VP Policy Development on 15 March 2005

Introduction

This summary is purely indicative.  It has been prepared by ICANN staff to assist the combined WHOIS Task Force in identifying points of agreement and action.  The transcript of the call is available at http://forum.icann.org/lists/gnso-dow123/msg00094.html.
The task force’s questions to ICANN staff ahead of this call and the letter from staff to Task Force’s 1 & 2 are available at http://forum.icann.org/lists/gnso-dow123/msg00077.html
Each section is prefaced by the question posed by the combined WHOIS Task Force.  The original questions are in italics.  Points of agreement for further action / clarification by the task force are bulleted and in bold at the end of each section under the heading ‘action’.  Points for further action that were suggested but not explicitly agreed are in italics and marked as suggestions. 
Question 1 

As we read points 4 and 5 of the December 20 memo, the principal concerns seem to be: 

(A)   The provision in bullet iii of Step Three that lays down a "general rule" regarding the General Counsel's recommendation (also applicable in Step Four)

(B)    The requirement that enforcement action against a non-compliant registrar in these circumstances be taken only with the approval of the Board of Directors 

(C)    The expectation that the recommendation to the Board would (at least "ordinarily," see Step Five) be made public 

(D)     The allocation of certain duties to the General Counsel rather than other parts of the ICANN staff 

Are these in fact your principal substantive concerns with the recommendation? If so, these are all quite legitimate questions on which it would be beneficial to get the perspectives of responsible members of the ICANN staff.  However if there are other concerns it would be essential to surface them as soon as possible. 
ICANN staff:  The main staff questions/concerns are confidentiality, limitations on board actions and the scope of the procedure (i.e. does the procedure it applies purely to WHOIS or to other ways in which national laws differ from the RAA?).
The confidentiality provision creates potential conflicts for the General Counsel’s office on how to maintain compliance with the RAA.  ICANN legal staff welcomed being informed of specific WHOIS issues that may bring registrars into conflict with the RAA, or actions taken by law enforcement or other agencies in this regard.  But the question of how to reconcile the required confidentiality of staff knowledge with a breach with the RAA is more difficult.
Regarding staff and board actions, the procedure is worded with ‘shall’ rather than, for example, ‘may’.  The issues that may start the procedure may be unique and different, requiring steps that would deviate from the procedure.  Too rigid a process does not allow staff or the board to appropriately respond to an individual situation.  It’s also very difficult to project all possible hypothetical situations. 
Action:

· Clarify that the scope of the draft deals with the collection and display of WHOIS data.

· Re-examine confidentiality requirement to clarify it, looking at the original intention that correspondence between the parties be kept confidential while providing a way to disclose the action in general terms. 
Question 2 

In your letter of December 20, you wrote: "might it be preferable to focus GNSO attention on developing improvements to Whois policies that will allow for the broadest possible harmony with local regulations?" Can you elaborate on what you meant by that and perhaps suggest specific ways in which you believe the GNSO might do this?

  
ICANN staff:  There is a lot of knowledge in the task force about WHOIS policies at local level and it might be useful to bring it together with the assistance of staff.  An overview of WHOIS requirements and implementations, e.g. in relation to how ccNSO members deal with these issues, could be very helpful.  Many CCs have been in touch with relevant government authorities to make sure the CC implementations of WHOIS requirements conforms to national law.  
Actions

· ICANN staff will contact ccNSO for further information on WHOIS conformity with national law. 
· Task Force will give guidance for ccNSO input (based on the spreadsheet on WHOIS and national/international obligations) on what it would be useful to know and in what form. (SUGGESTED ACTION)
· Question 3 
Is the subject of WHOIS a policy determination subject to the GNSO Policy Development Process or do you view this solely as a contractual matter between ICANN, Registrars and Registries?  In other words, does the GNSO have the right to recommend policies regarding:

a)      What information is made available through WHOIS? 
b)      Who has access to such information? 
c)      How such access is obtained? 
d)      What the process should be if a registry/registrar believes that an existing policy or new policy on its face violates an existing or new national law.
ICANN staff: GNSO of course has the right to decide policy.  The contracts have a placeholder for policy developed in this area and policy that may be adopted.  The placeholder is being retained in sTLD contracts.  

Question 4 

If an entity would like to become a registry or registrar, but it is based in a jurisdiction that may not allow it to collect or display WHOIS information, is it ICANN’s position that such an entity would not be eligible to participate as an ICANN-accredited registry or registrar? 

ICANN staff:  We would not encourage registrars or registries to enter into agreements that it is not legal for them to perform.  Where there is conflict, ICANN staff would ask for the task force’s advice on how to approach it.  This could lead to a policy process and changes to the accreditation agreements.  One should not start with an initial presumption that EU data protection law forbids WHOIS, although there may be certain requirements. 
Question 5 

Has ICANN received any inquiries from any national governments regarding the collection or display of Whois information as it relates to privacy protection?  If so, what are the steps ICANN has taken to resolve these issues.

ICANN staff:  A number of informal questions have been received, although one formal letter asking questions has been received from a specific US Federal Trade Commissioner.   Queries about how to change or adapt the agreements have been referred to the task forces as the appropriate place to participate in policy development.  Queries were about accuracy and access rather than about privacy protection.  No formal concerns have been received from data protection entities during John Jeffrey’s time to date at ICANN. Nor have any follow up comments to presentations made by data protection or other government representatives, e.g. as follow-ups to the presentations in Montreal.  ICANN staff has not received any direct communications to say that ICANN requirements are illegal.  

Actions:

· Task Force may seek out more information about government agencies’ positions and concerns, particularly on data protection. (SUGGESTED ACTION)
· ICANN staff will forward to the task force list the FTC and congressional inquiry letters. 

· Question 6 

While we understand it is ICANN’s position that an entity should not enter into a contract that it believes violates its own national laws, what happens if there is a change in national law that makes the collection and/or display of WHOIS information illegal after the registrar is already accredited?


a)      What is the process from a contractual point of view to deal 

with such a situation? 


b)      If it is the position that the registrar could no longer be 

accredited, what then is the policy in dealing with the registrars’ 

customers?

c)      What happens in the opposite situation?  For example, what if
there is a change in ICANN’s policies that in essence changes a 

contract midstream, and the changes pose a conflict with a national 

law?
ICANN staff:  The RAA already provides that registrars shall abide by applicable laws and governmental regulations.  Although that provision doesn’t exist in many registry agreements, there is discussion about adding it to them going forward.  Generally, if new national or local laws made it illegal to perform some obligations in the agreement, ICANN staff believes the registrar would have to comply with the law.  ICANN could take a number of steps.  
John Jeffrey was aware of only one instance when ICANN was notified of an action taken regarding a local law and its relation to the RAA – and the interpretation has been called into question.  It’s not an everyday issues but rather a very rare circumstance.  Procedures are in place to deal with breaches, but the procedures are fact and circumstance dependant. 
A recommendation would be useful, but it is up to others to determine what form it should take.  Only a formal policy change would require a change to the contracts.  In response to a question, John Jeffreys agreed that a policy guidance created by the GNSO to help evaluate facts in compliance with the policy wishes of the constituencies would be useful and well-received by the staff. 
Actions:
· Consider other policy instruments as well as a policy change, e.g. recommendations, guidance to the board, etc. (SUGGESTED ACTION)
