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Preliminary Task Force Report of WHOIS Task Force 2
FINDINGS

2.2 Proxy Registrations
“Proxy Services” were looked at during the Task Force's data analysis phase; see appendix A for results from that phase of the Task Force's work. Groups that submitted preliminary statements during this phase of the Task Force's work included the IPC, NCUC, ISPCP, and ALAC. ISPCP pointed to various proxy providers. IPC indicated that only little anecdotal data about how these services work in practice was available. NCUC warned that the proxy situation means that an intermediary is inserted into the contractual relationship between the “actual” registrant and the registrar, and that this party can do whatever it wants with the domain name. NCUC also pointed out that proxy services are not providing anonymity suitable to protect free speech, because of liabilities incurred by those offering these services. ALAC identified disclosure of actual registrants' identity on slight provocation as the chief problem with proxy services, and suggested that wrongdoing could be stopped without revealing actual registrants' identities. ALAC also pointed to the risks created by inserting a proxy into the contractual relationships between registrar and actual registrant.

Proxy Services were addressed in formal constituency statements by the IPC and NCUC. IPC suggested further research on the use of these services, and identified a number of issues that could be addressed in this kind of research.

NCUC specifically proposed removing sections from the Registrar Accreditation Agreement that require proxy services to disclose registrant and administrative contact data for reasons falling short of legal due process (specifically section 3.7.7.3 of the RAA), and characterized the services as “not providing true protections for privacy or freedom of expression.” 

During discussion, NCUC and ALAC representatives suggested that these proxy services do not provide sufficient privacy protections, and proposed stricter protections. IPC recommended further study of proxy services, since the evidence available on the business practices of existing proxy services was insufficient.

Registrar and ALAC representatives argued that regulating the conduct of proxy services that work by registering domain names that are then sub-licensed to registrants proper would amount to generally regulating registrant conduct, and would be undesirable.

Registrar and ALAC representatives also argued that use of this kind of proxy service as a model for large-scale privacy protection would undermine basic assumptions that are at the heart of the new inter-registrar transfers policy, and would break this policy. IPC representatives suggested that further research in this area was needed.

A registrar representative pointed out that proxy services should not be considered a final solution, and that pushing registrants to a separate for-pay service may not address local privacy law concerns. It was also noted that, when provided free of charge, proxy services would effectively lead to a tiered access proposal. A registrar representative stated that his constituency may be more comfortable with a tiered access model than with proxy services, but that no consensus has yet been reached.

Related models under which registrars proxy some communication for registrants were also discussed in the context of balancing contactability and privacy: It was, for instance, suggested that registrars may provide an electronic point of contact for registrants and domain name contacts, without making the registrant's usual e-mail address publicly available.

RECOMMENDATIONS

3.2 Proxy Services
The Task Force considered a proposal by the non-commercial users' constituency to strike section 3.7.7.3 of the RAA based on privacy and anonymity concerns. Concerns with proxy services were also raised with respect to issues surrounding the far-reaching control that proxy registration service providers can exercise over registrations: In the typical “proxy” setting, the service provider enters into a registration agreement and then sub-licenses the domain name to the “actual” registrant.

There was no agreement on the task force to recommend any modifications to existing ICANN policies regarding proxy services based on the information available to the Task Force.

Instead, through an appropriate mechanism, further research should be conducted on the use of “proxy registration services” within the framework of Sec. 3.7.7.3 of the RAA, including but not limited to the following issues:

· the rate of uptake of such services, their cost, and consumer response to them;

· what steps are taken to ensure the proxy service provider collects (or has immediate access to) accurate, complete and current contact information on all registrants taking advantage of such services?

· the circumstances under which contact information of the actual registrant is disclosed pursuant to the RAA provision (i.e., the “evidence of actionable harm” scenario) and the consequences of such disclosures;

· how registrants are notified when the withheld data is released to third parties;

· the impact of such services on registrar portability; 

· scalability of such services;

· concerns raised by customers regarding disclosure of data;

· complaints about registrar proxy or 3rd party proxy services, including complaints to or by law enforcement officials;

· contractual terms between registrants and proxy services. 

· effect of proxy situations on the stability of domain name registrations – what happens when a proxy goes out of business, and the “actual” registrant is unknown to the registrar? 

· Usefulness of proxy services to enable anonymous free speech.

The results of such research could be used to:

· develop a set of best practices for the operation of such services; and/or

· initiate a policy development or other appropriate process toward changing the terms of Sec. 3.7.7.3, if warranted. 

Further work should also be conducted on the feasibility of requiring registrars to provide e-mail forwarding services to registrants, and the impact of such a requirement upon registrant privacy and contactability. As a first step, the research agenda outlined above could be expanded to study the operation of such services to the extent they exist today. 

3 June 2003

Montreal WHOIS workshop discussion (proxy services was one topic discussed)
Diana Alonso Blas: Thank you. Well, I'm not sure that third-party registration services would solve all the problems, but I think they would improve the situation very much, and would solve, certainly, the problems of some people who do not want to have their data displayed publicly.

I'm not saying this is the only solution. I found the presentation of our Dutch colleague Bart Boswinkel also very interesting with several options that could solve a number of problems but this in any case would go in the right direction, I would say.

As to the second part of the question, what are the implications for the different services, I think what is necessary is to provide a system that allows quick access to those who need it. And that is not complicate or does not involve all kind of complicated formal administrative steps and so forth.

And what it could be also very useful is to build some kind of audit trails that would make possible to control later on if the access has been granted, was correct or not. And what is also necessary is to agree very much in advance on what are the conditions in which access can be granted. But I think solution could be found that would allow those who need the data to have it, while still protecting the others.

George Papapavlou: Would anybody -- yes.

Sarah Deutsch: I just wanted to say that I think the proxy services are very promising.

If you look at Whois and the analogy of telephone numbers, if people did not want people to find out their phone number and they could simply populate the Telco's databases with fake phone numbers, we'd find the phone system wasn't working so we'd have this process of unlisted numbers.

And the proxy service could be the equivalent of an unlisted number.

I would add it would be very important to have companies who run these kind of protective services have very responsible operating practices, to have access to absolutely accurate information behind that wall, and to make sure that they give access to those with a legitimate need to know.

Paul Stahura: I'd like to add one more thing I forgot.

I believe that with the proxy services, the information behind the proxy, I think, would be more accurate, because people game the system.

If they know their information is going to be public, they're probably more likely to put in bad information so that the public doesn't know the real information.

That's the good guys.

The bad guys everything always put in crappy information.

But at least the information accuracy level would increase, I think, with proxy.

And therefore, if we had the tiered access behind that, and that law enforcement or other people who pass the bar on accessing the information, therefore that those people will get access to more accurate information.

John Logalbo: If I may, I just want to reiterate the law enforcement concerns on this point. I don't, again, want to venture an opinion on whether proxy registration might ultimately be the solution. But I want to make clear what law enforcement interests are here.

First, in order to avoid the problem of requiring law enforcement to get legal process, and I think that that is a serious detriment to investigations, there have to be one of two things present in the proxy system. And that is, either the data has to be made public in the sense that I expressed before, and that is, people with a need have to be able to get at it quickly; or, the agreement for proxy services has to make clear that there is explicit consent of the name holder for law enforcement and others to get at the data, if necessary, if requested. And that consent has to be voluntary, and at the same time has the prerequisite for consent cannot be serve a subpoena. Because that defeats the whole purpose.

And the second point I want to reiterate, it can't be just law enforcement agencies that have access to the real data about the name holder. ISPs have to have access to the real data in order to solve technical problems. And I don't know how that can be done if the telephone number or e-mail address of a technical contact is withheld. 

Consumers need access to the real data, and intellectual property holders, among others, need access to the real data. So any system that restricts access just to law enforcement is not going to serve a number of other very important interests.

George Papapavlou: I see Christian. Yes.

Christian Wichard: Just a piece of information. These proxy services are already in option under the present RAA. The present registrar accreditation agreement allows third-party registration, allows a registrant to provide the address of a third party, which most or very often is an ISP, provided there is one condition, provided that this third party either accepts liability for any harm caused by wrongful use of the domain name, or promptly discloses the identity of the true owner of the domain name.

I think, then, the formulations upon unreasonable evidence of unreasonable harm. So this would not require a subpoena, because it makes access to Whois data more cumbersome. We have some experience with this kind of third-party registration in the administration of the UDRP. But in the end, it normally works out.

Thank you. I see Tom.

Thomas Keller: Before we think about proxy services as a solution, I just want to point out that privacy in most (inaudible) is not a service but is a right a person has. So I don't know why it should be protected by a special service, which has to be offered by a registrar, for example. 

So what would happen at the end of the day is that, for example, on the (inaudible) you couldn't raise funds, you couldn't impose a fee on it. So we had to do it on our own cost. And that's, in certain ways, unacceptable. And it does not really serve the purpose.

George Papapavlou: Okay. Thank you all for all of these interesting remarks. I think we are doing well with time, and we have a last set of questions, which will need to be asked.

Later discussion at Montreal on proxy services

This e-mail is from George K., and he said he'd love to hear more comments from the panel members on (inaudible) proxy type compromise with multiple providers. For instance, even the Electronic Frontier Foundation.

For instance, even the Electronic Frontier Foundation could provide a service if they felt the market wasn't being served well by current providers. This would have a slightly lower level of transparency yet maintain high accountability compared with the status quo. It's also a cost effective solution, allowing those domain name owners who wish greater anonymity, I suppose, to simply pay a dollar, five or ten. Obviously if they do not value their privacy even at a dollar, five or ten dollars then their privacy concerns, quote unquote, aren't too important. George believes this compromise offers the greatest economic efficiency of any plan and is market-based, building monolithic structures to deal with tiered access would be much more costly.

Michael Roberts: Any comments from the panel about that?

Thomas Keller: I want to comment on that saying what I already said on the panel; that is, privacy is not considered as a service. And it's nothing I want to pay for it's a private person. It is something, which is my born right to have. That's my comment to that.

Michael Roberts: Steve.

Steven Metalitz: One thing that would be helpful with regard to the proxy registration option is to have more data. There are services out there. I don't have any sense of how popular they are. In other words, is there a demand for this? And this is, again, under the existing registrar accreditation agreement.

We do have some data. For those who may not know this, the Whois task force did conduct a survey and published the results last year. It has many flaws and it has many shortcomings, but on the other hand, 3,000 people took the time to tell us what they thought about Whois, why they needed it, what they used it for, how they would like to see it change. And that's probably 15 times the number of people in this room.

So I think it has a lot of useful data in it. And one question that was asked there is whether they would be interested in a proxy service. There was some interest, but it would be interesting to find out how the services that exist now, what demand they are really finding.

Alan Davidson: When I first looked at this problem a few years ago I thought this would be the best solution, because it's very market driven. It does create these privacy concerns as we just heard. But for whatever reason, you know, there hasn't been a tremendous development of marketplace offerings or demand for this. And I don't completely know why. I concur with Steve; it would be good to find out more.

I think that part of the problem is that there's a lack of clarity about when disclosure happens in proxy. So how protected is my information, really, if it's just turned over anytime anybody asks, that's not a lot of extra protection.

Then there are liability questions that make it unlikely we'll see offerings that are only five or ten dollars, but instead turn out to be prohibitively expensive.

But it's a great idea, should be part of the tool kit, and I hope we can learn more about it.

Jeff Neuman: Yeah, I think it's one thing to look at the demand for the service, but you also have to consider that probably, and this is just an estimate, 90% of the people that register domain names don't even know that their information is made public.

So to sell a proxy service to 90% of the population that doesn't even know that their information is being made public, you know, I would never use that result to make some sort of conclusion as to the utility of such service or whether there is not a need for such service.

Henning Grote: Just another comment. I just want to echo what Tom and Alan in particular just said. It is a right, and to define a kind of service out of it, it's, well, okay. But the basic question is, just going back to what Steve just said, the issue of the question in the Whois questionnaire, I just would like to think about that in the way, well, there is a proposal for a solution to a problem. And the offered solution was the proxy. Maybe nobody thought that far then back in that days when the questionnaire was put together.

But the underlying question is do you want a solution to your privacy problem? And the question stated, well, it was a proxy.

So I'm not sure that most people are very sympathetic with the proxy, but instead are very sympathetic to have this problem solved. That would be my interpretation of the question.

