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Responses to public comments on Special Circumstances proposal 

(as summarized in Sections 6.1.3 and 6.1.4 of the draft Task Force Final Report) 

1.  “There is no alternative way to give access to unpublished data / there need to be clear and predictable procedures for quick access to data withheld from public access.” 
Response 1:  As specifically noted in point 11(b) of the Special Circumstances proposal (Appendix B), these procedures are yet to be developed.  (Of course, the same is true of the OPOC proposal.) 

2.  “There are concerns (of varying degrees) about how a new centralized mechanism for recognizing registrants would operate.” 

 
Response 2: The most specific comments among those cited (from Dominik Filipp, http://forum.icann.org/lists/whois-services-comments/msg00032.html) suggests that “ ICANN should

carefully review the existing companies and/or the organizations in this area and try negotiating with most eligible ones. A possible agreement should be subject to tendering, renewal and public commenting before the renewal.”  The commenter also asserts that establishing an new third-party company for this purpose would not be constructive.  

 These are valuable points that should be taken into consideration in the implementation of the Special Circumstances proposal.  

3. “The Special Circumstances proposal is ‘an unwieldy and seemingly expensive process for determining a domain name holder’s request for anonymity. Moreover, it is devoid of many important details. For example, it does not define specific criteria for adjudicating a domain name holder’s request for anonymity in Whois.’”  
Response 3:  (a)  The proposal does lay out the basic criteria for evaluating requests to suppress public access to Whois data (item 2),and proposes two alternative processes for developing more specific criteria (item 3).  This appears to be an appropriate level of detail for a policy proposal at this stage of development. 
(b)  Examples given in this submission (http://forum.icann.org/lists/whois-services-comments/msg00058.html) about the “unwieldy and seemingly expensive” nature of the process set out in the SC proposal are that ICANN would have to choose one to five independent third-party vendors; that the vendors would be responsible for spot-checking Internet resources tied to the domain name to ensure that the use remained non-commercial; and that the vendors would report on the operation of the mechanism.   The point that requiring spot-checking in order to ensure continued non-commercial could add cost and complexity to the system without commensurate has been raised by others, and  modification of the proposal to eliminate point 9 should be considered.  The use of one or more third-party vendors and the requirement that they report on their activities seem integral to the proposed mechanism and to providing the necessary transparency and oversight.  
4. “No matter how diligently the policy is administered, cybersquatters will manage to use it to falsely conceal their identities.” (This comment appears in the context of  making a point similar to item 1 above.) 

Response 4:  True. This seems to be inherent in any policy that suppresses public access to Whois data, and the goal ought to be to properly balance this risk against benefits that might be gained in terms of vindicating legitimate interests in personal  privacy. Specific suggestions to modify the policy to minimize this risk, though it cannot be entirely eliminated, would be welcomed.  

5. “Who decides what constitutes a ‘concrete and real interest in their personal security that cannot be protected other than by suppressing that public access’? What is the legitimacy of such a body and how would it scale globally?”
Response 5.  Under the proposal this would be decided by one (or five regional) third-party vendor(s), operating under contract to ICANN, applying criteria that have been arrived at in an open and transparent way, and subject to periodic review of the mechanism in general (including recompetition for vendors) and an appeals process for specific cases.  These features are intended to promote the legitimacy of the mechanism.  With regard to scalability, the variant proposal in point 1 of Appendix B would contemplate regional rather than global vendors.  Note that a system similar to Special Circumstances already operates in one of the largest ccTLDs (.nl). 
6.  “The special circumstances proposal is wrong-minded in that it turns the privacy equation around. Privacy should be the default state of affairs, not the exception.” 
Response 6.  An opinion which is contrary to that motivating the Special Circumstances proposal.  

7.  “The costs of running the Special Circumstances proposal could be funded/augmented by registrants applying for special-circumstances status and ‘information-seekers’.” 

Response 7.  In fact, the comment cited (http://forum.icann.org/lists/whois-services-comments/msg00030.html) does not include the last three words.  It states:  “it may be worth considering whether to fund the system (or augment funding of the system) through nominal fees upon registrants applying for special –circumstances status, just as registrants pay extra for proxy registrations today.”  This is well worth considering, so long as the fees are set low enough that they do not constitute an excessive hurdle to would-be applicants.  However, the set of individual applicants who can afford to register (and make use of) a domain name, but who cannot afford an additional nominal fee to apply for special circumstances status, is likely to be extremely small.  

8.   “The proposal should be amended to create a mechanism similar to that in the OPoC proposal for requesting correction of Whois data and restricting or revoking registrations if data is not corrected.”

Response 8.  It is correct that the Special Circumstances model does not address this issue.  

9.   “When the contact details of the registered name holder are not published, a ‘legal contact’ should be made available.”

Response 9.  In context, this is actually a comment on the OPOC proposal (see http://forum.icann.org/lists/whois-services-comments/msg00003.html).  For simplicity, the SC proposal contemplates that registrar contact data be substituted for that of qualified special circumstances registrants, since it will be the registrar that has the real contact data and would be the proper recipient of any request for access to it.  However, it could be worth considering a variant in which the applicant would be required to supply contact information for a party that would, e.g., be empowered to accept service of legal process for the registrant, and that this contact information be displayed in addition to that of the registrar.  

10. “This system should include ‘a sun set provision, so that retaining the system is conditioned upon a determination that the need of Special Circumstances applicants to protect their identities justifies the cost. The use of narrow, tailored criteria for a registrant to protect his data would create easy test cases to monitor the effectiveness of the model in both (1) protecting truly vulnerable registrants and (2) minimizing the costs to operate the model.’”
Response 10.  Point 12 of the SC proposal makes some provisions for review and adjustment of the mechanism in light of experience under it.  This comment enhances that feature by suggesting a specific basis for balancing costs and benefits.  Whether that should be combined with a sunset, suggesting that by default the program would be terminated unless benefits outweighed costs, is a worthy topic for discussion at or before the implementation stage.   
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