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Context
Registrar’s Accreditation Agreement (RAA)
The stated purpose of WHOIS in the RAA
 is to provide contact information adequate to facilitate timely resolution of any problems that arise in connection with the Registered Name.  WHOIS is an essential part of ICANN’s mission to promote security and stability on the Internet
.   

Previous ICANN work on WHOIS
On February 8, 2001, the Domain Name Supporting Organization (now the GNSO) commissioned a task force to "consult with the community with regard to establishing whether a review of any questions related to ICANN's WHOIS policy is due and if so to recommend a mechanism for such a review."  The task force launched a survey of WHOIS and its use, analyzed the responses, and prepared a report that included both consensus policy recommendations and other considerations for the Council to consider in further policy work
.  A final policy report
 was prepared on November 30, 2002. Public comments were solicited until December 8, 2002, and a revised final Policy Report
 published in December 2002, proposing both consensus policy and enhancements in ICANN’s enforcement of existing obligations in accuracy and bulk access. 

The GNSO Council recommended further work in accuracy and bulk access and also on searchability and consistency of data elements across all TLDS. At its Amsterdam meeting in December 2002, the Council discussed the task force report and re-opened the report for further comment by constituencies and the community. The Council also established an Implementation Committee with a deadline of January 31, 2003. 

The initial WHOIS task force recommended several consensus policies that were, after revision by the Implementation Committee and review by the task force, adopted by the GNSO Council and the ICANN board: 

1. WHOIS Data Accuracy 

· WHOIS Data Reminder Policy

· Restored Names Accuracy Policy

2. Bulk Access 

· Use of Bulk Access WHOIS data for marketing purposes should not be permitted, regardless of the medium used for marketing.

· Users who license bulk access to WHOIS data must agree not to sell or redistribute the data except as included in “value-added products” that do not permit extraction of a significant portion of the data. (I.e., the clause specified in RAA 3.3.6.5 is now mandatory.) 

The final consensus policy recommendations, and other findings of the initial task force, are in the Final Report of the GNSO Councils WHOIS TF on Accuracy and Bulk Access, Feb. 6, 2003 approved by the Council, and forwarded to the ICANN Board on 20 February 2003
.  The Council received the Implementation Committee report
 and included its recommendations in the final Report forwarded to the Board 20 February 2003.  The Consensus Policy was adopted by the ICANN Board at its meeting in Rio de Janeiro, on March 27, 2003.

At its meeting in Rio de Janeiro
, the GNSO Council decided to ask ICANN staff to prepare a staff manager's report
 on WHOIS privacy that would consolidate reports received from the WHOIS Task Force and NCUC.  
On 22 May 2003
, the Council created a WHOIS Privacy Steering Group to be chaired by Bruce Tonkin to examine which issues should be addressed by further WHOIS task forces of Council. The WHOIS Privacy Steering Group was mandated to take the existing Issues Report and the outcome of the Montreal ICANN workshop and to develop a set up terms of reference for one or more task forces on the critical issues to make recommendations to the GNSO Council.    
 Parallel to the steering group’s work, ICANN hosted two workshops in Montreal
 and Tunisia
, where invited experts from key stakeholder groups such as the GAC were invited to present.

The current WHOIS PDP
At its October 2003 meeting in Tunisia
, the GNSO Council agreed to launch a PDP in relation to WHOIS, and created three task forces; WHOIS task forces 1, 2 and 3 to examine privacy issues regarding WHOIS.  

The initial task force reports of task forces 1, 2 and 3 were published for public comments in May 2004, with a deadline for comments on 24 July 2004.  A joint meeting of WHOIS Task Forces 1, 2, and 3 was held during the ICANN Meeting in Kuala Lumpur on July 20 2004
.  Pending the closing of public comments, the task forces jointly decided to:

· Prioritise policy recommendations that "could" be implemented in the short term, e.g conspicuous notice, tiered access, monitoring improvements, improvement to process for responding to complaints about WHOIS accuracy 

· Design reference implementations for new recommendations (new contractual obligations in the case of registries and registrars) 

· Determine impact of implementations - costs, other issues 

· Aim to get some recommendations completed quickly, and then continue implementation analysis of further refinements 

Measure impact of actual implementations of recommendations approved by the Board and use this to inform whether further refinement is necessary  
The GNSO Council meeting in Kuala Lumpur on 20 July 2004 decided to officially combine Task Forces 1 and 2.  The task forces were encouraged by the Council to taking a step by step process to consensus-building and aim to produce a regular stream of improvements.  The Council also decided that Whois task force three proceed to clearly identify its recommendations for new policy and work on determining what are the implementation issues for work done by ICANN and work done by registrars.  Finally, the Council decided that the work output of the two groups, combined Whois task forces one and two and Whois task force three, be combined before next going out to public comment.

The combined Task Force 1 and 2 decided on August 3, 2004, to work particularly on exploring the tiered access option, conspicuous notification to registrants and establishing a process for handling cases of conflict between applicable national privacy laws and ICANN contractual obligations regarding Whois.

On 30 November 2004, Task Force 1 and 2 produced:

Recommendation 1 - Recommendations for improving notification and consent for the use of contact data in the Whois system
, and


Recommendation 2 - A Procedure for conflicts, when there are conflicts between a registrar's of registry's legal obligations under local privacy laws and their contractual obligations to ICANN.


Recommendation 1 on improving notice, was presented to the GNSO board during the GNSO public forum at the ICANN meeting in Capetown in December 2004. Task Force members were asked to provide constituency statements by 31 January 2005.   Some provisional constituency statements have been submitted. 
Recommendation 2 on conflicts with legal obligations was the subject of an email from ICANN staff on 20 December 2005
 outlining implementation concerns.  A conference call of the combined Task Forces 1, 2 and 3 was held on 15 March 2005  and ICANN senior legal and policy staff participated.  Following discussion on Recommendation 2 – and the Combined Task Force call on 23 March 2005 – progress was made on Recommendation 2.  The Recommendation is currently  being revised for circulation to the Combined Task Force to solicit constituency statements.  


Since the ICANN meeting in Capetown in December 2004, work in the WHOIS task forces has focused on the following:

· Mechanism to resolve conflicts between local law and ICANN contracts

· Examine option of tiered access

· Process for responding to accuracy complaints

· Considering how to act more promptly to WHOIS accuracy issues for narrowly defined set of circumstances

The three task forces were combined into one in February 2005. 
Task Force 1 – restricting access of WHOIS for marketing purposes  
Task Force I - Introduction

Task Force 1 was convened on 2 December 2003.  Its purpose, as outlined in the terms of reference
, was “to determine what contractual changes (if any) are required to allow registrars and registries to protect domain name holder data from data mining for the purposes of marketing The focus is on the technological means that may be applied to achieve these objectives and whether any contractual changes are needed to accommodate them.”
The focus was on the technological means that may be applied to achieve these objectives and whether any contractual changes are needed to accommodate them. The Task Force was given three milestones: collect the “needs and justifications” for WHOIS information for “non-marketing purposes, review general approaches to prevent automated data mining, and determine whether any changes are required in the contracts to implement an approach to prevent automated data mining. 

The Task Force prepared a survey seeking to identify non-marketing uses of WHOIS data, and the methods of accessing that data. A total of ten unique replies were received to the survey, four from Registrars, six from general respondents. The response to the survey was insufficient to be an effective tool for evaluating all non-marketing uses and needs for WHOIS data. 

The Task Force reviewed prior work on WHOIS privacy and access, reviewing the materials from the WHOIS workshops given during the Montreal ICANN meeting. 

Constituency statements were received from all GNSO constituencies, and from the At-Large Advisory Committee. Using the statements and other materials, the Task Force members worked prepared the Initial Report.
Task Force 1 Initial Report
The main findings of the TF 1 Initial Report are summarised below.  For further details, consult the full text of the report at:

http://gnso.icann.org/issues/WHOIS-privacy/WHOIS-tf1-preliminary.html 
Task Force 1 policy recommendations

1. Dependence on WHOIS Task Force 
The output of this WHOIS Task Force depends heavily on the output TF 2. The more sensitive the data the more value there is to the data, the more likely such data is to be mined, the more this impacts the privacy rights of individuals and creates an incentive for the registrant to make the data inaccurate. In such cases, there may be a need to restrict access to that data. 

2. Value of WHOIS Data
It is believed that if only data deemed to be non-sensitive were to be publicly displayed, the data itself has little value, is less likely to be data mined, and has little effect on privacy rights. Therefore, imposing restrictions on access to non-sensitive data may not be necessary.  However, there is still some value to the information and therefore, there may be a need for query limits to prevent denial of service attacks. 

3. National Law Applies
Restrictions imposed on access to WHOIS information do not necessarily address all the privacy implications or the entire problem of data mining.  Also, national law should be taken into consideration where applicable.

All Registries and Registrars are currently required to provide access to WHOIS information via web-based access and Port 43, regardless of their applicable national laws on privacy.  Some have argued that complying with ICANN Agreements has placed them in a position of choosing whether to violate their ICANN Agreements or violating national law. On the other hand, the Task Force noted that allowing each registrar or registry to rely on its own “national law” could have significant impacts on competition among registrars and even within the registries. Comment is sought by the Task Force on how to balance the requirements of national law with the ICANN mission of promoting competition. 

4. Identification of Requestor and Notification to Registrant
To the extent that data deemed to be sensitive are recommended to be publicly disclosed by WHOIS TF 2, then at a minimum the requestor of WHOIS information should be required to identify itself to the WHOIS Provider (i.e., the Registrar or the Registry [in the case of thick registries]) along with the reasons for which it seeks the data. 
Representatives from the Noncommercial, ALAC, Registrar and Registries Constituencies believe that such information should be made available to the Registrant whose WHOIS information is sought.  Representatives of the  Intellectual Property, Commercial and Business Users Constituency and Internet Service Providers disagree with the requirement that notice be provided to the registrant. They believe that an acceptable alternative to the notice requirement could be to require the preservation of some form of audit trail so that in the rare case in which WHOIS access were abused, it could be established who had made the request. The group recognizes, however, that an exception may need to be granted for certain law enforcement investigations (including civil investigations), who may need the information without having to provide the reasons to the Registrant. 

If this method is to be employed, the members of the Task Force believe that there should be some sort of authentication mechanism to prove the identity of the Requestor to minimize the chances for fraud. Otherwise, we can envision parties abusing the system in order to obtain the Sensitive Data of registrants. In addition, several members of the Task Force suggested that there should only be a limited number of “purposes” for which a Requestor could seek the Sensitive Data and that such purposes should be provided in the form of a multiple choice list. The Task Force seeks comment on this proposal.

The representatives from the Intellectual Property, Commercial and Business Users Constituency and Internet Service Providers disagree with the requirement that notice be provided to the registrant. They believe that an acceptable alternative to the notice requirement could be to require the preservation of some form of audit trail so that in the rare case in which WHOIS access were abused, it could be established who had made the request. According to the Intellectual Property representative, a notice requirement would substantially undermine the value of WHOIS data for a host of legitimate purposes; would be likely to add considerable cost and delay in obtaining access to WHOIS data and would do little if anything to discourage data mining. Finally, a notice requirement might entirely abolish anonymous access to WHOIS data, in direct contravention of the Task Force’s terms of reference, which state that “the task force should not study the amount of data available for public (anonymous) access for single queries.” 

5. Changes should apply to all forms of access 
Any recommended changes to access of WHOIS information need to be applied to all forms of access to WHOIS, whether Web-based, Port 43-based, or through any other mechanism. 

6. Future of Port 43 access
Based on input from the community, TF 1 has come to the conclusion that it is not possible to create technical restrictions under the current Port-43 specifications, that will limit port 43 access to a specific type of purpose; e.g., "non-marketing uses." We have concluded that any access restrictions imposed on Port 43 by TF1 will apply to any WHOIS user, regardless of their purpose. In order to prevent abusive data mining by some on Port 43, we are required to develop access restrictions on Port 43 that affect all users and all purposes. 

Currently, Port 43 does not provide a way for a requestor to identify him or herself or the reasons for which it is seeking the data.
If only non-sensitive data is displayed, there is little reason to change anything with respect to Port 43.  If sensitive data will be displayed, then Port 43 would not be able to provide the functionality described in Section 4 above.  Port 43 should, however, not be shut down completely. Unless other mechanisms are available to the Registrars to retrieve sensitive data, Port 43 should be available to Registrars solely for the purpose carrying out its obligations with respect to transfers of domain names between registrars. 
7. Automated Access to WHOIS 
Some members of the Task Force may not be fundamentally opposed to having an automated mechanism to retrieve sensitive data for approved Requestors with approved purposes provided that the Requestor is asked to sign (or "click") an electronic license agreement for the sensitive data promising: 

· To use the data for only the purpose(s) indicated;

· That the WHOIS data will not be used for marketing purposes; and

· That the Requestor shall be prohibited from compiling, leasing, sublicensing, reselling or otherwise transferring the data to any third party (except to comply with law). 

· The Requestor is identified to the WHOIS Provider;

· The Requestors identity and purposes for such information is disclosed to the Registrant. 

· The group recognizes, however, that an exception may need to be granted for certain law enforcement investigations (including civil investigations), only when notification of the registrant will defeat the purpose of the investigation. 

· The Sensitive Data is provided to the Requestor in human-readable format only (and not computer readable).
8. Approval Process for Automated Searches to prevent data mining 
If there were to be an automated process available to retrieve sensitive data, like that currently provided under Port 43, with the functionality described in Section 7 above, the group discussed two alternative methods of regulating access to sensitive data

White List. One would have a central authority (not a registry or registrar) approve entities that could use this automated process. This option became known as a "White List" of IP addresses. In this scenario, a White List would be created of Requestors that are believed to be non-marketing users of WHOIS information (i.e., Law Enforcement, Consumer organization, Intellectual Property Organizations, etc.) This list would be provided to the registries and registrars and only those Requestors sending requests through the automated process would be allowed to access the sensitive WHOIS information. Questions arose concerning (a) who would operate this White List, (b) what would be the criteria for being on this White List, (c) whether it was actually feasible to implement; (d) secondary use of access, and (e) a process for dealing with abuses. 

Individual Use List. The other alternative would approve specific individual uses of sensitive WHOIS data rather than giving blanket approvals to user entities. Each time a requestor wanted to gain access to WHOIS information it would submit an automated request to the WHOIS Provider. The Requestor would identify itself to the WHOIS Provider and also identify the specific purpose for which the data was requested (i.e., suspected trademark infringement, a desire to contact the domain name holder for sale of the name, suspected consumer fraud, etc.). This option would give all Internet users the same rights to access sensitive WHOIS data, but would require them to authenticate their identification. It would also require the creation of a "list of approved purposes" as described above. 

A minority of the Task Force constituencies, including those representing the Noncommercial Constituency and the At-Large Advisory Council believe the creation of a White List would be impractical and would place a large burden on the entity handling requests to be on the White List. In addition, they do not believe that any Requestor should be entitled to sensitive data unless retrieval of such information was pursuant to a formal request by law enforcement (i.e., subpoena). 

A majority of the Task Force constituencies, including those from the Commercial and Business users, ISPs, gTLD Registries and Intellectual Property Owners do not fundamentally oppose the “White List”, but believe that it is essential for those legitimate WHOIS users to obtain sensitive WHOIS information in a timely and reliable manner. Moreover, these representatives questioned whether the cost of implementing such a system would be one which could be borne by the current funding models, and encourage that a cost-benefit analysis be undertaken before any such system is approved and implemented.

Finally, if there is a “White List” or “Individual Use List,” the Task Force emphasized the need for a mechanism to be employed to authenticate the identity of the Requestor to the entity administering either alternative. 

With respect to the alternatives presented above, the Task Force sought comment on this entire section, including the following questions: 

· If there were a White List or Individual Use List, who would serve as the central authority that determines the eligibility for entities to be on these lists? 

· Does this same authority maintain the centralized white-list or Individual Use List database/system? 

· What are the criteria that the authority uses to determine who is eligible to be on either list? 

· Is there a limit of the number of entities that can be on the White or Individual Use Lists?

· Who pays for the implementation of either system? Would there be a contribution paid by the members of the either list? 

· If entities on the White or Individual Use List must give the reasons for their queries, how does (or can) that information be delivered to the registrants?

Other Considerations 
10. A technical means of providing tiered access could be use the IRIS protocol being developed by the CRISP working group of the IETF.  A comprehensive review of this technical solution be undertaken.  A more detailed effort is needed to identify any specific parties that need access. 

11. A cost benefit analysis should be done when considering any significant changes in WHOIS requirements. This analysis should include how the costs are distributed and who bears such costs. 

12. Finally, careful consideration should be given to the feasibility of registrars and registries implementing any proposed changes in WHOIS requirements including but not limited to enforcing such requirements, and that sufficient time should be allowed for any migration.
Constituency Statements
Documents detailing the impact on constituencies (i.e. financial impact and likely period of implementation) were not received from all constituencies. 
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At Large Advisory Committee
We recommend a simple two-tiered system:

Tier 1 – public access. Users who access a future WHOIS-like system anonymously get access to non-sensitive information concerning a domain name registration, to be defined in detail by task force 2. 

Tier 2 – authenticated access. Users who want to access a more complete data set (to be defined in detail by task force 2) need to reliably identify themselves, and indicate the purpose for which they want to access the data. The identity of the data user and their purpose is recorded by registrars and registries, and made available to registrants when requested. This information could be withheld for a certain amount of time if the data user is (1) a law enforcement authority that is (2) accessing the data for law enforcement purposes. 

Implementation remarks 
We do not recommend any particular implementation of this proposal, but note that "reliable identification" could be provided by commercially available SSL certificates. In general, we would favor implementation of our proposal in a dedicated protocol (such as IRIS) over implementation through Web forms.

Rationale
The key aspect for deciding whether access to data gathered by registrars can be given to a third party is the purpose for which this data is going to be used. Obviously, registrars have no way to verify the purpose for which WHOIS data is being accessed.

The best heuristic we know of is to hold data users accountable for their activities, and to put enforcement of purpose limitations into the hands of registrants. This can be achieved by reliably identifying data uses and putting their identity, contact information, and purpose indication in the hands of registrants.

At the same time, a tiered system -- if implemented reasonably -- could preserve the ability of data users to automatically access WHOIS data in reasonable quantities. Registrars, on the other hand, would be enabled to limit the amount of data any particular party can access in a given interval of time.

Identifying data users and their purposes would also enable registrars to comply with legal obligations to make this kind of information available to data subjects.

Discussion of other proposals
There have been suggestions that "automated access" could be used as a heuristic to determine illegitimate access. In this scheme, automated access is blocked by attempting to require human attention with all queries. One set of implementations of these kinds of tests is known as CAPTCHA.

There is evidence that automated access is also being used for legitimate purposes; on the other hand, there is publicly available information on how CAPTCHA-like tests are being circumvented in other contexts. The circumvention here is based on a fundamental design problem of CAPTCHAs. <http://boingboing.net/2004_01_01_archive.html#107525288693964966> 

One particularly popular CAPTCHA has been broken in academic more than a year ago, but is still being used by registrars. <http://www.cs.berkeley.edu/~mori/gimpy/gimpy.html> 

Accessibility problems posed by CAPTCHA-like tests are not fully understood by now; we note, though, that purely visual tests are insufficient from an accessibility point of view. <http://www.w3.org/TR/turingtest/>

In conclusion, CAPTCHA tests address the wrong problem, and they address it badly. We strongly recommend against going down this path.
2 Business and Commercial Users Constituency
In order to provide input to all three Task Forces (TF) and provide a broader statement from the Commercial and Business User Constituency (hereafter Business Constituency or BC), we have consolidated our input into a single document. 

Members of the Business Constituency use the Internet to conduct business. The Business Constituency is a constituency representing customers of providers of connectivity, domain names, IP addresses, protocols and other services related to electronic commerce in its broad sense. The BC membership includes corporations, entrepreneurs, and associations. 

The BC recognizes that the Internet is changing and evolving into a more commercial and widely used communication mechanism, and that the characteristics of the Internet users are also changing, over time. It is generally agreed that more and more users are registering domain names for a wider and wider variety of purposes. As the user characteristics are changing and the Internet is growing, it is important to keep in mind the key issues of Internet stability. The BC believes that accurate WHOIS data is an essential element to that core value. In examining the possibility of changes in the WHOIS, the BC believes that better mechanisms are needed to ensure accurate WHOIS data, while balancing the needs of the full set of stakeholders and affected parties. 

Principles for the use of WHOIS
Striking a balance among concerns and needs of the different stakeholders related to accuracy, reliability, access and privacy issues is the goal. This is consistent with the OECD Guidelines on the Protection of Privacy and Trans-border Data Flows of Personal Data, the international consensus, that works to strike a balance between effective privacy protection and the free flow of information. 

Purposes of Business User access to WHOIS
Business users access the WHOIS database to obtain registrant contact information for the following reasons: 

1. to verify the availability of a name they might wish to register

2. to thwart security attacks of their networks and servers

3. to validate the legitimacy of a website for transactions

4. to identity consumer fraud and cyber-scam incidents

5. to undertake routine reviews to protect their brands

6. to support UDRP and other infringement proceedings

7. to combat spam.

The BC's guiding principles related to WHOIS are: 

1. Accuracy and access. Accuracy and access to accurate data are the top priorities. Enforcement of accuracy requirements is essential. 

2. Use of data. It is key to find a balance between data use for legitimate purposes and avoiding unwelcome or illegal use.

3. Balance of Stakeholder needs. Any changes in access to WHOIS must be balanced across the needs of all stakeholders and take into account the costs to the registries/registrars to maintain more complex systems, as well as the burden on the legitimate users of WHOIS.

4. Marketing. WHOIS data should never be used for marketing purposes. This includes precluding the use of WHOIS data for marketing by the registry or registrar other than for services that are directly applicable to registration or other purposes that are not inconsistent with the original purpose [see OECD Guidelines] or for which the registrant has explicitly opted-in.

5. Scope. The focus for now should be ensuring a consistent system of WHOIS across generic top-level domain names. Any discussion of WHOIS policies that might affect WHOIS within country-code domain names should be addressed later and through the new Country Code Names Supporting Organisation. 

Task Force One: What contractual changes, if any, are needed to protect domain name holders from data mining for the purpose of marketing? 

The BC notes: 
· Concerns arise from marketing use. The BC has previously stated that marketing uses of WHOIS data should be prohibited. The basis of much data protection law is that data should only be used for the purpose directly applicable to registration or other purposes that are not inconsistent with the original purpose [see OECD Guidelines] or for which the registrant has explicitly opted-in. 

· Spam. Confusion exists today regarding whether and to what extent WHOIS data is used for the development of Spam. Data indicates that the involvement is small, but in any case, it is important to not allow contamination of the issues relating to WHOIS by the issue of spam prevention. Regardless of the limited degree of impact, mechanisms to limit any use should be supported.

The BC therefore proposes: 
· Eliminate marketing. The BC believes that WHOIS data should never be used for marketing purposes. This includes precluding the use of WHOIS data for marketing by the registry or registrar, other than for services which are directly applicable to registration or for which the registrant has explicitly opted-in.

· Limit access to Port 43 access. Although it does not appear that WHOIS is a significant contributor to Spam, the BC supports the limitation on port 43 access (an Internet-based access used by registrars and others) to discourage any use for that purpose. Also, this will limit uses of port 43 for other marketing purposes. 

· Creation of a White list approach for "legitimate use". There are legitimate uses of WHOIS, which should be supported, including uses facilitated by bulk access. Such uses include research, creation of third party value-added services, etc. The BC therefore supports the creation of a list of legitimate uses, and recommends that such uses be limited via registry/registrar/third party contract when bulk access is provided to such third parties. Specific conditions as to use should e specified in the contractual terms.

· The BC therefore proposes that the examination of such a white list process should be referred to Council for consideration as a policy development process. 
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Registries Constituency
It should be noted that much of what Task Force I does relies on what Task Force II does. If Task Force II makes a recommendation that no data other than non-sensitive data would be displayed, then privacy and data mining become less significant issues. If WHOIS just shows domain name, IP address, Registrar, creation and expiration date, data mining could be reduced to minimal levels and port 43 concerns could mostly disappear. Because Task Force I and Task Force II are working concurrently, this statement does not assume any particular conclusions from Task Force II.

Process Summary 
The gTLD Registry Constituency arrived at the positions described in this statement primarily through email discussions occurring from February through April 2004 supplemented to a small degree by discussions occurring as part of agendas for the in-person constituency meeting in Rome on 2 March 2004 and regular constituency teleconference meetings on 17 and 31 March 2004 and 7 April 2004. All constituency registry members were included in email discussions on the constituency list. Primary contributions were made by the following registry members: DotCoop (.coop), Global Name Registry (.name), Neulevel (.biz), Public Interest Registry (.org), SITA (.aero) and VeriSign (.com & .net). All nine registries participated in voting regarding specific elements of this statement and responses to questions discussed. 

Issue Analysis – impact on the constituency 
Operational Impact 
The operational impact of changes to WHOIS access requirements can be very significant on registries depending on what the nature of the changes are, whether the registry is thick or thin, what implementation time frames are required, available resources, etc. It should also be expected that operational impact can be significant for registrars, possibly even more than registries because the registrars are the custodians of the primary WHOIS information and are typically the interface with registrants and their contacts.

Registry and registrar WHOIS systems as they exist today are relied on by millions of users around the world so any changes will potentially affect many if not all of those users. Consequently, it is critical to also consider the operational impact on the various types of WHOIS users outside of the registry and registrar constituencies.

One specific operational consideration that must be considered is the following: until such time as other means are available for registrars to obtain contact information of registrants associated with other registrars, registrars will need access to WHOIS data regarding registrants and administrative contacts in order to be able to comply with the new Registrar Transfer Policy; registries and independent dispute providers will also need access to such data in order to fulfill their roles in the Transfer Dispute Resolution Policy.

Financial Impact
As with operational impact, financial impact to registries of changes to WHOIS access requirements would vary depending on what the nature of the changes are, whether the registry is thick or thin, what implementation time frames are required, etc. Until specific requirements are defined, it is not possible to quantify financial impact.

Some factors that could lead to increased cost for registries are: 

1. The need for manual intervention in providing WHOIS service

2. Requirements that increase the likelihood of automated WHOIS queries

3. Complex requirements that cannot be standardized across multiple registries

4. Policies that increase the likelihood of litigation and other forms of dispute resolution

5. Requirements to provide different WHOIS services for different localities

6. Requirements that conflict with local law and thereby create burden on registries for negotiations and legal fees

7. Changes to the publicly available information - many registrants use WHOIS for monitoring their registration information and a number of web hosting firms and ISPs use it to confirm registration of domain names; changes to publicly available information could shift additional work to the registry

Any WHOIS access requirement changes that increase the likelihood of any of these factors occurring can be expected to have financial impact. 

Implementation Timeframe Estimates 
Registries, large and small, will require full product development cycles to implement any significant changes to WHOIS systems. These cycles vary by registry but can be longer than six months after final requirements are defined. Registrars also have similar requirements. 

Because so many applications rely on WHOIS information, advance notice must be provided to the community at large to allow sufficient time for such applications to be modified to accommodate changes. Because of the widespread global use of WHOIS information, it is not unreasonable to expect that at least six months notice should be given to the Internet community for any significant changes to WHOIS access.

Questions discussed by the constituency:
The gTLD Registry Constituency specifically raised and discussed six questions relating to the work of WHOIS Task Force 1. Summaries of the responses to the questions are provided below. 

Question 1: What types of access should be made available for viewing WHOIS information? (Web-based access, Port 43, Bulk Access, etc.) 
	Question 1 Response
	% Agree
	Comments

	Web-based WHOIS access should be at the discretion of any registry/registrar
	78%
	No registries opposed this; two abstained. 

For web-based WHOIS, access control is more limited than port 43 or IRIS. Web-based WHOIS seems most appropriate for a registry’s or registrar’s customers. 

Web-based WHOIS operates on a different port than both the Nicname/WHOIS protocol (port 43) and the CRISP Working Group's new protocol, IRIS. For web-based WHOIS, access control is more limited than port 43 or IRIS. Web-based WHOIS services use the Nicname/WHOIS protocol (and in the future, possibly IRIS) to gather WHOIS information from other registrars and registries. It is very difficult for web-based WHOIS services to gather information from other web-based WHOIS services. Therefore, at a minimum the Nicname/WHOIS service on port 43 or a protocol like IRIS must be kept open. However, it should be noted that the Nicname/WHOIS service does not provide adequate controls for tiered access. 

	Any implementation of WHOIS access should permit registries to customize WHOIS access to applicable law. 
	100%
	 

	Web-based and port 43 WHOIS service should not be required of registries and registrars as it is in current agreements with ICANN. (status quo)
	100%
	 

	Port 43 WHOIS access should only be required if it can be implemented to accommodate privacy legislation in the country where the registry operates. 
	100%
	The CRISP IRIS protocol may be able to accommodate this concern. 

	Bulk access should not be allowed for marketing purposes. 
	100%
	 

	WHOIS bulk access should not be required as it is under current unsponsored registry agreements. 
	89%
	No registry opposed this; one abstained. 

Legal restrictions are an important part of an answer to question 1. For example, sponsored registries cannot provide Bulk Access to WHOIS to anyone except ICANN no matter what the outcome of the task force. 

Privacy considerations are coming to the fore more and more both on a national and European level and any opinion we volunteer on access to WHOIS is intimately connected to the legal restrictions of registry jurisdiction. 

IP community or law enforcement may need bulk access or something like it. 

	We recognize that certain parties (e.g., law enforcement, IP) may at times need to have better access to WHOIS. We suggest that a technical solution be identified which allows legitimate parties to search for the information they need, without requiring registries to turn over all data they have in the WHOIS (i.e., current bulk access). IRIS could be considered as a potential technical solution.
	55%
	Only five registries voted on this response; all five supported it.

	As restrictions are and likely to remain standardized, it would be good to consider standardizing the request format too. With regard to access for registrars, an ICANN-administered registry of authorized IP numbers would be useful. 
	100%
	 

	Non-registry and non-registrar access should be on a need-to-know basis and limited to users that can demonstrate a legitimate need for the information. For example, law enforcement agencies with an appropriate legal basis for a request, e.g., a subpoena, should be able to have access to personal information when necessary for law enforcement purposes. Intellectual property researchers should have access subject to agreements limiting its use. 
	78%
	Only seven registries voted on this response and all of them supported it.



Question 2: What has been the effect on registry systems of having to make available WHOIS information via Port 43 and the web? 
	Question 2 Response
	% Agree
	Comments

	The effect on registry systems varies by registry. There has been little or no effect on the thin registry WHOIS offered for .com and .net. Larger thick registries have experienced operational problems arising from very high rates of requests on port 43, thereby requiring monitoring and maintenance of requisite servers. Smaller registries have not experienced significant negative impact.
	89%
	One registry, RegistryPro, abstained because it has not yet experienced these problems, but such issues are anticipated after launch. 



Question 3: Have we noticed a problem with data mining? If so, do we have any facts to support this?
	Question 3 Response
	% Agree
	Comments

	Registry WHOIS data mining tends to be more significant with larger thick registries. Data is available to support problems incurred. Some registries have received spam complaints from registrants.
	89%
	One registry, RegistryPro, abstained because it has not yet experienced these problems, but such issues are anticipated after launch. 



Question 4: If the answer to 3 is yes, have we instituted any mechanisms to deal with such mining (i.e., put in speed bumps on Port 43, or a cloudy GIF on web-based access? If yes, what has been the effect of instituting these measures? 
	Question 4 Response
	% Agree
	Comments

	Registries have instituted the following types of mechanisms to deal with data mining: 1) limitations on port 43 access; 2) timeouts which temporarily block high-rate users; 3) reduced returns on wildcard queries; 4) system tuning; 5) blocking IP numbers of large-volume abusive requests; and 6) rate controls. Publication of the delete pending list for registrars as required for RGP resulted in reduced mining for some registries.
	89%
	One registry, RegistryPro, abstained because it has not yet experienced these problems, but such issues are anticipated after launch. 

	Registries must be allowed to 
Implement anti-data-mining controls. Because restrictions have unpleasant side-effects for innocent parties, including registries and registrars, standardization of anti-data-mining practices should be considered to minimize undesirable side effects. 
	100%
	 



Question 5: Is it feasible to have tiered access to WHOIS information (i.e., only some groups being able to use Port 43, while all others using web based access)? If so, how could that be implemented? What are the pros and cons? What issues would still need to be worked out? 
	Question 5 Response
	% Agree
	Comments

	Yes, it is feasible to have tiered access to WHOIS information. 
	100%
	The biggest burden with doing tiered access lies in the administration of authorization and authentication and not within the logistics of writing or running the service itself. IRIS will have specific mechanisms to allow registries/registrars to off-load this burden to policy-management entities (note: the protocol does not mandate the use of these mechanisms). This is important as it allows consistency of tiered access within a policy jurisdiction. Without such consistency, tiered access is much less useful. 

The two-tier WHOIS as described would require coordination between registries and registrars to avoid confusion amongst the relevant parties. Any moves toward tiered access would need to take into account the parties and their use of WHOIS information, i.e., the question of legitimate parties. 

	ICANN should administer an access rights database to WHOIS information, with appropriate separate treatment for different TLDs where necessary. 
	100%
	The issue of data privacy will inevitably lead to restricting WHOIS access and eventually create a situation where certain parties will have "better" access than others to WHOIS data. 

Providing a centralized administration of access rights will reduce a burden on each individual registry and move the responsibility for granting the access rights to the party which prescribed it. 

It is not clear that ICANN should administer access to WHOIS; registries should do that; but it does seem like it might be desirable for ICANN to authenticate access rights based on community input. 

	WHOIS policy decisions should be based on the technologies that will be available (e.g., IRIS) not just those that exist today - port 43 WHOIS and "cloudy gif images". 
	89%
	No registry opposed this; one did not vote. 

CRISP's protocol documents ("IRIS") have finished last call in the working group and are now being sent to the IESG for their review and comment. 

	The WHOIS framework must provide ways for registries and registrars to ensure that they can comply fully with their local legislation requirements. For example registries and registrars operating in Europe must be able to comply with European data regarding personal data processing. 
	89%
	No registry opposed this; one did not vote.


Question 6: In other words, how can we ensure that legitimate parties (however that is defined) have access to WHOIS information, but also reduce data mining and the burdens on our systems?
	Question 6 Response
	% Agree
	Comments

	The objectives of WHOIS must be clearly defined before the problem of data mining can be addressed. 
	100%
	  

	Identification of “legitimate parties” is a core problem. 
	100%
	 

	The question for a TLD registry is not just whether it can develop its own side of the IT solution, it must be sure that users (e.g., registrars and registrants) can comfortably follow. 
	100%
	 


Concluding statements: 
1. It is essential to deal with the paramount concern of personal privacy along with the needs of intellectual property and law enforcement as limited exceptions to the protection of privacy. 

2. We recognize that certain parties may at times need to have access to a number of elements listed in the current form of WHOIS. A technical means of providing this tiered access (i.e., allowing these parties to access the information, while preventing others from getting the information) could be through the IRIS protocol developed by the CRISP working group of the IETF. When finalized, we believe that a comprehensive review of this technical solution be undertaken. We believe a more detailed effort is needed to identify any specific parties that need access to selected elements and what information should be obtained about such access.

3. Cost benefit analysis should be done when considering any significant changes in WHOIS requirements.

4. Careful consideration should be given to the feasibility of registrars and registries to implement any proposed changes in WHOIS requirements including but not limited to enforcing such requirements. And sufficient time should be allowed for any associated migration.

5. The WHOIS framework must provide ways for registries and registrars to ensure that they can comply fully with their local legislation requirements.

4
Intellectual Property Constituency

This statement responds to the issue identified in the purpose statement of the terms of reference for Task Force 1, see http://gnso.icann.org/issues/WHOIS-privacy/tor.shtml 

The purpose of this task force is to determine what contractual changes (if any) are required to allow registrars and registries to protect domain name holder data from data mining for the purposes of marketing. The focus is on the technological means that may be applied to achieve these objectives and whether any contractual changes are needed to accommodate them. 

IPC opposes data mining of WHOIS for the purpose of marketing, although we believe there is strong evidence that WHOIS data is not a significant source of addresses for spam. Nevertheless, IPC supports, in principle, the use of query volume limitations on Port 43 access in order to discourage such practices. The uses for which trademark and copyright owners need access to domain name WHOIS do not ordinarily require the extremely high query volume levels that generally would be needed to mine the database for marketing purposes. Being supportive of the debate, the IPC submits that any changes in practice or regulation have to be designed in a manner that does not inadvertently have detrimental effects on the legitimate use of WHOIS. Based on the work of Task Force 1, we remain confident that this goal is feasible and can be achieved. To this effect, any effective technical/policy solution in the area of discouraging data mining of the domain name WHOIS database must take a number of points into account, including the following: 

· Any provision should maintain and ensure availability of unhampered access to Port 43 for legitimate applications (such as research services) that require high volume access to domain name WHOIS for use in creating value-added products and services that are of great value to the intellectual property community and to the business community in general. As long as enforcement of the RAA provisions regarding bulk access to WHOIS remains almost non-existent, availability of port 43 access is essential in assuring the viability of these services. 

· Adequate provision must be made for intermediaries which aggregate low-volume requests from end-users into a relatively high volume of queries through Port 43. 

· A solution must identify realistic volume break-points between low-volume queries via Port 43 that should remain unrestricted, and a very high volume of queries that could, in principle, require an efficient and workable form of disclosure to registrars (or registries in the thick registry model) of the uses to which query results would be put. 

· The solution should also preserve the unrestricted availability of WHOIS queries through a web-based interface, and the status of Port 43 as a service available free of charge. 

· The solution must be accompanied by proactive enforcement of the obligation to make bulk access available. 

· Finally, the solution must also address questions of scalability, particularly in the thin registry environment. 

IPC does not currently take a position on whether or not the introduction of a solution as described above would require contractual modifications. 

IPC would be interested in participating in an ongoing effort to develop such a solution. We propose that this effort be conducted by a small group representing all directly affected interests, on a realistic timeframe, and in a manner that will encourage candid consideration of the technical issues involved, all subject to final review by ICANN. 


5
Internet Service and Connectivity Providers 
The ISPCP Constituency is strongly in favor of limiting access to WHOIS data in respect of privacy concerns, and does not see any legitimate purpose for access to bulk data for marketing purposes. ISPCP members spend tremendous resources to combat spam delivered through their networks and to their subscribers. Even minimal use of WHOIS data for marketing should be prohibited and further steps should be taken to enforce current policy limiting such use. However, the ISPCP opposes the notion that WHOIS data is not intended for enforcement purposes and that private parties do not have legitimate need for ready and efficient access to the data. 

The ISPCP Constituency proposes that in light of the foregoing interests: 

· In light of small and regional ISPs' reliance on Port 43 access, the ISPCP Constituency believes its use ought to be preserved at this time. However, its use should be strictly limited by non-technical means such as rate limiting. In the long term, we strongly discourage its continued use. 

· A general agreement would be useful on the types of uses that are legitimate and should be continued.

· Any proposed solution should include such legitimate access, including Web based queries and be scalable.

· ICANN staff should undertake development of a uniform access policy that is enforced - in addition, compliance procedures for such a policy should be implemented. 

· The ISPCP rejects the notion that the purpose of WHOIS data is not intended for tracking registrants that are in the business violating laws or deceiving end users and thus, should not be used for any purpose beyond technical reasons.

6
Noncommercial User Constituency

WHOIS Task Force 1 (TF1) deals with the relatively narrow issue of restricting marketing users' access to WHOIS data through means other than bulk access under license. 

NCUC notes, however, that the results of WHOIS TF1 may have implications for the other task forces, and vice versa. Our approach to TF1 takes this into account and will be guided by the following principles: 

1. First and foremost, NCUC thinks it imperative that ICANN recognize the well-established data protection principle that the purpose of data and data collection processes must be well defined before policies regarding its use and access can be established. The purpose of WHOIS originally was identification of domain owners for purposes of solving technical problems. The purpose was _not_ to provide law enforcement or other self-policing interests with a means of circumventing normal due process requirements for access to contact information. None of the current WHOIS Task Forces are mandated to revise the purpose of the WHOIS directory. Therefore, the original, technical purpose must be assumed until and unless ICANN initiates a new policy development process to change it.

2. Second, based on input from the community NCUC does not believe it is possible to develop technical mechanisms that can restrict port 43 or port 80 access only to a specific type of purpose; e.g., "non-marketing uses." Access restrictions imposed by TF1 will inevitably apply to any WHOIS user regardless of purpose. Moreover, restricting Port 43 access while leaving Port 80 open will only drive the automated processes to Port 80. Therefore we question whether TF1 can achieve anything of value. 

3. Third, given the limited scope of TF1, we think it important for the task force to refrain from making judgments about the legitimacy of, justifications for, or "need" for any non-marketing uses. It is outside the scope of TF1 to make any such determinations. Accordingly, we will oppose any access restriction policy based on classification of users. 

4. Fourth, we note that automated scripts or programs using port 43 are effectively a substitute for bulk access. According to George Papapavlou of the European Union, under data protection law bulk access is a "disproportionate, privacy infringing step, unless a very convincing, specific case can be made which has to be followed by due process. This applies not only to marketing but to any purpose." Therefore, a policy determination on port 43 access is best made in conjunction with a determination on bulk access, even though this is ruled out of scope by the task force's description of work.

5. Fifth, the best way to stop abuse of ports 43 or 80 is to get data that is valuable to spammers out of the public WHOIS database. Data that is in WHOIS will be accessible to lots of people; therefore, privacy concerns require getting data out of WHOIS or reducing access to it for all. This is, of course, a matter for WHOIS Task force 2, dealing with data elements. 

6. Our participation in the entire WHOIS process will try to make sure that minor modifications in port 43 (or 80) access do not become an excuse for doing nothing else to protect Internet users' privacy. 

Supplemental Statement submitted on May 9, 2004 
NCUC opposes on principle the concept of a "White List" of authorized report of TF1, or that the lack of consensus on this idea be noted. If the latter route is taken, we ask that the following analysis of the reasons against the concept be afforded equal treatment in the report with the description of a White list and any reasons advanced for it. 

Analysis 
As we understand it, a "White List" is intended to give certain approved users the right to access sensitive data via port 43 (or other means). Organizations would apply for approval and once they were placed on the White list they could search, store and download sensitive WHOIS data, without any further restriction.

This concept is unacceptable to NCUC for the following reasons: 

1. The concept is impractical. Creating such a list would add a huge operational burden to ICANN. There are hundreds of millions of Internet users and they come from every geographic region and language group, and involve data use purposes ranging from academic research to IP enforcement. ICANN would in effect be setting up a global certification process that had to be able to respond to all this diversity. If ICANN did this task conscientiously, the administrative burden would be huge. Not only would it have to investigate the legitimacy of each applicant, it should in principle also be able to constantly monitor the behavior of approved entities to make sure that they were not abusing their privileges. It would have to be willing to withdraw the privilege, and handle disputes and appeals relating to that.

If ICANN did not do this task conscientiously, if it simply added entities pro forma to the list whenever they applied, then there is no reason to create the list at all. Anyone and everyone could get the status, which is no different than opening up all WHOIS information to everyone. 

2. The concept is discriminatory. The right to access WHOIS data must be balanced against the privacy rights of the domain name registrants. Once the proper balance is struck, all Internet users should have the same rights to access WHOIS data under the same terms and conditions. Intellectual property interests have no greater claim on that information than anyone else. The White List, in our opinion, is designed to create a two-class world of the spied-upon users, who have no rights, and privileged, surveillance- authorized users, who are permitted to spy on registrants.

3. The concept violates international privacy norms. A White List would give any approved user the equivalent of bulk access to WHOIS zone files. According to George Papapavlou of the European Union, under data protection law bulk access is a "disproportionate, privacy infringing step, unless a very convincing, specific case can be made which has to be followed by due process. This applies not only to marketing but to any purpose." In other words, no one has the right to fish through sensitive personal data just to see if they can find anything of interest. But a White List would grant this right.

4. The White List concept is unnecessary. Under the proposals supported by registrars, NCUC, and ALAC, the concept of a known user with a known purpose making a request for each individual domain name she wants to investigate can give legitimate users and purposes access to the information they need without creating a centralized administrative entity and without violating privacy. 

7
Registrars Statement

The registrars' policy recommendation for the Restricting Access/Data Mining WHOIS task force (TF1) has a great dependency on the results of the data collected and displayed (WHOIS task force (TF2)). If for example, the TF2 determines that the data to be displayed, especially via port-43, is limited to non-sensitive information ("non-sensitive information" defined as the domain itself, name servers, organization-names, and the registrar-of-record) and does not include personally identifiable information, then the information to be mined will be of less value to miners and hence, mining will be reduced. On the other hand, if the TF2 determines that sensitive information ("sensitive information" defined as, but not limited to, person-names, street addresses, phone and fax numbers, and email addresses) is to be displayed, then there will be a great incentive to mine the data because it will be more valuable. There is also a dependency on TF3, because if accuracy requirements are made more exacting, and at the same time, this far more accurate and current data is mandated to be displayed, then it becomes even more valuable, which further increases the motivation for mining. The potential rate of mining is a concern not only to the registrants, whose sensitive data is taken by miners, but also to registrars, for whom this has significant business implications. 

WHOIS data is the registrant’s information. It should remain in the control of the data subject as much as possible. As the WHOIS data moves away from the registrants to the registrars and further, to “thick” registries, and to even more distant (and un-identified) 4th and 5th parties, the registrant loses more and more control. As the public has learned more about how their information is abused, customers have begun to demand more privacy for their information and to object to such loss of control to parties with which they have no relationship or contact. Customers are not happy about their registrars publishing their sensitive WHOIS data because registrars can not guarantee that the “4th and 5th” parties would treat the data in a manner consistent with the policies and laws under which it was collected. 

Requiring registrars to make data available to parties that they can not bind to any standards or restrictions flies in the face of registrars’ responsibilities to their customers. Registrars are in the untenable position of having to comply with directly contradictory requirements – from ICANN, and from their customers and national privacy laws. As the WHOIS information is passed to these other entities, more access policy-control problems are created (because there are geometrically more locations at which to mine the data). Because the registrars are closer to the registrants, their customers, registrars are in the best position of protecting their customers’ data, per the permissions provided by the registrants. To protect their customers, registrants strongly advocate for the ability to maintain data control. This means the right to display only non-sensitive information to the public, while providing appropriate limited access to the sensitive information. This also means providing only non-sensitive information at the registry level.

If TF2 determines that sensitive information must be displayed on the Web, the registrars support a policy whereby registrars may: 

1. Shut off port-43 access to the public. This requires a definition of certain issues: 

· Who is the "the public" 

· Who has access 

· Registrars must be granted access to port-43 WHOIS, in standardized format, but only for the purposes of performing transfers and only for so long as all gTLD registries are not EPP (thick or thin) or until another inter-registrar transfer mechanism replaces it.

· The identities of the non-public requestors must be known to the registrars and may be recorded by the registrars so that it can be communicated to the registrants in appropriate circumstances.

· The requestor must have a defined, valid purpose for each request and that purpose must be known to the registrars and may be recorded by the registrars so that it can be communicated to the registrants. Some registrars believe a valid purpose exists currently and some do not.

· The requestor cannot act as a proxy 

· Port-43 query rate limiting must be allowed to protect against mining, but the level of the limit must be determined.

2. Display the WHOIS information on a publicly accessible web site, but only in a manner such that the information cannot be easily mined, and consistent with the policies and governmental laws under which it was collected. It is the registrars' real-world experience that CAPTCHA systems (systems that perform checks for humans, such as requesting a person to type in number to access a single WHOIS record) and other systems (such as tracking the number of queries from a particular IP address), though imperfect, do work to greatly reduce automated data mining of the WHOIS via the web. Registrars must continue to be allowed to use such systems.

3. Continue to provide "identity protection" products to registrants.

The safeguards established for Port 43 access must be put in place for all analogous access points. All of the following access points provide a miner with access to all, or a large portion, of the WHOIS database of many registrants' sensitive information. 

1. Mining of registrar's port-43 output

2. Mining of fat registry's port-43 output

3. Mining a 3rd party's port-43 that proxies access to any registrar's or registry's port-43 output

4. Mining the registrar's web-based display of WHOIS information

5. Mining the fat registries web-based display of WHOIS information

6. Bulk access 

Therefore, they are the same, and any safe guard policies and controls put in place for one access point must be in place for the others. (For example, if the identity of the requestor (and purpose, lets say) must be known for bulk access, then it also must be known for mining (high query rate) of port-43.) 



Public Comments Report
Full public comments on WHOIS Task Force 1 Initial Report available at:

http://gnso.icann.org/mailing-lists/archives/WHOIS-tf1-report-comments/
The first comment was received on 9 June, 2004, and the final one on 5 July, 2004.  
Summary of public comments

	Topic
	Support

	In support of limiting access to sensitive information


	5 individuals
CIPPIC

PeaceNet Korea
EFF

	Concerns with limiting access to sensitive information

 
	PFIR

ASCAP

Viacom

AIPLA

eBay

Time Inc.

HBO



	In favour of bulk access


	0

	Concerns with bulk access

 
	2 individuals
PeaceNet Korea

	Concerns with providing notice to registrants when WHOIS inquiries are made

 
	INTA
PFIR

CCDN

Viacom

AIPLA
Time Inc.

HBO
 

	Support providing notice to registrants when WHOIS inquiries are made
(2 parties also said registrants should have to give consent for the release of personal data to third parties.)


	2 individuals
CIPPIC

PeaceNet Korea

World Privacy Forum and Privacy Rights Clearinghouse

EFF



	In favour of tiered access


	CIPPIC



	Concerns with tiered access

(NB IP Constituency views on tiered access did not oppose tiered access in principle but raised concerns about implementation and stressed the need for accessibility to be identical to current practice.)

 
	INTA

CCDN

Viacom

AIPLA

eBay

HBO

Time Inc.



	In favour of White List


	1 individual



	Concerns with White List


	INTA

PeaceNet Korea

CIPPIC

1 individual


Three explanatory points:

· Not all task force findings or recommendations were raised by commenters.  Accordingly, the table above does not mirror the task force report’s summary findings or recommendations.  

· ‘Concerns with’ a proposal include opposition to the proposal and also responses that do not dismiss the proposal outright but raise serious questions regarding implementation. 

· Two submissions – from the American Library Association and from the SIIA – were in an unreadable format and are being requested from their writers. 

Developments following the Initial Report
A joint meeting of WHOIS Task Forces 1, 2, and 3 was held during the ICANN Meeting in Kuala Lumpur on July 20 2004: 

Tiered Access - many questions were raised regarding the approach to and implementation of tiered access.  It was decided that much more discussion was needed. 
Task Force 2 –   data collection and display
Task Force 2 - Introduction
Task Force 2 was convened on 2 December 2003.  Its purpose, outlined in its terms of reference
, was to determine: 

a) 
What is the best way to inform registrants of what information about 
themselves is made publicly available when they register a domain name 
and what options they have to restrict access to that data and receive 
notification of its use?

b) 
What changes, if any, should be made in the data elements about 
registrants that must be collected at the time of registration to achieve an 
acceptable balance between the interests of those seeking contact-ability, 
and those seeking privacy protection? 

c) 
Should domain name holders be allowed to remove certain parts of the 
required contact information from anonymous (public) access, and if so, 
what data elements can be withdrawn from public access, by which 
registrants, and what contractual changes (if any) are required to enable 
this? Should registrars be required to notify domain name holders when 
the withheld data is released to third parties? 


Task Force 2 Initial Report
The recommendations of the TF 2 Initial Report are summarised here.  For further details, consult the full text of the report at:

http://gnso.icann.org/issues/WHOIS-privacy/WHOIS-tf2-preliminary.html 
Task Force 2 policy recommendations

3.1
Notification and Consent

ICANN should: 

a) incorporate compliance with the notification and consent requirement (R.A.A. Secs. 3.7.7.4, 3.7.7.5) as part of its overall plan to improve registrar compliance with the RAA. (See MOU Amendment II.C.14.d). 

b) issue an advisory reminding registrars of the importance of compliance with this contractual requirement, even registrars operating primarily in countries in which local law apparently does not require registrant consent to be obtained.

c) encourage development of best practices that will improve the effectiveness of giving notice to, and obtaining consent from, domain name registrants with regard to uses of registrant contact data, such as by requesting that GNSO commence a policy development process (or other procedure) with goal of developing such best practices.

3.2
Proxy Services

The Task Force considered a proposal by the non-commercial users' constituency to strike section 3.7.7.3 of the RAA based on privacy and anonymity concerns. Concerns with proxy services were also raised with respect to issues surrounding the far-reaching control that proxy registration service providers can exercise over registrations: In the typical “proxy” setting, the service provider enters into a registration agreement and then sub-licenses the domain name to the “actual” registrant.
There was no agreement on the task force to recommend any modifications to existing ICANN policies regarding proxy services based on the information available to the Task Force.  Instead, through an appropriate mechanism, further research should be conducted on the use of “proxy registration services” within the framework of Sec. 3.7.7.3 of the RAA, including but not limited to the following issues:

· the rate of uptake of such services, their cost, and consumer response to them;

· what steps are taken to ensure the proxy service provider collects (or has immediate access to) accurate, complete and current contact information on all registrants taking advantage of such services?

· the circumstances under which contact information of the actual registrant is disclosed pursuant to the RAA provision (i.e., the “evidence of actionable harm” scenario) and the consequences of such disclosures;

· how registrants are notified when the withheld data is released to third parties;

· the impact of such services on registrar portability; 

· scalability of such services;

· concerns raised by customers regarding disclosure of data;

· complaints about registrar proxy or 3rd party proxy services, including complaints to or by law enforcement officials;

· contractual terms between registrants and proxy services. 

· effect of proxy situations on the stability of domain name registrations – what happens when a proxy goes out of business, and the “actual” registrant is unknown to the registrar? 

· Usefulness of proxy services to enable anonymous free speech.

The results of such research could be used to:

· develop a set of best practices for the operation of such services; and/or

· initiate a policy development or other appropriate process toward changing the terms of Sec. 3.7.7.3, if warranted. 

Further work should also be conducted on the feasibility of requiring registrars to provide e-mail forwarding services to registrants, and the impact of such a requirement upon registrant privacy and contactability. As a first step, the research agenda outlined above could be expanded to study the operation of such services to the extent they exist today. 

3.3 
Local Law

ICANN should develop and implement a procedure for dealing with the situation where a registrar (or registry, in thick registry settings) can credibly demonstrate that it is legally prevented by local mandatory privacy law or regulations from fully complying with applicable provisions of its ICANN contract regarding the collection, display and distribution of personal data via WHOIS. The goal of the procedure should be to resolve the conflict in a manner conducive to stability and uniformity of the WHOIS system. 
In all cases this procedure should include: 

· Written notification by the affected registrar/registry to ICANN with a detailed report which includes but is not limited to: 

· The law or regulation that causes the conflict.

· The part of the WHOIS obligation in question.

· The steps that will have to be taken to cure the conflict.

· If data elements are removed this must be notified to the requester by the insertion of standardized notice in the WHOIS results advising the requester of the problem and, if possible, directing requester to another source or alternative procedure for obtaining access to this data element.

· Prompt notification from ICANN to the public informing it of the change and of the reasons for ICANN’s forbearance from enforcement of full compliance with the contractual provision in question. 

· The changes must be archived on a public website for future research

· Except in those cases arising from a formal complaint or contact by a local law enforcement authority that will not permit consultation with ICANN prior to resolution of the complaint under local law, the procedure should be initiated using the following steps:

· prompt notification by the affected registrar/registry to ICANN with detailed summary of the problem arising including: 

· The law or regulation that causes the conflict.

· The part of the WHOIS obligation in question.

· consultation by the registrar/registry with ICANN and other parties (which may include government agencies) to try to resolve the problem/ remove the impediment to full compliance with contract.
3.4
 Collection of Data

The Task Forces makes no recommendation with regards to the collection of data at this time.
3.5
Publication of Data

The task force believes that a system that provides different data sets for different uses (also known as "tiered access") may serve as a useful mechanism to balance the privacy interests of registrants with the ongoing need to contact those registrants by other members of the Internet community. The task force believes that such a system should be based on the following principles:

a) Technical and operational details about the domain name should continue to be displayed to the public on anonymous basis. Providing some basic contact information (possibly limited to the name and country for both the registrant and administrative contact) may also be appropriate in the interest of balancing contactibility and privacy concerns for publicly available information. Further contact details for the registrant and administrative contact would only be available in one or more protected tiers.

b) Registrants should have the option to direct that some or all of their protected data be displayed to the public. 

c) Those meeting the requirements and identifying a legitimate use to access protected information should be able to obtain it in a timely manner.

d) Those seeking access to protected information should identify themselves in a verifiable manner. Once identified, the user would be issued a portable credential, rather than needing to verify their identity on a registrar-by-registrar (or even registry-by-registry) basis.

e) The system should be affordable, both for implementers and users.

f) Registrars and registries should continue to have full access to the WHOIS data for technical and operational purposes.

However, the task force also identified several questions that still must be answered before a tiered access system can be implemented. Specifically:

a) What process of notification to registrants, if any, should take place when their protected data is accessed other than in circumstances required by law or contract (e.g. the provision of contact to UDRP providers during a UDRP dispute, or to another registrar during a transfer)?

b) What contact data should be shown in the protected tier? How will the data compare with what is now available? How will the accuracy compare with what is now available?

c) What are the mechanisms available for identifying and authorizing those requesting access to protected information? Are those mechanisms fast? Are they affordable? Are they online? Who will administer them, using what criteria?

d) How will the costs of implementing a tiered access system be borne?

e) Will existing technology standards (such as CRISP) would support such a system? If so, how?

Other information

An annexe to the initial task force report contains the following information:

· Questionnaires developed by the task force for each of the GNSO’s constituencies, the GAC, the CNSO launching group, and CENTR.

· Data gathered as a part of previous ICANN-related WHOIS initiatives.

· A survey conducted by ICANN staff of data collection and consent practices by large ICANN-accredited registrars.

· Some third party studies of national laws and regulations

Public comments report
Public comments on WHOIS Task Force  Preliminary Report are available at:

http://gnso.icann.org/mailing-lists/archives/WHOIS-tf2-report-comments/
The first comment was received on 9 June, 2004, and the final one on 6 July, 2004.  

Summary of public comments

	Topic
	Support

	Supporting strengthened conspicuous notice 


	World Privacy Forum

CCDN

CIPPIC



	Supporting tiered access


	World Privacy Forum

PeaceNet Korea

 

	Concerns with tiered access

 (N.B. IP Constituency views on tiered access did not oppose it but raised concerns and stressed the need for accessibility to be identical to current practice.)
	INTA

CCDN

Viacom

AIPLA

eBay

HBO

Time Inc.

 

	Support further exploration of mechanism to resolve conflict between RAA and national privacy laws


	PeaceNet Korea

CCDN

 

	Support uniform process regarding data protection in national laws


	INTA

ASCAP



	Support further exploration of proxy services

 
	PeaceNet Korea

Viacom

INTA

CCDN

Viacom



	Support ‘false WHOIS penalty’


	INTA

	Oppose ‘false WHOIS penalty’

 
	PeaceNet Korea


Three explanatory points:

· Not all task force findings or recommendations were raised by commenters.  Accordingly, the table above does not mirror the task force report’s summary findings or recommendations.  

· ‘Concerns with’ a proposal include opposition to the proposal and also responses that do not dismiss the proposal outright but raise serious questions regarding implementation. 

· One submission – from the SIIA – was in an unreadable format and is being requested from their writers. 

Developments following the Initial Report
On 30 November 2004, Task Force 1 and 2 produced Recommendation 1 - Recommendations for improving notification and consent for the use of contact data in the Whois system
.  

Recommendation 1 was presented to the GNSO board during the GNSO public forum at the ICANN meeting in Capetown in December 2004.  The GNSO Secretariat put out a call for constituency statements on 22 December 2005, with a submission deadline of 31 January 2005
.  
2
Commercial and Business User Constituency

PROVISIONAL COMMENTS OF THE BC
The BC membership has reviewed the comments provided and we are submitting these as the provisional comments, while we conclude the validation of our membership. That will be completed shortly. We do not expect changes to these comments, however. Thus, these comments can be taken as the input of the BC.

The BC has several questions about the proposed recommendation which are described below, along with some suggested modifications; however, the BC fully supports the general intent of the draft policy recommendation. 
Suggested changes or requests for clarification are noted below, embedded in a copy of the recommendation. Immediately following our suggested changes are further comments and suggestions. 

Suggested modifications to the Proposed Policy: 

1. Registrars must ensure that notices regarding availability and possible third-party access to personal data associated with domain name registrations actually be presented to registrants during the registration process in a manner that is easily visible and distinct to the registrant.   Linking to an external web page is not sufficient.

2. Registrars must ensure that these notices are set aside from other provisions of the registration agreement if they are presented to registrants together with that agreement. 

Alternatively, registrars may present data availability and data access notices separate from the registration agreement, as long as the registration cannot be completed until there is acknowledgement of the notice. The wording of the notice provided by registrars should  be uniform and based on guidance included in the consensus policy. 

3. Registrars must obtain a separate acknowledgement from registrants that they have read and understand these notices. This provision does not affect registrars' existing obligations to obtain registrant consent to the use of their contact information in the WHOIS system, as a registrant must permit such use before registration can occur.
General Input and Further Comments of the BC
The BC suggests that it is preferable to use the term “notice”, since the use of disclosure makes it sound as though the registrars are making the decision individually regarding the requirement to provide accurate data and to have that data included in the WHOIS database.

In fact, the registrant is required by current policy to provide accurate information and we believe that the purpose is to remind the registrants of their obligations.

Secondly, we recommend the use of uniform and consistent notices. We believe that the Registrars and the registrants are best served by using a uniform and consistent notice. We are concerned that it is possible to provide confusing notices regarding the obligation and wish to prevent that, or to have this viewed as a way to achieve a competitive advantage. 

It is the position of the BC that ensuring a fair and level playing field in the areas of policy/contract compliance is best supported by uniform and consistent notices; we also recommend that such notices should be developed with guidance by the Council’s relevant TF, with approval by Council, and drafted by the ICANN staff/legal counsel. 

We inserted the additional language to the last sentence in #3 in order to clarify that “consent” should not suggest that this is an option. Acceptance of this policy requirement is required before the registration can continue, as specified by current consensus policy of ICANN. 

Impact on BC members: The BC members are negatively impacted by inaccurate registrant data, since they are reliant upon WHOIS data for a number of uses, including policing their domain names, preventing fraud; defending against harmful and confusing uses of their trademark names by competitors, or for other negative purposes. They also heavily use WHOIS data in cooperation with law enforcement when dealing with fraud, and other civil legal issues, or in resolving and dealing with network problems. Thus accurate data is extremely important to the BC membership. The BC also endorses the need for registrants to be factually informed of their obligations.  We do not believe that entities, whether individuals or organizations/corporations should be allowed to register domain names without providing full and complete contact data that is kept accurate and up to date.

Implementation: As to the length of time it will take to implement the policy, it appears to us that the policy can be implemented expeditiously, once approved by the TF, and then the Council and sent to the Board for approval. The drafting of a standardized statement to be used for disclosure should be done by the ICANN staff/legal counsel, with the input and agreement of the Council, and should not be an onerous task, since there are many models of notice statements in the commercial and non commercial online world. 

As a part of approving the consensus policy, the Council could request from the registrars constituency preliminary advice on how long it might take to enable a uniform posting throughout the registrar community.  Understandably, the registrars will want to have this change supported by factual explanations that explain to the registrants in a neutral manner, the need for the change and the purpose of the change. However, it is the position of the BC that ICANN should not exclude those who are impacted by such changes, e.g. users/registrants as represented by the BC, ISPCP, IPC, Non Commercial representatives, At Large, from participating in any consideration about the development of a uniform posting notice, or any discussions about time frames. 
Further Recommendations to the TF: 
Extension to renewals: Further, we strongly recommend that this notice be required in any re-registration, or renewal of a registration. It is likely that the TF has taken that for granted in its deliberations, but we note it, in the event it has been overlooked.

Additional and related work of the TF: The TF is also examining “tiered access” at this time, and as a separate work item from the above proposed policy modification. In the view of the BC members, this TF should also be examining the availability of services that meet the needs of any registrant with a legitimate need for non display of data. This should include the availability of “anonymizing services” provided either by the registrar or third parties for a fee, and the soon to be available .post which seems to provide yet another solution for any registrant who needs to remain anonymous. 
In any event, the BC notes that its members fully support the gathering of full identifying and contact data, and that all data collected should be accurate, and that mechanisms to support the efficient and effective correction of data should be a priority. 

Timing of policy changes: However, since TF 3 is also considering a related possible policy change, the BC recommends that other policy changes related to WHOIS based on consensus policy be examined for possible aggregation, if feasible, and practical. We exclude the work on Tiered Access from this given its fledgling nature, but the work of the present TF3 should be considered for possible implementation at the same time as this policy change, should they both be accepted as consensus policy. Thus, if there are a number of changes approved as consensus policy, they all be made at one time, so that the registrars and registrants are not overburdened by multiple changes, introduced at different times.

Better Information and Educational resources by ICANN: Finally, the BC has from time to time noted that it supports the importance of ICANN itself providing easily available and distributed information about changes in policy.  

2
Non-Commercial User Constituency

Constituency position

Non-commercial domain name users welcome efforts to ensure that domain

name registrants are better informed about the publication of their private contact information via the Whois system. Public, anonymous access to private contact information poses a number of risks to registrants and may violate their rights to privacy. Until this situation is reformed, conspicuous notification is essential.

The text we reviewed contains an error. Under point 3, the sentence "Registrars must obtain a separate acknowledgement from registrars that they have read and understand these disclosures" should read "Registrars must obtain a separate acknowledgement from _registrants_ that they have read and understand these disclosures."

NCUC strongly supports the requirement to set aside the notification and to require a distinct and separate acknowledgement from registrants that they are aware of the exposure of their private information. We observe, however, that for customers registering multiple domain names in the same transaction, only one such acknowledgement should be required. The constituency would like to make sure that the same notification and acknowledgement should take place during renewals.

We strongly support the statement "The wording of the notice provided

by registrars should, to the extent feasible, be uniform." Because of

the highly competitive nature of the registrar business, registrars have

an incentive to downplay or obscure the privacy implications of registering a domain name because they fear it may deter customers from signing up. The specific wording of the notification, therefore, should not be left to the discretion of registrars. We suggest that the wording be developed by staff subject to the approval of the GNSO Council, and translated as literally as possible into different languages by an independent party. This language should then be incorporated into the Registrar Accreditation Agreement.

Method for Reaching Agreement on NCUC position

NCUC's Chair drafted and circulated via email a constituency statement on its discussion list, soliciting input from its members. A minor addition to the draft, concerning renewals, was suggested and agreed and incorporated into the constituency statement. All comments were supportive except for one, which  emphasized the additional burden on registrants of the additional process.

Impact on Constituency
While there is some recognition that the registration process might be slightly more complicated as a result of the proposed change, all member organizations but one considered the benefits of more prominent notification and registrant awareness to outweigh any burden.

3
Intellectual Property Constituency

This statement responds to the request for constituency input on the

Whois Task Force 1/2 recommendations regarding improving notice and

consent for the use of contact data in the Whois database. See Call for

constituency statements on Whois tf 1/2 recommendations, available at

http://gnso.icann.org/mailing-lists/archives/dow1-2tf/msg00191.html.

Pursuant to requirements of the GSNO policy development process,

outlined by the ICANN bylaws, see Annex A, Sec. 7(d), available at

http://www.icann.org/general/archive-bylaws/bylaws-19apr04.htm, the IPC

came to the following conclusion. 

Constituency Position

This set of recommendations, see

http://gnso.icann.org/issues/whois-privacy/whois-notification-30nov04.pdf, is the first of two that have been put forward by the joint task

force. The second set of recommendations, available at

http://gnso.icann.org/issues/whois-privacy/whois-tf-conflict-30nov04.pdf
, has not yet been formally offered to the GNSO constituencies for

comment. The notification and consent recommendations are based on a

similar recommendation from the previous Task Force 2, tasked with

reviewing issues surrounding the data collected and displayed in the

Whois database. At the outset of the work of that earlier Task Force

(April 2004), IPC submitted a constituency statement on the purposes of

the task force, which stated in relevant part:

Based on the limited data which has been collected so far, IPC believes

that the effectiveness of notification to domain name registrants, and

the obtaining of their consent as required by the RAA Secs. 3.7.7.4,

3.7.7.5, generally need improvement. 

For example, obtaining specific consent on this issue from the

registrant during the registration process, separate from obtaining

agreement to extensive terms and conditions for the registration in

general, should be encouraged. Similarly, some registrars should be more

specific and forthright in communicating to registrants about the

circumstances under which Whois data is available to third parties. 

ICANN should: 

" incorporate compliance with the notification and consent requirement

as part of its overall plan to improve registrar compliance with the

RAA. (See Memorandum of Understanding Amendment II.C.14.d, available at

http://www.icann.org/general/amend6-jpamou-17sep03.htm). 

" issue an advisory reminding registrars of the importance of compliance

with this contractual requirement, even registrars operating primarily

in countries in which local law apparently does not require registrant

consent to be obtained.

IPC believes that registrars should take the lead in developing best

practices, with input from other interested constituencies, that will

improve the effectiveness of giving notice to, and obtaining consent

from, domain name registrants with regard to uses of registrant contact

data. IPC would be glad to participate in such an effort. 

IPC Constituency Statement on Whois Task Force 2 (April 13, 2004)

available at

http://www.gnso.icann.org./mailing-lists/archives/dow2tf/msg00191.html.

In IPC's view, the current set of recommendations is responsive to the

concerns voiced in our earlier constituency statement. Their

implementation should help to address the problems identified and to

increase the likelihood that registrants are providing fully informed

consent. 

IPC continues to believe that its two suggestions bulleted in the April

2004 statement should be implemented, but we recognize that these

suggestions may fall outside the scope of the current Policy Development

Process. In any case, we do not perceive any inconsistency between these

suggestions and the recommendation currently under consideration. We

also renew our offer to work with interested registrars to help develop

best practices in this area.

We find the recommendations ambiguous in some respects and suggest a few

drafting changes to clarify these points. 

Recommendation 1 states that "[l]inking to an external web page is not

sufficient" to provide the required disclosure. It is unclear to us what

an "external" (or "internal" for that matter) web page is. Perhaps this

sentence could be amended to read: "Linking to a web page is not

sufficient."

Recommendation 2 states that disclosures must be "set aside" from other

provisions of the registration agreement if the disclosure is presented

as part of the agreement. It is unclear what "set aside" means.

Futhermore, Recommendation 2 allows as an alternative that disclosures

may be presented "separate from the registration agreement." This might

be viewed as inconsistent with the requirement in Recommendation 1 that

the disclosure be provided "during the registration process." As such,

Recommendation 2 could be amended as follows: "Such disclosures must be

displayed prominently and conspicuously prior to the agreement being

executed by the registrant, regardless of whether they appear as a term

of the agreement or separate from the agreement."

IPC also suggests that the recommendations include notice to registrants

of the consequences of providing false or inaccurate Whois data during

the registration process. The text of such a notice could be similar to

what registrars provide registrants pursuant to the Whois Data Reminder

Policy. See http://www.icann.org/registrars/wdrp.htm. 

We also identify two very minor typographical errors that should be

corrected. In the title, the word "of" should appear between "Use" and

"Contact." In the first line of Recommendation 3, the second

"registrars" should be changed to "registrants." 

In general, IPC supports the recommendation put forward by the Task

Force, and commends it for its hard work and its success at coming to

consensus. We hope that similar consensus can be reached as the Task

Force examines other policy issues surrounding the Whois database. IPC

believes this recommendation will have a positive effect for Internet

stakeholders as a whole, not just registrants. The more clearly the

Whois policy is disclosed to registrants, the more effective their

stated consent to this policy will be. In addition to giving registrants

the information they need to make informed choices, implementation of

this policy may very well result in general improvements to the Whois

database as a whole. 

Methodology for Reaching Agreement on IPC Position 

IPC drafted and circulated via email a constituency statement,

soliciting input from its members. IPC members suggested edits and

additions to the draft which were subsequently incorporated into the

finalized constituency statement.

Impact on Constituency

This recommendation will have a positive impact on IPC by potentially

enhancing the utility of the Whois database, a vital tool for protecting

intellectual property rights in the online environment. IPC does not

anticipate any direct financial impact on the constituency as a result

of this policy. We think any costs associated with this policy will be

minimal; if there are any, those costs will most likely be initially

borne by registrars, and ultimately passed onto registrants, including

IPC members, many of whom hold registrations for literally thousands of

domain names.

Time Period Necessary to Complete Implementation

We would not anticipate that an extensive time period would be necessary

to implement this policy, as it would apply only to new registrations or

renewals and would not require new contracts with existing registrants. 

4
Registrar Constituency

PRELIMINARY SUBMISSION

Whereas, the GNSO Registrar Constituency ("RC") has considered the

proposed policy recommendations of Whois Task Force 1/2 in their

entirety;

Whereas, the RC believes that the continued stability of the

registration process depends on its simplicity, straightforwardness, and

transparency;

Whereas, burdening this process with policy and consumer rights

education notices diminishes its simplicity, straightforwardness and

transparency;

Whereas, the RC believes that prescribing the method of notification

from registrants interferes with the simplicity of this process,

discourages desirable business innovations, and represents entirely new

obligations that would require many registrars to completely

re-establish their method of registration;

Whereas, the RC appreciates and understands the concerns of the task

force pertaining to Recommendations #2 and #3, but does not agree with

the costly and difficult to implement proposal to require the specific

highlighting of one provision out of the many important provisions

contained within the registration agreement;

Whereas, the requirements in Recommendation #3 already are mandated in

the current Registrar Accreditation Agreement in sub-sections 3.7.7.4,

3.7.7.5, and 3.7.7.6; and

Whereas, no data or evidence has been presented that indicate that the

requirements of the current RAA are unsuitable or ineffective; and

implementing a separate and additional acknowledgement from registrants

as proposed would be a costly and cumbersome process that cannot be

practically implemented in the current environment.

Therefore, it is resolved that;

[Resolved 1.0]; the Registrar Constituency does not support adopting

Recommendation #1 as consensus policy, but would support a

recommendation in the following form:

"Registrars must ensure that disclosures regarding availability and

third-party access to personal data associated with domain names

actually be available to registrants during the registration process;"

[Resolved 2.0]; the Registrar Constituency does not support adopting

Recommendation #2 as consensus policy, but encourages registrars to

increase such notification to registrants on a voluntary basis;

[Resolved 3.0]; the Registrar Constituency does not support adopting

Recommendation #3 as a consensus policy, as it believes that the current

RAA requirements are sufficient, but encourages registrars to increase

such notification to registrants on a voluntary basis;

[Resolved 4.0]; the foregoing positions of the Registrar Constituency be

reported to the Whois Task Force 1/2 and be included in any Task Force

report; and

[Resolved 4.1]; the Task Force members from the Registrar Constituency

represent the foregoing positions at Task Force 1/2.

Recommendation 1 – outstanding issues

Constituency statements have not been received from the following constituencies:

· Registry Constituency
· Internet Service and Connectivity Providers Constituency
Task Force 3 – improving the accuracy of data collected from gTLD registrants
Task Force 3 - Introduction

Task Force 3 was convened on 2 December 2003.  Its purpose, outlined in its terms of reference
, was to develop mechanisms to improve the quality of contact data that must be collected at the time of registration, in accordance with the registrar accreditation agreement (in particular clauses 3.3.1 and 3.7.7.1), and the relevant registry agreement (e.g Unsponsored TLD Agreement: Appendix O (.biz)).
The main aspects of the TF 3 Initial Report are summarised below.  For further details, consult the full text of the report at:
http://gnso.icann.org/issues/WHOIS-privacy/WHOIS-tf3-preliminary.html
Task Force 3 surveyed registrars on techniques used to verify the accuracy of collected WHOIS data but received a small number of replies. 
Constituency Statements

1
At Large Advisory Committee
The At-Large Advisory Committee would like to express appreciation for the difficult and time-consuming work that the Task Force has been doing.  However, we stress that trying to get accurate information from people who are not willing to provide it is a waste of time and effort. No automated verification scheme is able to tell between true data and plausible data, and thus such schemes would only have the effect of increasing the number of crimes such as identity theft and make reliable identification of actual fraudsters even more difficult.

Generic TLDs are a global resource which should be impartially accessible to registrants from all parts of the world. Verification schemes usually do not cover all parts of the world with the same effectiveness, and often information which may seem implausible to an American eye will be actually true; so these schemes must not be used to unfairly discriminate access to gTLDs depending on the registrant's country. Also, any communication with the registrant should happen in the registrant's own language; and the registrant should not be asked to bear the cost of verification activities, since they are not part of the service he is asking for, but rather of services desired by some third-party data users. 

The actual feasibility of a verification scheme that meets these requirements, even after the data gathering activity made by the task force, is still unproven. For these reasons, we recommend against taking any action in this field at this stage.

We thus suggest that the focus of the work on WHOIS accuracy is shifted from how to force unwilling people to provide their true information to how to effectively allow registrants who want to provide true information to do so. There are a number of practical hurdles for any registrant to keep his/her data up to date, and removing these hurdles would prove much more beneficial to the overall accuracy of the WHOIS databases than going after an impossible and worrying dream of a global centralized control system over registrants' identities.

Finally, we note that the Registrar Accreditation Agreement provisions about data collection, display and accuracy requirements and their enforcement are clearly illegal, and thus void, in a number of jurisdictions.

Thus we recommend that ICANN suspends any enforcement of those provisions until the RAA and the related policies are amended so to comply with existing laws; as clearly and repeatedly exposed in writing and in person by a number of relevant public authorities, any other choice is likely to bring ICANN and involved registrars to litigation with registrants and with the Privacy Authorities in European and other countries.

A deeper analysis on the problem of WHOIS accuracy
We think that, to be able to solve a problem, you should first investigate the reasons why it happens. In this case, you could roughly divide the registrants whose data are inaccurate into four categories: 

1. Those who purposely provide inaccurate data for fraudulent reasons.

2. Those who purposely provide inaccurate data to protect their privacy.

3. Those who mistakenly provide inaccurate data.

4. Those who provide accurate data at registration, but then fail to keep them up to date so that the information becomes inaccurate.

Until now, the general discussion on accuracy has been almost completely focused on the first category - and we think this is an error. The purpose of the WHOIS system is not to provide bullet-proof identification for those who register domains and operate services on top of them, but rather to provide quick contact information for those domain holders who want to be contacted. Turning the WHOIS system into a certified directory of domain name owners would go beyond its purpose and, as practice shows, is practically incompatible with its spirit and architecture. 

Also, at the present state of technology and of operational practices, costs of very secure authentication of world-wide registrants for all domain name registrations would be high and would possibly destroy the domain name market as we know it today. We think it might be more cost-effective (and also more respectful of basic civil rights of people) to seek after fraudulent registrants once they actually commit a fraud, rather than to presume that all registrants are to commit frauds and so should be carefully screened in advance. 

Finally, we point out that there is no verification system, other than requiring a person to physically show up and exhibit a secure proof of identity such as a passport or national ID document, that could tell between true personal data and plausible, but fake, personal data. If going down the path of imposing stricter and stricter checks on data as they are submitted by the registrant during the registration process, after spending lots of time and lots of money on them, we might actually discover that no benefit has arisen in terms of fraud prevention, but that the stricter checks have caused a huge increase in crimes like identity theft, which by the way are made easier by the very existence of the public and anonymously accessible WHOIS system.

That said, we think that an increased accuracy in the WHOIS database, if limited to those registrants who actually agree to provide their data, would be highly desirable. This is why we think that future activities in the field of enhanced accuracy should not focus on the first category of the above list, but rather on the other three.

We will not discuss here the issue of privacy protection, which is the subject of another task force; we just stress that the overwhelming majority of those who purposely provide inaccurate data does so for privacy protection reasons, rather than for fraudulent intentions. Just allowing these people not to disclose their data to the public, but just to the registrar, would actually avoid most cases of willful inaccuracy.

The third category is, according to our experience, somewhat small – also because this kind of error is clerical and can easily be fixed in case there is actual need to contact the owner. Once the registrant's desire to publish their data is ascertained, some simple automated verifications could be made by the registrar's system, to warn the registrant about possible errors. 

However, creating an automatic verification algorithm for all countries and scripts of the world might prove very difficult and prone to errors for less common countries; the current practical examples only come from TLDs and environments with geographically limited registrants. On the other hand, systems which provide automatic verification only for residents of some countries could be acceptable only as long as they do not prevent or make it unreasonably harder for residents of “unverifiable” countries to register domains. This is why we think that the output of this automated verification algorithms should only be used as a warning to the registrant, but should not prevent the registrant from submitting data that might seem incorrect, as they could possibly be absolutely correct.

We also note that requiring Roman-script information for registrants of those countries that do not use Roman characters would be unduly discriminating them in access to gTLDs. All registrants should be asked to provide their data only in their local language and script, and just as an option they could be asked whether they want to provide Romanized data as well. Requiring the ability to type in Roman script to register domains in global generic TLDs is unacceptable.

Finally, we think that much could be done to improve the situation of the fourth category – those registrants who would be happy to provide accurate information, but who fail to keep it up to date. In fact, experience shows that updating WHOIS data is a long and difficult process for registrants. In many cases, the registrant has to send faxes, make phone calls, and suffer other costs while devoting a significant amount of time; in other cases, the authentication mechanism used by registries or registrars is based on the e-mail address (or on a username/password couple which, if forgot, will be resent to the current e-mail address), so that a change in the e-mail address of the registrant will make him/her unable to manage the information, and will make these domains orphan. If you add this to the fact that keeping personal data up to date in a public WHOIS registry certainly cannot be the first worry of a registrant when he's changing address, phone number or e-mail address, you realize that this is possibly the easiest cause of inaccuracy in WHOIS databases.

Also, in many cases the registrant is only the last link in a long chain of interactions that starts with a registry, then goes through an ICANN-accredited registrar, a domain name reseller, a web hosting company, or even an “Internet-savvy” friend who does the job for the registrant. We think that this is an unavoidable consequence of the average registrant turning from a skilled engineer in a small Internet, as it was when WHOIS was designed, to a non-technical average person in a mass Internet. It is very difficult to create the awareness of the existence and purpose of the WHOIS database for non-technical persons on a mass scale, and we think this is another reason why we should never expect the WHOIS to be a terribly accurate list of all registrants.

However, for this category the problem possibly lies in the lack of simple online systems for the registrant to edit his/her data in the database at no cost. Thus we think that one of the two following solutions should be tried: 

1. Requiring registries to directly deal with registrants' update requests, by supplying them a virtual certificate or account at registration, plus offline procedures to recover access if such account is lost;

2. Changing the architecture of the WHOIS database from centralized to distributed.

Since the first option would raise many concerns in terms of business models, customer ownership, and cost recovery, the second could possibly be more interesting. After all, the very reason for which the DNS system was created, replacing the old centralized hosts table, was the impossibility of keeping this centralized table up to date. We should simply apply the same principle and move the data at the edge of the network, by embedding WHOIS servers into DNS server implementations. WHOIS queries could then be sent directly to the authoritative name servers for the domain, and only if no reply is received, the registry could be used as a fall-back. This way, registrants would be able to keep their WHOIS information up to date as easily as they keep their zone files up to date, and even if this would not completely solve the problem, it would possibly cause a dramatic increase in the number of WHOIS records that are actually kept updated. 

We thus recommend a shift in the focus of accuracy-related discussions, so to deal with those types of inaccuracy that can and should actually be solved, rather than dealing with world-wide verification and law enforcement systems that are not practically conceivable at the present social and political state of our planet, and that would anyway have to be discussed at other political levels.

2
Commercial and Business User Constituency
In order to provide input to all three Task Forces (TF) and provide a broader statement from the Commercial and Business User Constituency (hereafter Business Constituency or BC), we have consolidated our input into a single document. 

Members of the Business Constituency use the Internet to conduct business. The Business Constituency is a constituency representing customers of providers of connectivity, domain names, IP addresses, protocols and other services related to electronic commerce in its broad sense. The BC membership includes corporations, entrepreneurs, and associations. 

The BC recognizes that the Internet is changing and evolving into a more commercial and widely used communication mechanism, and that the characteristics of the Internet users are also changing over time. It is generally agreed that more and more users are registering domain names for a wider and wider variety of purposes. As the user characteristics are changing and the Internet is growing, it is important to keep in mind the key issues of Internet stability. The BC believes that accurate WHOIS data is an essential element to that core value. In examining the possibility of changes in the WHOIS, the BC believes that better mechanisms are needed to ensure accurate WHOIS data, while balancing the needs of the full set of stakeholders and affected parties. 

Principles for the use of WHOIS 
Striking a balance among concerns and needs of the different stakeholders related to accuracy, reliability, access and privacy issues is the goal. This is consistent with the OECD Guidelines on the Protection of Privacy and Trans-border Data Flows of Personal Data, the international consensus that works to strike a balance between effective privacy protection and the free flow of information. 

Purposes of Business User access to WHOIS: 
Business users access the WHOIS database to obtain registrant contact information for the following reasons: 

1. to verify the availability of a name they might wish to register

2. to thwart security attacks of their networks and servers

3. to validate the legitimacy of a website for transactions

4. to identity consumer fraud and cyber-scam incidents

5. to undertake routine reviews to protect their brands

6. to support UDRP and other infringement proceedings

7. to combat spam.

The BC's guiding principles related to WHOIS are: 

1. Accuracy and access. Accuracy and access to accurate data are the top priorities. Enforcement of accuracy requirements is essential. 

2. Use of data. It is key to find a balance between data use for legitimate purposes and avoiding unwelcome or illegal use.

3. Balance of Stakeholder needs. Any changes in access to WHOIS must be balanced across the needs of all stakeholders and take into account the costs to the registries/registrars to maintain more complex systems, as well as the burden on the legitimate users of WHOIS.

4. Marketing. WHOIS data should never be used for marketing purposes. This includes precluding the use of WHOIS data for marketing by the registry or registrar other than for services that are directly applicable to registration or other purposes that are not inconsistent with the original purpose [see OECD Guidelines] or for which the registrant has explicitly opted-in.

5. Scope. The focus for now should be ensuring a consistent system of WHOIS across generic top-level domain names. Any discussion of WHOIS policies that might affect WHOIS within country-code domain names should be addressed later and through the new Country Code Names Supporting Organization. 

Task Force 3: Mechanisms to improve quality of contact data 
The BC notes: 
· Accuracy because WHOIS is public communication. A domain name registration in a TLD is a public form of communication, and as such, requires accurate data for the WHOIS registry. 

· Accuracy because users need accurate data. The average Internet user, whether business, government, NGO or individual, has an expectation of accurate WHOIS information, which they then use to address legitimate issues: verifying the legitimacy of a web site, pursuing a network problem, addressing IP infringement concerns, calling for assistance from law enforcement, etc. 

· Accuracy is important for individuals and organizations. The same concerns about the need for accurate data are independent of the nature of the registrant. A non-statistical survey of BC members regarding the situations they have experienced with trademark infringements, consumer fraud, and network issues indicates that there are problems with individuals and with organizations. However, none of the consumer fraud incidents encountered by the well-known brand holders involved organizations. The five situations examined all involved individuals who provided false information. Discussions with law enforcement have and continue to evidence similar problems with individuals. 

· Some examples of data authentication exist in other industries, including financial services and in some of the ccTLDs.

The BC therefore proposes: 
· Best practices are available from other sources: The BC recommends further examination of best practices in authentication in other industries and from selected ccTLDs.

· Changes to the contracts are needed to ensure there is enforcement. The requirement to provide accurate data is a part of the Registrar contract, yet it appears that few registrars fulfill this requirement. The BC believes that this must be enforced by ICANN while allowing flexibility in the way registrars carry out this obligation. The previous WHOIS TF discussed the development of graduated sanctions. They also heard from several ccTLDs with successful data verification practices. The BC calls for the development of policy to evaluate a system of graduated sanctions.

Recommendation: more research is needed, and standards may offer solutions to development of modifications to WHOIS. Discussion of WHOIS is limited by a lack of research which would allow fact based policy. The ccTLD registries also have significant experiences which could be the better understood and provide useful "understanding" to guide gTLD policy development. The BC encourages the GNSO Council to seek current information on both the CRISP project (on WHOIS standards undertaken by the Internet Engineering Task Force) and any other relevant standards process, to examine the role of these potential standards in providing a solution. The BC recognizes that the cost of implementing changes in WHOIS must be analyzed and understood as changes are considered. Changes in WHOIS should not become an "unfunded mandate" upon registrars.

3 Intellectual Property Constituency
IPC’s recommendations for improvement of data quality include the following: 

– ICANN should work with all relevant parties to create a uniform, predictable, and verifiable mechanism for ensuring compliance with the WHOIS-related provisions of the present agreements, and should devote adequate resources to such a compliance program. The Registrar Accreditation Agreement makes the requirements clear.  However, this agreement is only as good as the level of compliance with it, and recent decisions by US courts indicate that only ICANN can enforce these agreements. See Register.com v. Verio, Inc., 356 F.3d 393 (2d Cir. 2004). 

– ICANN should ask each registrar to present a plan by a certain date for substantially improving the accuracy of WHOIS data that it collects. The plans will be made publicly available except to the extent that they include proprietary data. The plans should include at least the following features: 

Identification and public disclosure of a contact point for receiving and acting upon reports of false WHOIS data: 
· how the registrar will train employees and agents regarding the WHOIS data accuracy requirements;

· how the registrar will take reasonable steps to screen submitted contact data for falsity, which steps may include use of automated screening mechanisms, manual checking, including spot-checking, and verification of submitted data;

· when false data comes to the registrar's attention, whether through a third-party complaint or otherwise, how the registrar will treat other registrations in which the contact data submitted is substantially identical to that in the registration that has come to the registrar's attention;

· how the registrar monitors the extent to which contact data submitted to it through re-sellers or other agents is false or significantly incomplete, and what the consequences are for re-sellers or agents whose performance is unacceptable;

· how the registrar evaluates compliance by its current registrants with the obligation to provide accurate and current contact data;

How the registrar measures performance in improving the quality of the WHOIS data it manages: 

– The RAA and gTLD registry agreements should be modified to provide for a regime of graduated or intermediate sanctions for patterns of violations by a registrar of the WHOIS data accuracy obligations of those agreements. (This recommendation is without prejudice to the possibility that such a regime would also be appropriate for encouraging compliance with other provisions of these agreements.) 

The PDP with regard to the issues addressed by TF3 should mutate into an ongoing effort with the following goals: 

· Research and dissemination of information on practicable and cost-effective methods used to improve the quality of identifying and contact data submitted by customers in online transactions outside the realm of gTLD domain name registration 

· Development of best practices within the realm of gTLD domain name registration for improving the accuracy, currentness, and reliability of contact data in the WHOIS database 

4
Internet Service and Connectivity Providers Constituency


Introduction 
The ISPCP Constituency herein provides input to the three WHOIS Task Forces as required by ICANN by-laws. The ISPCP stresses the need for balanced policy that takes into consideration the interests of all stakeholders, and allows for the effective enforcement of civil and criminal laws while protecting registrant information from marketing or other illegitimate/illegal uses. This goal is the underlying theme running throughout the comments below. It is also consistent with commonly accepted tenets of privacy protections and laws throughout the world. 

ISPCP Uses of WHOIS Data 

· to research and verify domain registrants that could vicariously cause liability for ISPs because of illegal, deceptive or infringing content. 

· to prevent or detect sources of security attacks of their networks and servers

· to identify sources of consumer fraud, spam and denial of service attacks and incidents

· to effectuate UDRP proceedings

· to support technical operations of ISPs or network administrators
Terms of Reference for WHOIS Task Force 3 
– Focused on developing mechanisms to improve the quality of contact data that must be collected at the time of registration in accordance with the registrar accreditation agreement and the relevant registry agreement 
– Related issues: 

· Verification of data at time of registration

· Ongoing maintenance of data during registration period

· Protecting against deliberate submission of false information

ISPCP position 
Finally, the ISPCP Constituency is quite concerned about the abundance of inaccurate and incomplete data. Such deficiencies significantly hinder ISPs' ability to identify and contact registrants. Thus, ISPs support ready access to accurate WHOIS data to facilitate resolution of network problems, sourcing of spam. Further, ready access to accurate data is necessary for securing our networks and enforcing our acceptable use policies. 

Because of the heavy reliance by ISPs on registrants’ data to facilitate future contact with the registrant for business issues, security and stability issues, intellectual property infringement and a myriad of other legal issues, accuracy is of the utmost importance. 

While automated verification software does exist, its accuracy and therefore its reliability on a global scale is suspect. Registrars should take multiple steps to ensure that the data they receive is accurate, and there should be some enforcement mechanism to ensure registrars’ compliance. In addition, it would be useful for registrars to have a list of best practices that further help verify data and produce an accurate database. 

The ISPCP Constituency proposes: 

· The creation of a best practices document aimed to improve data verification, with the prospect of a global application.

· Registrars take increased and more uniform measures to verify accurate data. The ISPCP does not advocate removing all flexibility from current or future registrar practices, but some uniformity and compliance with best practices will net a more accurate database. 

· ICANN staff should undertake a review of the current registrar contractual terms and determine whether they are adequate or need to be changed in order to encompass improved data accuracy standards and verification practices.

5
Non-commercial User Constituency

Task Force 3 (TF3) deals with the accuracy of WHOIS data, and was established to determine the best mechanisms to improve the quality of the data. The Non-Commercial Users Constituency (NCUC) approach to Task Force 3 is guided by the following principles: 
– First, the NCUC does not believe that accuracy of WHOIS data is unconditionally desirable. These task forces were established with the assumption for task force 3 that accuracy is desirable in all cases and regardless of the extent of the WHOIS data elements. The NCUC recognizes the need to protect such extensive and public data from identity theft and spam and to protect freedom of speech. Submission of personally identifiable contact data should be a choice, not a requirement. Many people are indeed forced to enter incorrect data in order to protect themselves. 

– Second, the NCUC thinks it imperative that ICANN recognize the well-established data protection principle that the purpose of data and data collection processes must be well-defined before policies regarding its use and access can be established. The purpose of WHOIS originally was identification of domain owners for purposes of solving technical problems. The purpose was _not_ to provide law enforcement or other self-policing interests with a means of circumventing normal due process requirements for access to contact information. None of the current WHOIS Task Forces are mandated to revise the purpose. Therefore, the original purpose must be assumed until and unless ICANN initiates a new policy development process to change it. 

– Third, registrants should be allowed to protect their personally identifiable information, a protection recognized by the European Data Protection Directive, Article 29 Working Party, by the OECD Privacy Guidelines and by data protection legislation across the world. As George Papapavlou and Giovanni Buttarrelli pointed out, it is possible that WHOIS data accuracy requirements may indeed be breaking many of these laws. The NCUC submits that accuracy is desirable solely to the extent necessary to serve the purpose of the data collection and the interest of the data subject; accordingly, technical information should be accurate. However, there should be no penalization for inaccurate data entry given that the extent and the accessibility of the data currently required goes well beyond the purpose of data collection. As Papapavlou discussed, when there are various options to achieve a purpose, priority must be given to the least privacy-intrusive option. 

– Fourth, while this task force was established with privacy defined as out of scope, privacy is key to accuracy of data entry. Data protection principles have to be implemented and enforced as a whole. The best way to improve the accuracy is to provide privacy and security. Show registrants that their data will be safeguarded, that their e-mail accounts will be protected from spam and that they themselves will be protected from stalkers and other criminals, and they will be more likely to enter accurate data. Users will continue to feel the need to protect their privacy by their own means, to defend themselves, if the policies of WHOIS data do not. 

– Finally, if there is a way to facilitate accuracy of data for those who wish to submit accurate data, in other words opt-in, the NCUC would be supportive. However, we are against calls to require accurate data entry and penalize or even criminalize those who choose not to. This task force has reached out to various companies in order to collect data on verification procedures, but has found this process difficult (ironically, because companies are concerned with the privacy of their policies and procedures). The responses submitted to the TF3 questionnaire are sparse. We do not have enough data to allow Task Force 3 to reach any conclusion of best practices for verifying accuracy. However, this Task Force has received testimony that domain name holders in numerous cases are having a very difficult time updating, revising and changing their own data. This is currently the most important issue facing the task force: that the data subjects themselves cannot update their domain name information. Further, it is a violation of the EU Privacy Directive. Accordingly, this TF must first take on clear proposals for revisions of the procedures by which registrars, thick registries, and resellers handle instructions from domain name holders to update and/or correct domain name data. These procedures must include: clear instructions to domain name holders on how to update their information; special email addresses for expedited and priority handling of such updates; and TF3-proposed revisions to the Registrars Accreditation Agreement to insure that the EU Privacy Directive rules on the ability of domain name holders to update and policy the accuracy of their own data is ensured and followed. 

6
Registrar Constituency

The issue of a useful and sustainable model for appropriate access to registrant data via publicly accessible means continues to be a primary concern for the ICANN GNSO Registrar Constituency. Registrar Constituency membership are the primary caretakers of WHOIS access and WHOIS data in the gTLD namespace and have a vested interest in ensuring that it is responsibly administered within the bounds of appropriate public policy as established by ICANN. 

The Registrar Constituency started formulating its position on WHOIS during its formative year in 1999 with a request to the ICANN Board of Directors to ensure that the public WHOIS service located at http://rs.internic.net remained accessible to all members of the public and did not become a specialized marketing vehicle for specific corporate interests. The Constituency position continues to grow in conjunction with its examination and discussion of the issues with the DNSO/GNSO and larger internet community. 

This dialogue will continue to be important as long the internet community requires access to registrant data via publicly accessible means. The Constituency views this dialogue as an imperative component in its ongoing decisions of how to best operate this important resource in a manner that balances the interests of stakeholders in accordance with established ICANN policy. In this regard, the primary interest of Registrars is that of commercial implementer, operator and caretaker. 

Balancing the interests of those who require access to accurate data and those obligated to maintain accurate data is neither an easy nor a forgiving task. On one hand, we have to satisfy those actors who legitimately require immediate access to accurate registrant data to protect the rights or assets of public and private interests from infringement or misappropriation by third parties. On the other, Registrars must be concerned with the contractual rights and obligations of those parties responsible for maintaining the accuracy of the registrant data and also those of the registrants.

The current body of policy allows Registrars to uphold their obligations in a responsible manner that does not impinge the contractual rights or obligations of other parties to these agreements. This capability is clouded by the lack of available data regarding some of the more recently enacted elements of the policy, notably the WHOIS Data Reminder Policy. Further, it is unclear whether or not the appropriate measurements are being taken or what reporting mechanisms exist. Timely measurement and reporting is a prerequisite to the ICANN community gauging the effectiveness and scalability of the policy it enacts. 

The Registrar Constituency is a broad and diverse group of commercial providers. Registrar firms come from all parts of the world , operate in many different languages and cater to their chosen markets with every imaginable business model. Not only are Accredited Registrars required to abide by the terms of their contracts with ICANN, but also by the laws that they operate under. Resolving the conflicts between law and contracts, language, culture and differing business models is a daunting task. The Constituency recognizes that more work is required to ensure that all Registrars are equitably applying existing policy while ensuring that the competitive diversity of its Membership is fostered and promoted. ICANN's ongoing program of compliance and education is one such example of positive efforts in this direction. These programs are a necessary element of ICANN's function and its efforts should receive the full support of the community. 

To these ends, the Registrar Constituency makes the following submissions to the ICANN GNSO Names Council WHOIS Task #3, WHOIS Data Accuracy.

Submission 
1. The Registrar Constituency recommends that ICANN continue to develop its ongoing compliance plan to ensure that contracted parties are appropriately meeting their obligations under the various agreements. 

Specific attention must be paid to; 

· the resources assigned to managing this plan;

· the specific elements of compliance that the internet community is primarily concerned with;

· development and implementation of a graduated scale of sanctions that can be applied against those who are not in compliance with their obligations or otherwise infringing the contracted rights under these agreements;

· Measurement and reporting mechanisms that allow appropriate analysis of the effectiveness of this ongoing program with specific attention paid initially to existing compliance assistance mechanisms such as ICANN's online WHOIS data inaccuracy reporting tools;

· Continued outreach to and education of affected stakeholders to ensure that existing requirements and obligations are understood and met and that new requirements are captured and appropriately dealt with. This effort should ensure that ICANN advisories related to this issue are specifically brought to the attention of newly accredited Registrars and that resources be made available to the Registrar community to ensure that the impact and scope of these obligations are apparent and understood. Similar resources should be made available to new Registrants and brought to their attention via the registration agreement that all Registrants must agree to prior to the activation of their gTLD registration;

· Ongoing development and promotion of gTLD Registry, Registrar and Registrant best practices that foster the accuracy of the Registrant data contained in the WHOIS database

2. The Registrar Constituency further recommends that ICANN does not ratify any policy related to WHOIS data accuracy that alters the balance of rights and obligations found in current policy. 

3. Finally, the Registrar Constituency recommends that a specific examination of Registrar data collection and protection practices be undertaken by the GNSO Council (or another appropriate body) in order that the GNSO community has sufficient and appropriate appreciation of the policy implications of the various data protection regulations in effect in the various jurisdictions that Registrars operate.

7
Registry Constituency
The gTLD Registry Constituency arrived at the positions described in this statement primarily through email discussions occurring from February through April 2004 supplemented to a small degree by discussions occurring as part of agendas for the in-person constituency meeting in Rome on 2 March 2004 and regular constituency teleconference meetings during March and April 2004. All constituency registry members were included in email discussions on the constituency list. 

Financial Impact 
Financial impact to registries of changes to WHOIS requirements would vary depending on what the nature of the changes are, what implementation time frames are required, etc. Until specific requirements are defined, it is not possible to quantify financial impact. 

Implementation Timeframe Estimates 
Because so many applications rely on WHOIS information, advance notice must be provided to the community at large to allow sufficient time for such applications to be modified to accommodate changes. Because of the widespread global use of WHOIS information, it is not unreasonable to expect that at least six months notice should be given to the Internet community for any significant changes. 

Constituency Comments 
We recommend that, with respect to Registrant contact data, any verification mechanisms which may be implemented in the future should be implemented at the registrar level. This enhances effective communication with the registrant and allows for a more efficient methodology for correction of any inaccurate information by the registrant. 

Implementation of any data verification schemes should to be done on a “global basis” and not be applied to any gTLD on a country-by-country basis.

We concur with previous recommendations that an in-depth examination of Registrar data collection and protection practices be undertaken by the GNSO Council (or another appropriate body) in order that the GNSO community can accurately discern policy implications of the various data protection regulations in effect in various registrant jurisdictions.

We recognize that until the concerns of privacy are adequately dealt with on a regional and international basis, it will be very difficult to resolve the WHOIS data accuracy problem. In this regard, the gTLD Registry Constituency strongly recommends that this fact be recognized and that a concerted effort be made to address it. Until that is done, regardless of what mechanisms are put in place to improve accuracy, individuals concerned about privacy and registrars and registries operating in jurisdictions with strict privacy regulations will find ways to protect privacy, which may work against steps to improve accuracy. 

One way to implement, from a technical perspective, the policy objectives of achieving accurate WHOIS information, while at the same time balancing the appropriate privacy interests, may be through the nearly completed IRIS protocol being developed by the CRISP working group. Once finalized, we recommend that ICANN comprehensively evaluate such protocol.
Public comments report
Public comments on WHOIS Task Force 3 Preliminary Report available at:

http://gnso.icann.org/mailing-lists/archives/WHOIS-tf3-report-comments/
The Initial Task Force Report for Task Force 3 included a summary of public comments received:

Comments about WHOIS Accuracy
In the public comments submitted to WHOIS task force 3, comments by the Intellectual Property interests stated that WHOIS data accuracy is necessary for them to quickly investigate and prevent copyright infringement. For example, ASCAP wrote, “With accurate publicly available WHOIS data, ASCAP is able to contact website owners, negotiate performance licenses and fairly distribute royalties to the owners of performed copyrighted music." And the MPA wrote that, "The MPA’s chief concern with the current state of the WHOIS database is its wild inaccuracy, which makes enforcement much more time-consuming. That delay poses serious threats in the online arena where unauthorized copies of motion pictures costing millions of dollars to produce can be illegally transmitted instantaneously, and without cost, across the world, in high quality digital formats.”

Many comments pronounced that data must be protected before discussing accuracy of the data, and many stated that only technical data should be accurate, personal data should be optional if it is included at all. The public stated that WHOIS data was originally gathered for technical purposes and only the minimum data needed for technical purposes, the technical data, needs to be accurate for network stability. Other public comments stated that the premise of this task force is mistaken by assuming that accuracy is always desirable.

Other commentators argued that intellectual property enforcement is not a viable use of WHOIS data and that it should not shape WHOIS policy. They say intellectual property holders and enforcers are not trying to contact registrants because of technical issues, but rather content issues that should be dealt with through the legal system rather than ICANN. Other comments stated that it is not within ICANN’s mandate to get involved in that debate. Certainly this is a debate that will not be solved within this task force.

Some questioned use of the term “false” to describe inaccurate data and expressed the need for a more neutral term. Some even questioned the value of accuracy, suggesting accuracy would not stop spammers, criminals, etc who will adjust anyway. They suggested the risks to privacy and free expression are too great to require accuracy, particularly when ICANN could be using alternatives other than WHOIS data to maintain network stability (one suggestion was to use IP addresses). There was also a remark that it would be better to strive for precision in collecting just the data necessary to purchase/sell a domain, rather than require accuracy of many data elements. 

The public comments also stated that this council formation of this task force should not have defined privacy as out of scope, saying that privacy protections are key to ensuring accuracy which the task force failed to recognize. The public comments included many statements asserting the right to privacy and free and anonymous speech protections. They repeatedly noted that accuracy requirements of WHOIS policy, as currently proposed, will violate many national laws. They also repeated the need to submit inaccurate data in order to defend personal information from the many existing vulnerabilities. The public stated that most users who provide inaccurate WHOIS data do so not out of malicious intent, but out of a reasonable desire to protect their privacy in a system that offers few such protections. They stated that the more valuable the data the greater the incentive to try to protect it by entering inaccurate information included in an insecure database. They also stated that the best way to ensure accuracy is to minimize the amount of sensitive data accessible from the database. They commented that the vulnerabilities of the WHOIS data lead to inaccurate information entry and therefore, the instability. 

Comments on the recommendations
There was a significant split in the comments submitted to Task Force 3 and their evaluation of the Preliminary Report and the work of task force 3. The intellectual property representatives (CCDN, ITA, MPA, HBO/Time, ASCAP, Viacom) supported the document and the recommendations. The other public comments heavily criticized the work of the task force, specifically the fact that the task force produced no usable research results and yet determined best practices. Karl Auerbach stated, "I find the report to be inadequate and lacking both the factual and logical foundation to support its conclusions and recommendations." 

There were many comments stating the proposals of this task force will violate many national laws. Examples were provided suggesting the proposals of this report would be violations of European, Argentinean, Peruvian, Canadian and Australian law.

Many wrote that the original purpose of WHOIS was purely technical and ICANN and this task force should restrict its recommendations to technical data. Kathy Kleiman suggested a way to move forward is to bind each recommendation to "technical and operational data" [TF2 terminology] or "non-sensitive data" [TF1 terminology]. She suggested this task force carefully stay within the bounds of ICANN's mandate and limit its recommendation to the technical and operational data of the domain name system." 

Two of the public comments expressed support for working with the Registrar’s minority report.

Comments were provided on each of the recommendations specifically, most of which were divided with support from the Intellectual Property community and opposition from others. This obviously makes these points of contention difficult to evaluate and solve. There were a few points, however, where there was agreement or where the comments distinctly showed that the recommendation should be altered. Recommendation 8, for example, set a time limit of 15 days for inaccuracy correction. It was suggested by many that this time limit is too short and indeed, too harsh according to the ITA, “there may be situations where a domain name holder has legitimate reasons for not being able to respond with 15 days and losing the domain name would be a harsh result.” CIPPIC suggested a reasonable amount of time would be 30-45 days, Cox said 30 days was insufficient and 90 would be better. Many of the comments submitted argued that this time limit and any sanctions should only apply to the technical data. While there was support for various sanctions for technical data, given the numerous examples of national laws which would be applicable to WHOIS, it was also suggested that any mention of sanctions should be recommendations only after ICANN has consulted and verified accordance with national laws.

In addition, recommendation 5, it was pointed out, is out-of-scope for this task force. Task force 3 cannot add any data elements, but can only suggest that task force 2 explore the addition of data elements.

There was little agreement amongst the public on responsibility for the costs of accuracy requirements, with suggestions that registrars are responsible, complainants are responsible and arguments for and against registrants being responsible.

Public comments suggested the task force had not studied implementability for accuracy verification. They also pointed out that some of the recommended best practices are identical to policy already adopted and some overlap with WDRP just approved in 2003, and some were previously recommended and found to be un-implementable.

There were many comments submitted suggesting ICANN is barking up the wrong tree with WHOIS data and suggesting ICANN explore alternatives for maintenance of network stability.

It was pointed out that the task force made no recommendation for a dispute resolution process, nor are there suggestions for any improvement in mechanisms for maintenance of accurate data. The ITA suggested the task force analyze the drawbacks of its recommendations.

Finally, it was suggested that this task force consider Unicode awareness and its role in promoting accuracy. As Chun stated, "The continued use of ASCII makes it impossible for people in many countries to provide accurate data. The entire registrar system has to be unicode aware and some registrars need dragging into the 21st century, as does the domain name system."
Comments Evaluating the Work of the Task Force
Despite the fact that this task force is interested in consensus, some commentators noted that the vote was extremely divided. They also noted the difficulty faced by this task force in producing any best practices having no data to support their development as a result of the poor survey response rate. They noted the problem faced by this task force developing recommendations independent of the other task forces. The Preliminary Report was faulted for lacking context and not clearly acknowledging the role of the other task forces and its place in the three task force process. As Kleiman, a representative to task force 2, suggested, “TF3 must acknowledge the other two task forces, and that only after the findings and work of TF1 and TF2 is it appropriate to proceed with increased levels of accuracy in the WHOIS. Solve the personal data/sensitive data problem, and accuracy becomes far less controversial to the ICANN community, government leaders and data protection commissioners. Don't solve the privacy problem, and demands for increased accuracy will deeply divide ICANN's communities and governments. TF3 must discuss the larger process in which its recommendations will play out.”

The commentators pointed out that this task force had not determined methods of implementation and nor has it proved implementation of the practices would be possible. It also recommended practices already developed or found to be un-implementable. 

Some public comments stated that accuracy needs to be improved and the task force has made significant steps. However, other public comments stated that the privacy problem is immediate and WHOIS policy needs to be resolved quickly, but that this task force has not progressed very far in this respect. The ITA stated, "it is still very important to collect further information in connection with data accuracy issues in order to determine where efforts are most needed. Consequently, the subcommittee encourages further use and improvement of existing resources such as the WHOIS Data Problem Report System (WDPRS) in order to collect further information regarding, inter alia, the following up of reported inaccuracies." Still others stated that this task force missed the mark and has not made any recommendations or suggested any best practices that will improve technical stability. 
Developments following the Initial Report

A joint meeting of WHOIS Task Forces 1, 2, and 3 was held during the ICANN Meeting in Kuala Lumpur on July 20 2004.

It was decided that:

· If it is the task force's view that strengthened notification practices should become standardized, then these should be formulated in the form of additional policy recommendations.  
· The task force therefore needed to clarify the use of language in the report to clearly identify where a new policy (and hence contractual obligation) is being proposed, where a refinement of an existing policy is being proposed, and where a request is being made to the ICANN staff to perform additional tasks.   

External documents

Article 29 Data Protection Working Party, Opinion 2/2003 (10972/03/EN final)
 on the application of the data protection principles to the WHOIS directories, adopted on June 13, 2003
http://europa.eu.int/comm/internal_market/privacy/docs/wpdocs/2003/wp76_en.pdf
Common position on privacy and data protection aspects of the registration of domain names on the Internet 

Adopted at the 27th meeting of the Working Group on Data Protection in Telecommunications
4/5 May 2000
http://www.datenschutz-berlin.de/doc/int/iwgdpt/dns_en.htm
Appendix 1 - ICANN mission/goals
  
Mission

ICANN’s mission is to coordinate, at the overall level, the global Internet's systems of unique identifiers, and in particular to ensure the stable and secure operation of the Internet's unique identifier systems. In particular, ICANN:

1. Coordinates the allocation and assignment of the three sets of unique identifiers for the Internet, which are

a. Domain names (forming a system referred to as "DNS");

b. Internet protocol ("IP") addresses and autonomous system ("AS") numbers; and

c. Protocol port and parameter numbers.

2. Coordinates the operation and evolution of the DNS root name server system.

3. Coordinates policy development reasonably and appropriately related to these technical functions.

Core values

In performing its mission, the following core values should guide the decisions and actions of ICANN:

1. Preserving and enhancing the operational stability, reliability, security, and global interoperability of the Internet.

2. Respecting the creativity, innovation, and flow of information made possible by the Internet by limiting ICANN's activities to those matters within ICANN's mission requiring or significantly benefiting from global coordination.

3. To the extent feasible and appropriate, delegating coordination functions to or recognizing the policy role of other responsible entities that reflect the interests of affected parties.

4. Seeking and supporting broad, informed participation reflecting the functional, geographic, and cultural diversity of the Internet at all levels of policy development and decision-making.

5. Where feasible and appropriate, depending on market mechanisms to promote and sustain a competitive environment.

6. Introducing and promoting competition in the registration of domain names where practicable and beneficial in the public interest.

7. Employing open and transparent policy development mechanisms that (i) promote well-informed decisions based on expert advice, and (ii) ensure that those entities most affected can assist in the policy development process.

8. Making decisions by applying documented policies neutrally and objectively, with integrity and fairness.

9. Acting with a speed that is responsive to the needs of the Internet while, as part of the decision-making process, obtaining informed input from those entities most affected.

10. Remaining accountable to the Internet community through mechanisms that enhance ICANN's effectiveness.

11. While remaining rooted in the private sector, recognizing that governments and public authorities are responsible for public policy and duly taking into account governments' or public authorities' recommendations. 

� Version 1.3, 28 March 2005


� This document serves as the ‘Preliminary Task Force Report’.  On 28 May 2004, three ‘preliminary task force reports’ were made available for public comment.  In this document, these reports will be referred to as ‘Initial Task Force Reports’. 


� Sections of the RAA regarding WHOIS services, including data collection, display, and accuracy:


 � HYPERLINK "http://gnso.icann.org/issues/whois-privacy/raa-whois-16dec03.shtml" ��http://gnso.icann.org/issues/WHOIS-privacy/raa-WHOIS-16dec03.shtml� 


� Appendix 1 restates ICANN’s mission and goals.


� The survey finding and analysis, and initial Task Force’s membership can be found at � HYPERLINK "http://www.dnso.org/dnso/notes/20021015.NCWhoisTF-interim-report.html" �http://www.dnso.org/dnso/notes/20021015.NCWHOISTF-interim-report.html� .


The Task Force's membership at � HYPERLINK "http://www.dnso.org/clubpublic/nc-whois/Arc00/msg00000.html" �http://www.dnso.org/clubpublic/nc-WHOIS/Arc00/msg00000.html�.


� � HYPERLINK "http://www.dnso.org/dnso/notes/20021130.NCWhoisTF-accuracy-and-bulkaccess.html" ��http://www.dnso.org/dnso/notes/20021130.NCWHOISTF-accuracy-and-bulkaccess.html� 


� � HYPERLINK "http://www.dnso.org/dnso/notes/20030219.WhoisTF-accuracy-and-bulkaccess.html" ��http://www.dnso.org/dnso/notes/20030219.WHOISTF-accuracy-and-bulkaccess.html� 


� � HYPERLINK "http://www.icann.org/registrars/wdrp.htm" ��http://www.icann.org/registrars/wdrp.htm� 


� � HYPERLINK "http://www.icann.org/registrars/rnap.htm" ��http://www.icann.org/registrars/rnap.htm� 


� � HYPERLINK "http://www.icann.org/gnso/whois-tf/report-19feb03.htm#I" ��http://www.icann.org/gnso/WHOIS-tf/report-19feb03.htm#I� 


�  � HYPERLINK "http://www.dnso.org/clubpublic/nc-impwhois/Arc00/msg00057.html" �http://www.dnso.org/clubpublic/nc-impWHOIS/Arc00/msg00057.html� 


� Minutes of the meeting are available at: � HYPERLINK "http://www.dnso.org/clubpublic/council/Arc12/msg00247.html" ��http://www.dnso.org/clubpublic/council/Arc12/msg00247.html� 


� � HYPERLINK "http://www.icann.org/gnso/issue-reports/whois-privacy-report-13may03.htm" ��http://www.icann.org/gnso/issue-reports/WHOIS-privacy-report-13may03.htm�    


� � HYPERLINK "http://www.dnso.org/dnso/notes/20030522.GNSOteleconf-minutes.html" ��http://www.dnso.org/dnso/notes/20030522.GNSOteleconf-minutes.html�  


� � HYPERLINK "http://gnso.icann.org/issues/whois-privacy/whois-workshop-03feb04.shtml" ��http://gnso.icann.org/issues/WHOIS-privacy/WHOIS-workshop-03feb04.shtml� 


� � HYPERLINK "http://www.icann.org/carthage/captioning-whois-29oct03.html" ��http://www.icann.org/carthage/captioning-WHOIS-29oct03.html� 


� � HYPERLINK "http://www.icann.org/carthage/captioning-gnso-29oct03.htm" ��http://www.icann.org/carthage/captioning-gnso-29oct03.htm� 


� Minutes available at � HYPERLINK "http://gnso.icann.org/issues/whois-privacy/whois-tf123-03jun04.htm" ��http://gnso.icann.org/issues/WHOIS-privacy/WHOIS-tf123-03jun04.htm� 


� � HYPERLINK "http://gnso.icann.org/issues/whois-privacy/whois-notification-30nov04.pdf" ��http://gnso.icann.org/issues/whois-privacy/whois-notification-30nov04.pdf� 


� � HYPERLINK "http://gnso.icann.org/issues/whois-privacy/whois-tf-conflict-30nov04.pdf" ��http://gnso.icann.org/issues/WHOIS-privacy/WHOIS-tf-conflict-30nov04.pdf�


� 


http://gnso.icann.org/mailing-lists/archives/dow1-2tf/msg00183.html


� � HYPERLINK "http://gnso.icann.org/issues/WHOIS-privacy/tor.shtml" ��http://gnso.icann.org/issues/WHOIS-privacy/tor.shtml� 


� For the full and un-shortened text of these recommendations, see the original report.  


� � HYPERLINK "http://gnso.icann.org/issues/whois-privacy/tor2.shtml" ��http://gnso.icann.org/issues/WHOIS-privacy/tor2.shtml� 


� � HYPERLINK "http://gnso.icann.org/issues/whois-privacy/whois-notification-30nov04.pdf" ��http://gnso.icann.org/issues/whois-privacy/whois-notification-30nov04.pdf� 


� � HYPERLINK "http://gnso.icann.org/mailing-lists/archives/dow1-2tf/msg00191.html" ��http://gnso.icann.org/mailing-lists/archives/dow1-2tf/msg00191.html� 


� The Registrars’ preliminary position was formally adopted by that constituency on 16 February 2005.  See � HYPERLINK "http://gnso.icann.org/mailing-lists/archives/dow1-2tf/msg00246.html" ��http://gnso.icann.org/mailing-lists/archives/dow1-2tf/msg00246.html� 


� � HYPERLINK "http://gnso.icann.org/issues/whois-privacy/tor3.shtml" ��http://gnso.icann.org/issues/WHOIS-privacy/tor3.shtml� 





� As in Article 1 of the ICANN bylaws, available at http://www.icann.org/general/bylaws.htm





