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Overview

The Accredited Intervention Committee of the Anti-Phishing Working Group (APWG) (“The Committee”) seeks to define requirements for entities to be accredited to intervene, via Authenticated Communication to domain name Registries, to initiate a Suspension Process as to abusive domains used in furtherance of phishing or malware distribution. 
The entities that are likely to be accredited are corporations with their own Anti-phishing Units (eBay/PayPal, Wachovia, etc.), CSIRTs and CERTs, and third party providers that perform anti-phishing services on behalf of such entities (MarkMonitor, Internet Identity, RSA, Cyveillance, etc.).

Domains eligible for the Suspension Process (“Eligible Domains”) include domains registered in the TLD of a participating Registry, which are used in a current phishing attack, or which currently host malware known to steal personal information from compromised computers.  

Eligible Domains do not include domains currently in use for legitimate internet activities, yet also in current use for phishing or malware distribution.  For example, if a phish site is hosted by Geocities, MySpace or any other service that hosts multiple websites on the same domain, then such domain is not eligible for Suspension Process.  And, if a pre-existing website is hacked, and a phishing or malware attack is launched from the hacked website, then the domain for that website is not eligible for Suspension Process.

Benefits

· Mitigates risk to end users from continued DNS resolution to known phish sites.

· Eliminates the need for repetitive phish site takedowns in cases of “IP hopping”

· Reduces the risk of one-time-use URL’s since Accredited Intervener can get a domain suspended even if the URL is no longer working

· Eliminates the need to find all URLs hosted on the same domain when one domain is used to host many (sometimes thousands) of phishing sites

Accreditation

· Accreditation efforts are designed to mitigate likelihood of abuse or negligence of the Domain Eligibility Criteria and/or Suspension Process, by providing: 

· a level of validation of the Accredited Interveners; and,   

· a level of assurance that Accredited Interveners understand the Domain Eligibility Criteria and the Suspension Process. 

· The Committee seeks to establish:

1. Accreditation Criteria that an entity must satisfy to obtain accreditation;

2. Documentation required to support an Application for accreditation;

3. Authenticated Communication protocol to be used by accredited entities to contact participating Registries, and vice versa; 

4. Any fees that may be required for receiving and maintaining accreditation;

5. Any reassessment criteria to maintain an accreditation;

6. Any circumstances by which an entity would lose its accreditation or be assessed other Penalties.

· The Committee or its outsourced provider would determine which entities are accredited and would pass that information along to the participating Registries, including an email address from the Accredited Intervenor that will be used in all Authenticated Communication with the Registries.

Accreditation Criteria

Applicant must provide documentation to prove all of the following Criteria:

1) Applicant exists as either a bona-fide Company targeted by phishers, or an established anti-phishing services Vendor.

a. Bona-fide Company targeted by phishers, must be either: 

i. Publicly traded company;

ii. Financial institution listed by the regulatory authority of the country of record (e.g. FDIC, NCUA, SEC, …); or

iii. Well-known and established private company with traceable information in public ratings services (e.g. Hoovers).

b. Established  anti-phishing services Vendor, must be either:

i. Corporate Member (or higher membership level) in APWG for at least one year;

ii. Applicant or New Member (less than 1 year) of APWG that can provide Affidavits from at least three customers who are phishing targets and from at least three APWG Members, vouching that the Applicant is an established anti-phishing services vendor.

c.   CERTs (including CSIRTs and other similar entities) designated by any national government and accredited by the APWG via compliance with all accreditation criteria applicable to other Applicants.

2) Company, Vendor or CERT must have a qualified Anti-phishing Unit, demonstrated by documenting all of the following Criteria:

a. Qualified -- via a qualification test provided by The Committee, demonstrating that Applicant can properly qualify a site as a phishing site eligible for Suspension Process according to Domain Eligibility Criteria; 

i. Applicant must properly identify the various ways that domains are used in phishing sites, including at least these 3 scenarios -- 

1. Phishing or malware distribution domain with no other apparent purpose;

2. Inactive domain that is hacked into and used for phishing or malware distribution;

3. Active domain that is hacked into or otherwise abused, creating a shared hosting environment for phishing or malware distribution – ineligible for Suspension Process.

b. Experienced – by providing history of successful anti-phishing services, including but not limited to the following:

i. Affidavits from at least three registrars and/or hosting providers contacted by Applicant in previous domain-based phishing events.

ii. Standardized rules and/or procedures for domain-based anti-phishing services, to be provided for review by The Committee or its outsourced provider.

c. Insured -- maintains commercial liability and/or professional liability insurance with minimum limits to be defined by The Committee.

3) Company or Vendor must agree to abide by Suspension Process, including Domain Eligibility Criteria, documented by an executed Agreement with the following minimum provisions:

a. Applicant warrants all of the information provided in the Application;

b. Applicant acknowledges and agrees to abide by Suspension Process and Domain Eligibility Criteria;

c. Applicant agrees to any penalties stipulated for non-conformance with Suspension Process or errors above stipulated threshold;

d. Applicant will pay any application and maintenance fees as stipulated.

e. Applicant shall agree to binding arbitration in the event any Suspension Request is appealed.

f. Applicant will pay a meaningful deposit upon issuance of accreditation.

Domain Eligibility Criteria

If a domain name is used in a current phishing attack, or currently hosts malware known to steal personal information from compromised computers, then any of the following three additional factors will render the domain name an Eligible Domain, subject to Suspension Process:

1) Illegal site is identified at the BASE DOMAIN level by its name (i.e. http://baddomain.tld or http://www.baddomain.tld).

2) WHOIS information contains patently false or omitted information confirmed by the Accredited Intervenor, in any of the following circumstances:  

a. WHOIS shows nonsense characters, clearly fake information or non-existent contact data as demonstrated by third-party sources known to Accredited Intervenor.

b. WHOIS shows domain is registered to person or entity who denies knowledge of it, as confirmed by Accredited Intervenor.

c. WHOIS shows domain registered using a non-existent proxy service, as confirmed by Accredited Intervenor in either of these ways:

i. Domain name of purported fake proxy service is recently registered, and also would qualify as an Eligible Domain if it were hosting an actual phishing site; or

ii. No actual working contact or procedure is available to allow for supposed proxy service to be reached.

d. WHOIS shows domain registered with contact information from targeted Company, which Company has not authorized, as confirmed by Accredited Intervenor.

e. WHOIS shows domain registered with either of the following points of contact information, confirmed by Accredited Intervenor to have been used in previous phishing and/or malware exploits.

i. Administrative e-mail address

ii. Name/address/phone number

3)  If the phishing site is NOT on the base domain, then no other legitimate site is presented by URLs using the domain name (for example myspace.com/user, where /user is a user profile page).  This must be confirmed by the Accredited Intervenor in any of the following ways:

a. No index page or default pages when accessed on the root level, phishing content is within a directory.
b. Main page presents legitimate content of targeted Company, but is not authorized by Company.

c. Apparent legitimate content cannot be verified by contacting the listed owner of the domain via WHOIS, and/or information presented on the apparently legitimate site is not actually legitimate as demonstrated in either of these ways:

i. Any listed contact information is invalid 

1. e-mail bounces

2. phone numbers incorrect/invalid

3. Physical addresses do not exist or actually belong to others

ii. Listed contacts claim no knowledge of the domain/site

d. If #3 above is the basis of the Eligible Domain, then one of the following three factors must also be confirmed by the Accredited Intervenor:

a. Domain name hosted on suspect nameservers

i. Nameservers tracked to hosting other fraudulent domains and no known “real” domain names

ii. Nameserver domain also would qualify as an Eligible Domain if it were hosting an actual phishing site.

iii. Domain registered using nameservers defined on the domain itself (e.g. ns1.suspectdomain.net)

b. Domain name is recently registered

i. Domain is under 90 days old

ii. Domain is under one year old,
 and there are any further indicators of false or omitted WHOIS information per #2 above. 

c. Domain name contains suspect words, including the following:

i. Company’s brand name

ii. “Trusted” terms like login, secure, account, etc.

iii. Confusingly similar version of either the targeted brand or a trusted word.

Suspension Process

· Accredited Intervenor identifies an Eligible Domain.

· Accredited Intervenor determines the Registry and Registrar responsible for registering the domain, and the Internet Service Provider (ISP) responsible for hosting the domain.

· Accredited Intervenor follows Authenticated Communication protocol to contact appropriate Registry, and follows its own protocols to contact appropriate Registrar and ISP, notifiying all parties of the Eligible Domain and the Suspension Request.

· The Suspension Request must include an email Affidavit submitted via Authenticated Communication protocol, warranting all of the following information:

1. Identity of Accredited Intervenor,

2. Eligible Domain is in use as a current phishing and/or malware distribution site, and otherwise meets Domain Eligibility Criteria as specified in Request,

3. Screenshot of illegal site, scripting and/or source code at Eligible Domain, 

4. All available WHOIS information for Eligible Domain.

5. That Suspension Request has also been sent to registrar and ISP.

6. For sites reported with suspected malicious content, that must be specifically identified, and the malicious content should be disabled before submission.

The Registry must promptly confirm receipt of Suspension Request from any Accredited Intervenor, via the Authenticated Communication protocol. If the Registry seeks additional information from the Accredited Intervenor with respect to the Suspension Request, then such information shall not be unreasonably withheld, but the Suspension Process shall not be delayed during pendency of this request for information.  If Registry receives an invalidly authenticated Suspension Request, it shall promptly request a properly authenticated resend.
· If the Registrar and/or ISP do not take appropriate action within ___ hours after properly authenticated Suspension Request is issued to them, then Accredited Intervenor may contact the Registry to execute the Suspension Request.  

· The Registry then shall promptly suspends DNS to the Eligible Domain, by placing it in Registry Hold status.  

· Registrar may send notice to purported registrant of domain, advising of the general reason for the Suspension, and of rights to appeal the Suspension. 

· If Registrar wishes to appeal the Suspension, it shall send a notice of appeal to the Registry and to the Accredited Intervenor simultaneously.

· If Suspension is appealed, then Accredited Intervenor must respond within 2 hours of receipt of Notice of Appeal from the Registry or Registrar, via Authenticated Communication protocol, with one of the following three statements:

1. The domain was properly reported and is still an Eligible Domain

2. The domain was properly reported but is no longer an Eligible Domain

3. The domain is not an Eligible Domain and was reported in error

· If Accredited Intervenor fails to respond within 2 hours, or responds in any way other than #1 above, then the Suspension will be promptly reversed by the Registry.

· If Accredited Intervenor responds per #1 above, then a neutral, different and qualified Accredited Intervenor would evaluate the Domain (without information about who made the original complaint).  If the second Accredited Intervenor agrees with the response, then Suspension remains in effect for up to 45 days, if second Accredited Intervenor does not agree with the response, then Suspension promptly shall be reversed by the Registry.

· Thereafter, either party that wishes to appeal must file a binding arbitration action as set forth in the relevant contractual documents, in effort to adjudicate the propriety of the complaint, within 45 days, and provide notice to Registry of the filing.

· If Registry does receive such notice within 45 days, then Registry shall await the decision of the arbitration provider, and then implement that decision.  

· If Registry does not receive such notice within 45 days, then the matter shall be considered resolved.  Suspended domains shall remain in Registry Hold status until expiration of the current registration period, and then shall be deleted and made available for re-registration.

Authenticated Communication

In order to expedite and authenticate the Suspension Process, each participating Registry will provide a contact email address for the Registry to receive Suspension Requests and related correspondence from Accredited Intervenors and the Committee. This information will be disseminated by the Committee or its provider to the Accredited Intervenors, and updated and resent as may be reasonably requested by the Registry.

It is critical that the Registry is able to verify that a Suspension Request has been initiated by an Accredited Intervenor.  This authentication will occur via the following Authenticated Communication protocol:

· When the Accredited Intervenor is accredited, it will give an email address to be used for all communication with the Registry.  This email address will be given to the Committee, which will include it with the list of Accredited Intervenors provided to the Registry.

· Accredited Intervenor will enable PGP signatures on all outgoing email to Registry.

· Registry will enable PGP functionality on their email application so that they can confirm PGP signatures sent from Accredited Intervenors.

· When Registry receives an email purporting to be from an Accredited Intervenor, it will take the following steps:

1. Confirm that the sender is on the most recent list of Accredited Intervenors provided by the Committee.

2. Confirm that the PGP signature validates that the email was sent from the Accredited Intervenor that purported to send the email.  If PGP error, then request resend.
If either of the above conditions are not met, then Registry will forward the correspondence to the Committee or its designee,
 with an explanation of which condition was not met
Penalties

· Registry may report to the Committee that any Accredited Intervenor has submitted any Suspension Request in error, in that such Request was reversed due to improper submission.  Registry may also terminate any agreement it may have with Accredited Intervenor in this instance.

· Alternatively, the Committee may decide on appropriate penalties, including but not limited to:

1. Monetary fines (money used to fund antiphishing education, etc.)

2. Temporary suspension of accreditation

3. Permanent revocation of accreditation

Feedback Loop

In order to maintain effectiveness and efficiency of the Committee's Domain Eligibility Criteria and Suspension Process, the Committee will maintain a feedback loop with the Accredited Intervenors, Registries, law enforcement and other incident handling & response organizations.  

Feedback information may include current techniques used to commit phishing and malware distribution, as well as information relevant to maintaining an effective Suspension Process.  Feedback information shall include statistics about the number of Accredited Intervenors, the number of Suspension Requests, the number of appeals, and the final outcomes of those appeals.

Such information may be considered by the Committee, which may propose consequent changes to the Accreditation Criteria, Domain Eligibility Criteria, and/or Suspension Process, for consideration by any affected Registry(ies).
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�	 In these cases, it is evident that either the domain was registered by a criminal, or the domain has been completely taken over by a criminal and should be suspended until real owner can reassert control via the registrar and/or hosting company.


�	 Standard credit card charge-back process allows customer 60 days from statement date to report fraud, so any domain older than 90 days will not have been successfully challenged by a credit card owner.





�	 Domain has not gone through any sort of renewal process where a second credit card or monetary transaction is required.


�	 The Committee will also communicate with the Registry via the Authenticated Communication protocol.
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