Interim Conclusions

During the study of fast flux hosting, the working group quickly came to appreciate that the subject area that originally formed the basis of the study had changed rapidly from the time of publication of the SSAC report that stimulated GNSO interest to the issuance of the PDP. Flux hosting, flux techniques and flux facilitated attacks continued to evolve even during the WG’s study period.
8.1 Conclusions

Fast flux hosting has numerous applications. Some experts have focused on the applications of fast flux hosting that are self-beneficial but publicly detrimental and consider it to be an effective technique for keeping fraudulent sites active on the Internet for the longest period of time, and it requires DNS use and modification as a component for success. At the same time, a number of the characteristics that experts ascribe to fast flux hosting have been identified as self-beneficial without being harmful to others, or indeed, both self- and publicly beneficial. In these latter applications, the goals of fast flux hosting are to make networks survivable or highly reliable, but the motives are quite different. 

The WG recognizes that fast flux is a networking technique, and as such can be employed for illicit or legitimate purposes.  Numerous and spirited debates ensued on whether it was possible to discern the motivations and intentions of its users based solely on its existence, which further complicates any proposal to detect or mitigate occurrences exclusively through automated methods.

The WG understands that many types of organizations can potentially be involved in fast flux use, including registries, registrars, ISPs, and hosting firms. But no one category of organization is capable of unilaterally addressing the issue.  Coordination and cooperation is therefore necessary.
A key component to better understanding of fast flux is data collection, DNS monitoring, and data sharing among 
various parties (e.g., registries, registrars, ISPs, and security services). This research will be the basis for future work in facilitating detection and intervention in circumstances where fast flux hosting was publicly detrimental. These proposals merit further attention, particularly in areas where an unacceptable level of false positives would prove detrimental to registrants affected by intervention. Additionally, measures must be adopted to ensure that parties reporting fast flux activity are trustworthy and uncompromised. 

The WG also acknowledges that fast flux and similar techniques are merely components in the larger issue of Internet fraud and abuse. The techniques described in this report are only part of a vast and continuously evolving toolkit for attackers.  Successful mitigation of any single  technique would only change the macro environment for Internet fraud and abuse. Every attack that is enhanced by the use of fast flux techniques could be pursued without them, but possibly at higher cost or effort for the attacker. 

These numerous and interdependent issues must all be taken into account in any potential policy development process and/or next steps. Careful consideration will need to be given as to which role ICANN can and should play in this process.

Possible Next Steps

Note: The Working Group would like to provide the following ideas for discussion and feedback during the public comment period. Please note that at this stage the Working Group has not reached consensus on any of the ideas below. The objective of the Working Group will be to review the input received during the public comment period and determine which, if any, recommendations receive the support of the Working Group for inclusion in the final report. 

· Redefine the issue and scope

In order to address some of the problems encountered by the Working Group to define the issue and answering the charter question, the possibility could be explored to redefine the issue and scope by developing a new charter. Another possible outcome of this process could be that further research and fact-finding is desirable before a new charter can be developed.  Finally, successor PDP WGs (see “Registration Abuse,” below) may consider portions of the Fast Flux charter to be within scope of their own work, and may opt to continue discussion on these topics.
· Explore the possibility to involve other stakeholders in the fast flux policy development process

As the use of fast flux is not limited to gTLDs and touches upon a number of other issues, the possibility could be explored to involve other ICANN entities such as the ccNSO, GAC, ASO and ALAC as well as including stakeholders external to ICANN (examples include: APWG, MAAWG, CCERT, IETF, FIRST, Artists Against 419.org, StopBadware.org, Regulatory enforcement agencies such as the FTC, Law enforcement).

· Explore other means to address the issue instead of a Policy Development Process

In its current form, the Policy Development Process might not be the most appropriate or effective way to address the issue of fast flux. It could be explored whether there are other possibilities to deal with the issue, either within an ICANN context or as a collaboration of outside organizations.
· Highlight which solutions / recommendations could be addressed by policy development, best practices and/or industry solutions
Additional work could be undertaken by the Working Group to review the solutions discussed in this report in further detail and indicate how these could be implemented; by policy development, best practices or industry solutions.  These successor teams should be narrowly targeted and focus their efforts on solutions that would yield optimal results in addressing illicit uses of fast flux.
· Consider whether registration abuse policy provisions could address fast flux by empowering registries / registrars to take down a domain name involved in fast flux 
In light of other possible GNSO policy initiatives relating to registration abuse policy provisions, it could be explored whether a Policy Development Process in that area would in effect also address the use of fast flux and result in the rapid take-down or suspension of domain names involved in a fast flux attack by registrars and registries. 

· FFDRS (Fast Flux Data Reporting System)
Collection of data about fast flux is an integral part of the work of this group, and the foundation for future analysis of the fast flux issue. Currently there is no publicly available formal mechanism for members of the community to submit potential fast flux domains for consideration by the working group. The Whois Data Problem Reporting Service (WDPRS), see http://wdprs.internic.net/, is an excellent example of a existing public domain name-related data submission mechanism similar to what the Working Group might consider, albeit one that is focused on Whois data problems rather than the fast flux problem. Another example of a public cyber-security-related domain name problem submission portal is Phishtank, http://www.phishtank.com/.  Future work could explore whether ICANN is best situated to facilitate these services, or serve as a coordinating body for industry and community groups.
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