	9. Next steps / Possible solutions
	 
	 View of the WG
	 If/How/Where to incorporate in Final Report

	9.a
	Report to be reviewed by relevant IETF Working Groups
	R Atkinson
	The IETF could be invited to review the final report, and extend offers to participate in future PDP work in DNS areas of overlap. But this can occur out-of-band, and need not be included in our final report.
	 

	9.b
	Need to continue work in this area despite difficulties encountered by the WG
	IPC Constituency
	Additional work is not ruled out in the report, and is in fact supported by the suggestions beginning on line 147 and again in the section beginning on line 810.
	 

	9.c
	Ban IP of infected PC's, put some responsibility of internet control back to the ISP, time delay between registrations and activation, forced security updates
	Ed
	The first recommendation involves the blacklist / whitelist concept, which is thoroughly addressed in the report.  Also, while hodling ISPs responsible may or may not be a good idea, it is not within the scope of an ICANN consensus policy.  The same can be said for the third suggestion:  Whether or not required, unrefusable security updates are effective (or legal) is not within the scope of ICANN. The second suggestion is potentially within scope, but are addressed in the report.  (See "rate-limiting," "low TTLS," and the RyC statment begining on line 2654).
	 

	9.d
	There are viable methods for disabling domains without pelanising legitimate users of fast flux techniques, and without imposing any new restrictions on domain registration such as blacklisting and filtering of domain names tht are known to host malware or illegal content, or used for phishing
	Steven Chamberlain
	The blacklist / whitelist concepts are thoroughly addressed in the report.
	 

	9.e
	Secure the applications with technology that is appropriate to the level of value and risk
	Michael Holder
	Whether or not this would be effective, ICANN cannot mandate changes to applications developers.
	 

	9.f
	Listing of bad domains, which could be used to clean the network. Those domains using fast flux legitimately should be incorporated in a separate list.
	Davide Giuffrida
	The blacklist / whitelist concepts are thoroughly addressed in the report.
	 

	9.g
	Further study is needed in order to establish the extend of the harm
	IPC Constituency
	These issues are addressed in the draft Final Report.  The IPC's comments are more supporting the Report's findings than calling for or taking issue with the current text.  Also, the Report includes the possibility for further investigation (including with external bodies) if the GNSO feels it is desirable.
	 

	9.h
	More study is needed to understand the rather speculative characterization of fast flux benefits and whether such benefits can be achieved in another manner
	IPC Constituency
	These issues are addressed in the draft Final Report.  The IPC's comments are more supporting the Report's findings than calling for or taking issue with the current text.  Also, the Report includes the possibility for further investigation (including with external bodies) if the GNSO feels it is desirable.
	 

	9.i
	Consider further and develop the Information Sharing and Active Engagement measures outlined in the Initial Report
	IPC Constituency
	These issues are addressed in the draft Final Report.  The IPC's comments are more supporting the Report's findings than calling for or taking issue with the current text.  Also, the Report includes the possibility for further investigation (including with external bodies) if the GNSO feels it is desirable.
	 

	9.j
	Continue to investigate the APWG's proposed best practices
	IPC Constituency
	These issues are addressed in the draft Final Report.  The IPC's comments are more supporting the Report's findings than calling for or taking issue with the current text.  Also, the Report includes the possibility for further investigation (including with external bodies) if the GNSO feels it is desirable.
	 

	9.k
	Make additional non-private information about registered domains available through DNS based queries
	Jon Orbeton
	The Final Report provides a list of possible measures at Lines 251-282, and more fully develops these ideas at Lines 1383-1469. As noted in the Report, however, the WG participants did not reach consensus on many of these proposals. Ultimately, the GNSO will need to decide whether to recommend the implementation any of these potential technical measures.
	 

	9.l
	Publish summaries of unique complaint volumes by registrar, by TL and by name server
	Jon Orbeton
	The Final Report provides a list of possible measures at Lines 251-282, and more fully develops these ideas at Lines 1383-1469.  As noted in the Report, however, the WG participants did not reach consensus on many of these proposals.  Ultimately, the GNSO will need to decide whether to recommend the implementation any of these potential technical measures.
	 

	9.m
	Cooperative, community initiatives designed to facilitate data sharing and the identification of problematic domain names
	Jon Orbeton
	The Final Report provides a list of possible measures at Lines 251-282, and more fully develops these ideas at Lines 1383-1469. As noted in the Report, however, the WG participants did not reach consensus on many of these proposals. Ultimately, the GNSO will need to decide whether to recommend the implementation any of these potential technical measures.
	 

	9.n
	Stronger registrant verification procedures
	Jon Orbeton
	The Final Report provides a list of possible measures at Lines 251-282, and more fully develops these ideas at Lines 1383-1469.  As noted in the Report, however, the WG participants did not reach consensus on many of these proposals.  Ultimately, the GNSO will need to decide whether to recommend the implementation any of these potential technical measures.
	 

	9.o
	Adopt accelerated domain suspension processing in collaboration with certified investigators / responders
	Jon Orbeton
	The Final Report provides a list of possible measures at Lines 251-282, and more fully develops these ideas at Lines 1383-1469. As noted in the Report, however, the WG participants did not reach consensus on many of these proposals. Ultimately, the GNSO will need to decide whether to recommend the implementation any of these potential technical measures.
	 

	9.p
	Stronger conflict resolution measures to deal with registrars / IP space owners who are non-responsive to wide scale and numerous abuse complaints
	Jon Orbeton
	The Final Report provides a list of possible measures at Lines 251-282, and more fully develops these ideas at Lines 1383-1469. As noted in the Report, however, the WG participants did not reach consensus on many of these proposals. Ultimately, the GNSO will need to decide whether to recommend the implementation any of these potential technical measures.
	 

	9.q
	Establishing a fee for modification of the name servers would not be a disincentive as in most of these cases stolen credit cards are used
	Gary Warner
	The concept of assigning a nominal fee to disrupt the economics of FF are mentioned in two areas of the report, and the report notes (in section 5.4) that these often involve stolen credit cards. Perhaps these two points could be more clearly connected in the language on lines 279 and 1458.
	 

	9.r
	Explore other means to address fast flux issues instead of initiating a PDP which is not suitable because of the rapidly evolving nature of fast flux, combined with the minimal effect new policy would likely have on Internet Fraud and abuse
	Registrar Constituency
	These recommendations are addressed at many points within the report.
	 

	9.s
	If a PDP is pursued, the following next steps are in order of preference: 1) further work/study to determine which solutions / recommendations are best addressed by best practices, industry solutions or policy development, 2) include fast flux hosting as part of the work now being done on registration abuse and take-down policies, 3) redefine the issue and scope.
	Registrar Constituency
	These recommendations are addressed at many points within the report.
	 

	9.t
	There are no technical ways to proceed which are effective and avoid collateral damage, the only option is to suspend domain names.
	Richard Clayton
	The role of contracted parties are examined as part of the charter questions. Additionally, non-policy alternatives (as industry solutions, best practices, etc.) are also discussed.
	 

	9.u
	More attention needs to be paid to the role of ICANN, the registries and registrars in the suspension of domain names
	Richard Clayton
	The role of contracted parties are examined as part of the charter questions. Additionally, non-policy alternatives (as industry solutions, best practices, etc.) are also discussed.
	 

	9.v
	A group be set up to facilitate the exchange of information on the conditions of service of registries and registrars and how these work in practice
	Philip Virgo
	This idea is discussed beginnin on line 2072, but the report does not mention the inclusion of victims of FF. Perhaps a small change to this section could be made to encompass this idea.
	 


