6 Challenges

Despite the fact that the Working Group conducted its work with great enthusiasm and dedication, it encountered a number of challenges.  An overview of the main challenges encountered by the fast flux Working Group is presented below. 

a. Lack of an agreed upon definition of fast flux and supporting data

The issues report and the Working Group charter defined “fast flux” as “rapid and repeated changes to A and/or NS resource records in a DNS zone, which have the effect of rapidly changing the location (IP address) to which the domain name of an Internet host (A) or name server (NS) resolves”. However, it was argued by some members of the Working Group that this definition lacked the detail and specificity needed to answer the charter questions. A substantial amount of time was spent on reworking the definition, which in itself proved to be a challenge mainly due to difficulties over separating the technical and process elements of fast flux from the intent and activities for which it is being used. In addition, as outlined above, the group struggled to come up with a definition that would separate good use of fast flux from bad use. As a result, the discussion on possible solutions proved to be problematic.  In the absence of an agreed-upon definition of fast flux (and a good assessment of the extent or impact of the problem) it was not clear what proposed solutions were supposed to fix.

In a number of instances, the Working Group encountered difficulties in separating between fast flux as a facilitating technique and the activities it facilitates.  This resulted in discussions that went far beyond the scope and the mandate of the Working Group, as well as ICANN’s. It is worth remembering that in general the WG does not consider fast flux as a distinct fraud or attack vector comparable to spam, phishing, or malware. The WG feels that the primary effect of FF when it is used by "bad guys" is to delay the response.  That is, FF serves to prolong the period of time during which the attack continues to be effective, before the domain is taken down by a "good guy." It is not an attack itself - it is a way for an attacker to avoid detection and then frustrate the response to the attack.

The lack of data and lack of understanding of the full scope of fast flux also made discussions difficult. Working Group members for the most part agree that further fact finding and data gathering is imperative in order to have an informed discussion on this subject.    Lack of a clear definition and disagreement on the exact scope of the problem made it extremely difficult to continue discussions as participants were speaking on the basis of different assumptions and different expectations as to what a potential recommendation on fast flux should look like.

b. Issues with the Charter
Neither the GNSO Council nor the charter identified what the objective of a potential recommendation on fast flux should be.  In addition, some felt that the charter did not provide sufficient information on what was expected to be delivered by the Working Group, nor were important questions included. The group struggled with finding the right balance between respecting the charter, the lack of information, and the need to find a solution and consensus.  As some participants pointed out, some of the discussions and proposed actions might be more appropriate for bodies like the Anti-Phishing Working Group (APWG) than ICANN taking into account its current remit.

