Fake Renewal Notices Drafting Team
Summary of Background Information

Registration Abuse Policies Final Report (see http://gnso.icann.org/issues/rap/rap-wg-final-report-29may10-en.pdf) 

Definition: Fake renewal notices are misleading correspondence sent to registrants from an individual or organization claiming to be or to represent the current registrar. These are sent for a variety of deceptive purposes. The desired action as a result of the deceptive notification is: 

· Pay an unnecessary fee (fraud) 

· Get a registrant to switch registrars unnecessarily (“slamming”, or illegitimate market-based switching) 

· Reveal credentials or provide authorization codes to facilitate theft of the domain 

What is ICANN’s role? 

· If the perpetrator is a registrar or reseller, ICANN policy applies through the RAA. 

· If the perpetrator is not a registrar/reseller, ICANN’s role is still applies, but it falls into the realm of IRTP, hijacking, or WHOIS abuse. 

For examples of how governments have used their law enforcement and consumer protection agencies to pursue such abuses, please see: http://forum.icann.org/lists/gnso-rap-dt/msg00624.html.
Response from ICANN’s Compliance Department to GNSO Council request for further information (see http://gnso.icann.org/mailing-lists/archives/council/msg10766.html). 

ICANN’s Contractual Compliance department may only pursue enforcement action concerning a fake renewal notice if the following pre-conditions are met:

1. The act of sending such notice violates the terms (express or implied) of the RAA, an ICANN consensus policy or any applicable laws and regulations (see Section 3.7.2 of the RAA); and
2. An ICANN-accredited registrar is directly or indirectly responsible for sending such renewal notice.
As a result, each “fake” renewal notice needs to be examined on a case-by-case basis in order to determine the legality of such notice and whether there is a violation of the RAA or ICANN policies. It is also worth noting that ICANN cannot take enforcement actions directly against a registrar’s resellers or any other third party if the fake renewal notices are sent by the resellers or the third party in violation of the terms of the RAA, an ICANN policy, or any local laws or regulations. Under the current RAA framework, any ICANN enforcement action in relation to the conduct of a reseller or third party acting under a commercial contractual arrangement with an accredited registrar can only be directed to that accredited registrar if supported by non-compliance with the provisions of the RAA.
Brandon Gray Internet Services Inc. Litigation - Ontario 
Statement of Claim (see http://cira.ca/assets/Documents/Legal/Brandon-Gray/Statement-of-Claim.pdf)

· Plaintiff (Brandon Gray) claims damages for breach of contract, bad faith, breach of fiduciary duty, intentional and unlawful interference with economic relations, inducing breach of contract, breach of duty of good faith, irreparable harm to business reputation and profits, loss of business and loss of business opportunity; punitive and exemplary damages; re-certification of the plaintiff as a registrar; an order declaring that the defendant (CIRA) owes the plaintiff a fiduciary duty and has breached that duty, and, an injunction.
· Brandon Gray and CIRA entered into a Registrar Agreement in June 2004, allowing him to register dot-ca or sub-domain names on behalf of individuals, corporations, trusts, partnerships (resellers) as well as provide the resellers with associated services.
· On August 6, without warning or prior notice, the CIRA informed the plaintiff of its refusal to re-certify him as a CIRA accredited Registrar. According to the plaintiff, none of the circumstances specified in the Registrar Agreement give CIRA the ability to terminate or suspend the Registrar Agreement. By doing so nevertheless, CIRA intentionally interfered with the Plaintiff’s economic relations.
Statement of Defense (see http://cira.ca/assets/Documents/Legal/Brandon-Gray/Statement-of-Defence.pdf)

· Contrary to the plaintiff’s claims, CIRA notes that Brandon Gray is not at all ‘highly respected in the Internet community’. He is the subject of numerous criticisms and complaints by the Internet community. Furthermore, some of its resellers such as Internet Registry of Canada (IROC), Domain Registry of America (DROA) and Domain Registry of Canada (DROC) have engaged in activities which are inappropriate for any business and highly unethical.
· One of the principles of IROC was found guilty of charges under the competition Act for misleading representations in the form of mail solicitations which appear to be invoices sent on behalf of the Government of Canada or officially sanctioned agency registering domain names in Canada, to individuals and organizations whose domain names were about to expire. 
· In 2003, the US Federal Trade Commission brought a complaint for a permanent injunction and other relief against DROA for engaging in deceptive and unfair acts or practices, alleging that DROA engaged in a direct mail marketing campaign to US consumers with what appeared to be renewal notices or invoices from the consumers’ current Registrars, advising them that the domain names were about to expire, requesting payment for ‘renewal ‘ of the domain name registration, and soliciting them to transfer their domain name registrations from their current Internet domain name registrar (also called slamming).  In 2003, DROA and the FTC agreed to a settlement as a result of which DROA was ordered to refrain from making any false or misleading statements, including but not limited to any representation that the transfer of a domain name is a renewal; and to restrain from failing to disclose in a clear and conspicuous manner any cancellation of processing fees imposed prior to the effective date of any transfer or renewal.
· CIRA received hundreds of complaints since at least 2002 regarding the conduct of IROC, DROA, DROA, DROC, and/or Brandon Gray. The vast majority of those complaints related to dot-com names, not managed by CIRA, and complained that the notices being sent by those parties, regarding the Registrants’ domains , were deceptive, misleading or fraudulent.

· In 2010, CIRA received complaints from individuals regarding notices by DROC with regard to dot-ca domain names. These complaints strongly criticized and expressed disapproval of CIRA for having allowed and/or failed to stop the practices of Brandon Gray.

· The plaintiff was not entitled to register .ca names on behalf of resellers or provide resellers associated services and was therefore in breach of its Agreement, which entitled CIRA not to re-certify Brandon Gray.

Ontario Superior Court Decision (see http://cira.ca/assets/Documents/Legal/Brandon-Gray/Ontario-Superior-Court-Decision-on-Motion-January-27-2011.pdf)
· Brandon Grey’s motion was dismissed

ASA Adjudication on Domain Registry of America (see http://www.asa.org.uk/ASA-action/Adjudications/2009/11/Domain-Registry-of-America/TF_ADJ_47583.aspx)
· Complainants considered mailing sent by the Domain Name Renewal Group (DRG) misleading as it appeared to be a bill requiring payment and implied that the domain name registration was transferred when it was not. 

· DRG said their mailing was intended to notify recipients that their domain name was about to expire and, because of deregulation in the Domain Name industry, consumers had a choice of registrars with whom to renew or register a domain name. In their view, the mailing did not claim that the domain name had been transferred or that payment was due without agreeing to move to their company. 

· The Advertising Standards Authority (ASA) of the United Kingdom noted that the mailing was headed “Domain Name Expiration Notice” and closely resembled a bill, including a credit card payment slip, and considered recipients were likely to infer that their domain name had been transferred to DRG and a renewal payment was now required. It therefore concluded that the mailing was misleading for falsely implying that recipients had already transferred their domain name to DRG and for not making sufficiently clear that it was a marketing communication. As a result, the ASA ordered that the mailing must not appear again in its current form. 
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