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To: GNSO Drafting Team on Protection of IGO-INGO Names

From: Office of ICANN’s General Counsel 

Research Requested from the WG
With respect to the question of securing legal advice regarding the protection of IGO-INGO names, the WG should request from the office of the ICANN General Counsel an answer to the following question:

Is ICANN aware of any jurisdiction in which a statute, treaty or other applicable law prohibits either or both of the following actions by or under the authority of ICANN:

(a) the assignment by ICANN at the top level, or

(b) the registration by a registry or a registrar accredited by ICANN of a domain name requested by any party at the second level, of the name or acronym of an intergovernmental organization (IGO) or an international non-governmental organization receiving protections under treaties and statutes under multiple jurisdictions (INGO)?

If the answer is affirmative, please specify the jurisdiction(s) and cite the law.
Research Performed

Given our understanding that the WG is looking at the International Olympic Committee (IOC), the Red Cross/Red Crescent Movement (RCRC) as well as intergovernmental organizations (IGO) and other international non-governmental organization (INGOs), it was important to scope the research into a manageable format.  Therefore, the research was broken into two parts, one as it related to the IOC and RCRC (as major INGOs that are the most likely to have special protections afforded, based on prior research performed) and the second part on IGOs.  For IGOs, the research focused upon whether the jurisdictions afforded heightened protections through recognition of the Paris Convention and its Article 6(1)(b) (the “6ter”).  This method seemed to provide a broad and objective measure for identifying protections afforded to IGOs.  As requested, the review was not focused on the potential prohibitions for or liabilities of registrants in domain name registration, rather the broader question of prohibitions that could attach up the registration chain (to registries and registrars).  However, the research presented does not discuss ICANN’s potential for liability. Eleven jurisdictions from around the globe were surveyed, representing jurisdictions from every geographic region.  ICANN interpreted the term “assignment” to mean the approval for delegation of a top-level domain.
Executive Summary
As noted in the interim reporting provided on this research, the trend is that there are few, if any, jurisdictions sampled that have specific laws addressing ICANN, a registry or a registrar’s role in the delegation of top-level domains or in the registration of second-level domains.  Only one jurisdiction (Brazil) was found to have a statute that placed a direct prohibition on the registration of IOC- or FIFA-related domain names, though the roles of gTLD registries/registrars are not specifically identified in the statute.  However, the fact that statutes do not directly mention domain names cannot be taken to mean that ICANN, a registry or a registrar is exempt from liability if there is an unauthorized delegation at the top-level or registration at the second-level of a domain name using the name or acronym of the International Olympic Committee (IOC), the Red Cross/Red Crescent movement (RCRC), or Intergovernmental Organizations (IGOs) that are provided protection within each jurisdiction.  

As seen in the survey below, nearly all of the sampled jurisdictions (representing all geographic regions) provide protections to the IOC and/or the RCRC for the use of their names and acronyms, and those protections are often understood to apply to domain names.  The exact terms that are protected in each jurisdiction vary, and ICANN has not engaged in an exercise to compare the scope of the protected terms requested by the IOC and the RCRC within the New gTLD Program, as this research was not undertaken to produce a list of names or acronyms recommended for protection.  While it appears rare (other than in the case of Brazil) to have a specific prohibition for domain name registration enumerated, there does seem to be potential bases for challenges to be brought with respect to domain name registration, including potential challenges to registry operators or registrars for their roles in the registration chain.

For the names and acronyms of IGOs, ICANN’s research focused on whether any special status afforded to those names and acronyms by virtue of the protection granted by Article 6ter(1)(b) of the Paris Convention could serve as a basis for liability.  While this focus of research may not identify if there are individual IGOs for which a country has elected to provide heightened protections (outside of their 6ter status), this research provides insight to the status afforded to IGOs that can be objectively identified by virtue of their inclusion on the 6ter list.  Many countries afford special protection to those IGOs listed on the 6ter, though there is often a registration, notice process, or member state limitation required through which each jurisdiction develops a list of the specific IGOs that it will recognize for protection.  Therefore, among the jurisdictions where IGOs are provided heightened protection, the list of IGOs eligible for protections may not be uniform.

In nearly every jurisdiction, whether or not special protection exists for the IOC, RCRC or IGOs, there always remains the possibility that general unfair competition or trademark laws can serve as a basis for challenge to a specific delegation of a top-level name or the registration of a second-level domain name at any level of the registration chain.  This survey does not assess the likelihood of whether liability would attach in those circumstances.  The potential for liability could factor in many issues, such as knowledge of potential infringement or improper use, the location of the registry or registrar, or the familiarity of the jurisdiction with the IGO at issue, as three examples. 

Each registry operator and registrar has an independent obligation to abide by applicable laws.  If registry operators or registrars have concerns about the potential for liability for its role in the delegation of a top-level domain or in the registration of a second-level domain within a particular jurisdiction, the responsibility for identifying the scope of that liability lies with the registry operator or registrar.  Therefore, to avoid any suggestion that ICANN is providing legal advice to any of its contracted parties, the survey provided below notes the areas where the potential for liability could lie, but does not provide an assessment of the likelihood of that liability attaching.   

When reviewing this survey, it is important to keep two items in mind.  First, the suggestion that a registry or registrar could bear some liability for their role in domain name registrations is a broad concept, and the presentation of this survey is in no way suggesting that registries or registrars are at newfound risk of liability for all domain registrations within their registry or sponsorship.  The presentation of this survey is looking at where certain entities (IGOs and INGOs) could be afforded heightened protections from use of associated names or acronyms within domain names because acts and laws already provide for heightened protections for the use of their names and acronyms.  Second, the term “liability” is used broadly here.  There are many factors that have to be considered for liability to attach to a registry or registrar, including the extent to which a jurisdiction recognizes “accessories” to acts of dilution or infringement, or how a jurisdiction defines a duty of care and the registry or registrar’s role in the registration chain.  The term “liability” is not used here to indicate that there is certainty that a registry or registrar will (or should) face any challenge due to the registration of a domain name for which heightened protections may be claimed.  

Survey of Jurisdictions
	Jurisdiction
	IOC/RCRC Protections
	IGO Protections (or other INGOs, where applicable)

	Australia
	While there are no specific prohibitions for the use of names related to the IOC at the top-level or second-level, the Olympic Insignia Protection Act 1987 (Cth) provides broad protections for the terms which could extend to domain names.  The level of protection afforded to domain names appears to depend on how closely the domain name matches a protected Olympic expression.  There may be exclusions based on prior registration of marks using some of the Olympic names.

For RCRC names, the Geneva Conventions Act 1957 (Cth) prevents any unauthorized use of specific RC related expressions, which would arguably apply to domain names at any level.
	The International Organisations (Privileges and Immunities) Act 1963 (Cth) gives effect to the 6ter list and prohibits the use of an IGO’s name (or acronym) in connection with a trade, business, profession, calling or occupation.  The IGO must, however, also be specifically made a subject of legislation or regulations by the Australian Government to be afforded the protections of the Act.  For the qualifying IGOs, there is the potential for liability through the registration chain where the use of an IGO name/acronym in a domain name is in contravention of the Act.

	Brazil
	The Olympic Act, Law No. 12.035/2009 could be used to impose liability for the approval/registration of a TLD or second-level domain name, and explicitly mentions domain web sites as one of the areas of protections for marks related to the 2016 Olympic Games.  Prior approval is needed for any usage.

Certain Red Cross marks are protected under Decree 2380/1910.  The 1910 decree does not mention domain names.

Brazilian Civil Law Code could possibly be used as a basis for liability as well.
	FIFA has similar protections to the Olympics Law under the ““General World Cup Law” (Law no. 12.663/2012), and expressly directs NIC.br to reject “domain name registrations which utilizes identical or similar expressions / terms to FIFA’s trademarks.”

More generally, Brazil has ratified the Paris Convention, however there are no specific provisions of law that relate to the protections of abbreviations and names of IGOs in Brazil.  However, the fact of ratification could make attempts to bar delegation/registration at the top- or second-level, more successful in the country, however, the success of the challenge would vary from case to case.

	Canada
	Trade-marks Act, R.S.C., 1985, c. T-13, Subsection (9)(1)(f) protects certain emblems and marks related to the Red Cross.  The Olympic and Paralympic Marks Act, S.C. 2007, c. 25 (“OPMA”) protects marks related to the IOC (including translations).  Some of the marks are also protected as official marks that are registered in Canada.

While the statutes do not mention domain name registration, there is the possibility that the use of a name or acronym associated with these marks at the top-level or second-level could violate Canadian law.  
	The Trade-marks Act, at Subsections 9(1)(i.3) and 9(1)(m) provides protections for names of organizations appearing on the 6ter list, as well as for the United Nations.  For names on the 6ter list, there is a requirement for entities on the 6ter to communicate to the government which names are intended for protection.  The use of those protected names or acronyms at the top-level or second-level (each without consent) could be afoul of the Trade-marks Act, though domain names are not specifically mentioned in the law.

	China
	Certain Olympic-related names and acronyms are provided protection under the Regulations on the Protection of Olympic Symbols ("Regulations"), which require the permission of the owner of the Olympic symbols to provide permission for their use.  This is the one area where any heightened potential for liability for the delegation of a top-level domain was identified.  Registrations of second-level domains could also be impacted under this provision.  The domain name registration policies that exist within TLDs that are administered by CNNIC are subject to modification and broadening.   Some second-level registrations for the RCRC are afforded some protections under these policies. 
	Article 2(2) of the Notice Regarding the Implementation Solution of .CN Second Level Domain Name Registration specifically restricts the registration of the acronyms of 31 Inter-Governmental Organizations (“IGOs”) as second level domain names to entities with the relevant authorities 

It is unknown how this restriction would be expanded into TLDs outside of the .CN registry.

	France
	Article L. 141-5 of the French Code of Sports provides protections to certain words and marks associated with the IOC, and has been used with:  (i) Article L. 711-3 b) of the French Intellectual Property Code and/or (ii) Article L. 45-2 of the French Code of Posts and Electronic Communications to require cancellation of domain names bearing the protected words.

Article 1 of French law dated July 24, 1913, as amended by French law dated July 4, 1939, implementing the provisions of the Geneva Convention for the Amelioration of the Condition of the Wounded and Sick in Armies in the Field, dated July 6, 1906, provides protections for certain words and marks associated with the RCRC in France.  While domain names are not specifically listed in the law, the broad language of the law has been used to prohibit registration of domain names using the restricted names.  

The improper delegation/registration or use of these names at the top- or second-level could possibly serve as a basis of liability.
	Under French law, the Paris Convention is directly applicable (that is, an action can validly be grounded on such International treaty). Yet, Article 6ter(1)(b) of the Paris Convention does only provide for the prohibition to “use [IGOs], without authorization by the competent authorities, either as trademarks or as elements of trademarks”.  

Because of the status of the protection, liability could attach as a result of trademark law violations/unfair use of an IGO’s name or acronym as part of a domain name.  There is also the potential for criminal liability based upon the unlawful use of an insignia regulated by a public authority.  Notably, some IGOs could be provided with stronger protections than others by virtue of appearance on a list referred to in Article 3 of French Ministerial Order dated February 19, 2010.  

	Germany
	Certain Olympic designations are protected under the Olympic Emblem and Olympic Designations Protection Act (OlympSchG), a national statutory law.

According to section 125 OWiG (Ordnungswidrigkeitengesetz - Administrative Offences Act), an administrative offence is deemed committed by any person who has used the symbol of the Red Cross, respectively the designations “Red Cross” or “Geneva Cross”, as well as any symbol or designation confusingly similar without authorization.  The same applies to symbols and certain designations representing the Red Cross under provisions of international law (i.e. the Red Crescent).

For either of these provisions, while domain name registrations are not specifically identified, those who are on notice of the infringing use of a name or acronym at the top or the second level could be held liable under the laws.
	There are no statutes that provide protection to IGOs on the basis of inclusion on the 6ter list.



	Japan
	The Unfair Competition Prevention Law (hereinafter referred to as “UCPL”) (Law No. 47 of 1993, as amended) prohibits unauthorized use of the names of international intergovernmental organizations (“IGOs”) as trademark (Article 17 of the UCPL). This provision corresponds to Article 6ter (1) (b) and (c) of the Paris Convention for the Protection of Industrial Property (the “Paris Convention”).  Specific IGOs that are protected under this statute are defined by ordinance of the Ministry of Economy, Trade and Industry.  The IOC has specific names and acronyms protected under this provision.

The name and mark of the Red Cross are already protected under the Law Regarding Restriction of Use of Mark and Name, Etc. of the Red Cross (Law No. 159 of 1947, as amended).

While the laws do not directly address domain names at the top or the second level, the use of the IOC or the RCRC names or acronyms at the top or second level (by entities other than the IOC/RCRC) could serve as grounds for liability under the laws.
	While there are no direct legal barriers to the delegation of a top level domain or the registration of a second level domain name that matches a mark or acronym of an IGO that is defined under the Ministry of Trade and Industry ordinance, the use of such words in a way that is found to be misleading can serve as grounds for liability, just as the use of IOC names or acronyms would.

	Mexico
	The use of Red Cross and Red Crescent names is covered by 2007 law, which includes domain names.

Mexico is a member of the Nairobi Treaty for the Protection of the Olympic Symbol, and affords the rights provided under that treaty.
	Under Article 213 VII and IX of the Industrial Property Law and Article 90 VII of the Industrial Property Law, neither of which specifically mention domain names, the use of a name of an IGO in which Mexico takes part could serve as a basis for liability if evidence of authorization for the registration is not received.

	South Africa
	South African Red Cross has protection under a specific statute, the South African Red Cross Society and Legal Protections of Certain Emblems Act no. 10 of 2007.  

There is no specific protection in South Africa for  IOC names, but the IOC does have registered marks in here that are afford protections under the Trade Mark Act discussed under the IGO section. Unregistered abbreviations may not be subject to protection.  

These protections could exist at the top- and second- level for domain names, though not specifically enumerated.
	Through the Trade Marks Act no 194 of 1993, Sections 10(8), 34, and 35, well-known marks appearing on the 6ter list are entitled to protection under trademark laws, even without registration, though there is a requirement to apply to South Africa for protection.  Comparisons need to made about the class of service offered.   

IGO names could also be protected under the Prohibition of the Use of Certain Marks, Emblems and Words published under GN 873 in GG 5999 of 28 April 1978, as well as the Merchandise Marks Act no. 17 of 1941.  

None of these acts specifically mention domain names, though the use of the protected marks in top- or second-level domain names may serve as a basis for liability thereunder.

The potential for liability arising out of domain name registrations can be seen in the Electronic Communications and Transactions Act no. 25 of 2002, which is applicable to the .za Domain Name Authority.

	South Korea
	Article 12(1) of the Korean Internet Address Resources Act (KIARA) states: 

“No one shall obstruct the registration of any domain name, etc. of persons who have a legitimate source of authority, or register, possess or use domain name for unlawful purposes, such as reaping illegal profits from persons who have a legitimate source of authority. “

There are not statutes that appear to protect the top-level delegation or usage of a term related to the IOC/RCRC, unless those terms have the protection of the trademark laws or the protection of the KIARA.  Second-level registrations are more likely to pose liability under the trademark laws or the KIARA.  The laws do not specifically contemplate that entities other than the registrant would have liability, though there is no guarantee that none would attach. 
	Article 3(1) of the Korean Unfair Competition Prevention and Trade Secret Prevention Act (KUCP & TSPA) prohibits use of marks of international organizations, and specifically references international organizations and the Paris Convention.

For use within a second-level domain name, the general KIARA, combined with the KUCP & TSPA, provide the most likely sources of liability.  The delegation of top-level domains containing these names and acronyms is less likely to be viewed as problematic under these statutes.

	U.S.
	There are two statutes that are relevant to the protection afforded to names or acronyms of the IOC in the United States:  (1) 36 U.S.C. §§ 220501 et seq., the Ted Stevens Olympic and Amateur Sports Act (the “Stevens Act”); and (2) 15 U.S.C. §§ 1051 et seq. (the Lanham Act).  Specific words and combinations related to the Olympics and the Olympic Committee are protected from use, but the use of the word “Olympic” to identify a business or goods or services is permitted if it does not combine with any of the intellectual property references.  The scope of protection provided, while it does not directly mention domain name registration at the top- or second-level, could be used as a bar to potentially infringing registration.

The Red Cross is also afforded protection under the Lanham Act and is protected pursuant to 18 U.S.C. §§ 706, 706a, and 917.  Allowing use of the protected terms at the top- or second- level – while not fully defined in the statutes and not addressing domain name registrations – could be used to impose liability.
	The US Patent and Trademark Office is required to refuse registrations of marks that conflict with registered marks of IGOs, so no registration is possible (once the marks are identified to the USPTO by a member country of the Paris Convention).  No special protection seems to exist to bar the delegation of top- or registration of second-level domains containing the IGO names or acronyms by ICANN, a registry or registrar.


PAGE  
1

