Preliminary Conclusion for Issue A


The WG recognizes the need for a process for the urgent return / resolution of a domain name registration and would like to put forward an ‘Expedited Transfer Reverse Policy’ (ETRP) for community consideration. The ETRP should be seen as an escalation process that can be invoked by the registrar of record if the situation cannot be resolved amicably, with registrar co-operation still being the preferred avenue for resolving disputes. The main elements of the proposed ETRP are as follows:
· The ETRP will be mandatory for all gTLD Registries and Registrars that are subject to IRTP. 

· The Pre-Transfer Registrar (PTRa) shall distribute a Registrant’s Title to the Registered Name Holder (hereafter “Registrant”) which will include a unique identifier for the purpose of providing the Registrant with a mechanism for identification as the duly contracted entity with registration rights to the domain name.
· Registrants claiming to be victims of a hijack must work through their original sponsoring Registrar (i.e., the PTRa), as they possess all necessary pre-transfer information.

· The ETRP must be initiated within 60 days of the completion of a transfer under the IRTP
· The PTRa must obtain an ETRP authorization from the Registrant to initiate the ETRP.  An ETRP Authorization from any of the other contacts noted in the associated WHOIS records, including the Administrative Contact, is not eligible for ETRP.

· Elements of the ETRP Authorization should include:

· An authorization from the pre-transfer Registrant, affirming or declaring that the transfer was unauthorized, and that they desire to restore the registration to its pre- transfer state, and that the PTRa is initiating the ETRP on their behalf;
· Documentation that the PTRa has verified the identity of the pre-transfer registrant in a manner conforming to local law and practices;
· Indemnification of the PTRa and Registry Operator by the pre-transfer Registrant;
· These materials, along with any supporting documentation, will be bundled into an “ETRP packet”
· The PTRa may, at their discretion, charge the Registrant a fee for these services.  Any registrar that operates a website for domain registration or renewal must state, both at the time of registration and in a clear place on its website, any additional fee charged for the recovery of a domain name via ETRP
.
· Upon receipt of a valid ETRP Packet, the Registry Operator for the Top Level Domain of the name in dispute (“Registry”) will, within their best reasonable efforts not to exceed 48 hours, restore the domain name to its pre-transfer state.  This will include 
· reinstating in the Registry database the PTRa as the Registrar of Record.

· 
· Notifying the PTRa  that the transfer was reversed via ETRP;
· Refunding the original transfer transaction fee charged to the gaining Registrar, if any;
· Assessing any ETRP processing fee, not to exceed the then current TDRP processing fee to the PTRa
;
· Maintaining the domain name expiration as extended  by one year (not to exceed the maximum registration term) when the original transfer was processed. 

· The ETRP is intended to correct fraudulent or erroneous transfers, not to address or resolve disputes arising over domain control or use.
· Upon notice from the PTRa, the gaining Registrar will, within their best reasonable efforts not to exceed 48 hours, notify the post-transfer registrant of the ETRP transfer reversal.
· An ETRP may be contested by the gaining Registrar, on the request of the post-transfer registrant, within 14 days of the completion of an ETRP.

· 
· 
· 
Members of the ICANN Community are encouraged to provide their feedback on the proposed ETRP, including the timeframes currently proposed.
The complete language of the proposed ETRP can be found in Annex C.
Annex C – Expedited Transfer Reverse Policy (ETRP)
1. Objective 

1.1  This document describes a policy recommendation for the timely, cost-effective reversal of an Inter-Registrar domain name transfer, restoring the registration to its pre-transfer state.

1.2  This policy recommendation is intended to augment, rather than replace, existing policy and services currently in use. These include the Transfer Dispute Resolution Procedure (TDRP), various Registry-specific reassignment services, and ad hoc Registrar cooperation.

2. Background

2.1 The Inter-Registrar Transfer Policy (IRTP) aims to provide a straightforward procedure for a domain name holder (i.e. the duly contracted entity with registration rights to the domain name, hereafter referred to as the “Registrant”) to transfer their names from one ICANN-accredited registrar to another should they wish to do so. The policy also provides standardized requirements for Registrar handling of such transfer requests from the Registrant. The policy is an existing GNSO consensus policy that was implemented in late 2004.

2.2  In its current form, the IRTP represents a vulnerability to the unauthorized transfer of a domain name to a new Registrar.  This is commonly referred to as domain name "hijacking." 

2.3  Hijacking results in significant harms to Registrants, and undermines public trust in the domain name system.

2.4  In their efforts to detect and remedy incidents of hijacking, Registrars will employ a variety of tools, including the TDRP, Registry-specific reassignment services, and informally cooperating with other Registrars to reverse a recent transfer.

2.5  No single method provides a general procedure to address hijacked domain names, however, as they are perceived as expensive, slow, and requiring the cooperation of multiple parties. {This section should be expanded to demonstrate why existing methods are deficient}.

2.6  The IRTP-B PDP working group has produced this draft policy recommendation to address the need for an urgent return mechanism.


3.  Procedure

3.1  The Expedited Transfer Reverse Policy (ETRP) will be mandatory for all gTLD Registries and Registrars that are subject to the IRTP. Registrants claiming to be victims of a hijack must work through their original sponsoring Registrar, as they possess all necessary pre-transfer information including the Registrant's Title. Throughout the remainder of this document, the original sponsoring registrar is termed the Pre-Transfer Registrar (PTRa). The PTRa shall distribute a Registrant's Title to each Registrant in a communication directly to the Registrant without notice to any of the other contacts noted in the associated WHOIS records, including the Administrative Contact. Such a Registrant's Title shall include a unique identifier as determined by the Registrar for the purpose of providing the Registrant with a mechanism for identification as the Registrant.

3.2  ETRP must be initiated by the PTRa within 60 days of the completion of an Inter-Registrar domain name transfer, corresponding to the 60-day Transfer Lock / Reason For Denial period that is implemented by most Registries and Registrars, or within 60 days of the Registrant becoming aware of the transfer
 (but in no event more than six (6) months after the Inter-Registrar domain name transfer). 
            

3.2.1  While widely implemented by many Registrars, this Transfer Lock is currently described as "optional" in the existing IRTP.  We recommend that this practice be required, to guard against serial transfers following an initial unauthorized transfer.

3.3   PTRa must obtain an ETRP Authorization from the Registrant to initiate a ETRP.  ETRP Authorization from any of the other contacts noted in the associated WHOIS records, including the Administrative Contact, is not eligible for ETRP. 

3.4  Staff is asked to develop, in collaboration with the Working Group, an appropriate ETRP Authorization.
 Elements of the ETRP Authorization should include:
           
            3.4.1  An Authorization from the pre-transfer Registrant, affirming or 

declaring that the transfer was unauthorized, and that they desire to restore the registration to its pre- transfer status, and that the PTRa is initiating the ETRP on their behalf.  If the ETRP is initiated outside of the 60-day Transfer Lock period, the Registrant must additionally provide an explanation of when and how the Registrant became aware of the transfer.

 3.4.2  Documentation that the PTRa has verified the identity of the pre-transfer Registrant by including information on the Registrant Title.

 3.4.3  Indemnification of the PTRa and Registry Operator by the pre-transfer Registrant.

 3.4.4. These materials, along with any supporting documentation, will be bundled into an "ETRP Packet".

3.5   PTRa may, at their discretion, charge the Registrant a fee for these services. Any Registrar that operates a website for domain registration or renewalmust state, both at the time of registration and in a clear place on its website, any additional fee charged for the recovery of a domain name via ETRP. 

3.6  Upon receipt of a valid ETRP Packet, the Registry Operator for the Top Level Domain of the name in dispute (“Registry”) will, within their best reasonable efforts not to exceed 48 hours:

• Restore the domain name to its pre- transfer stateby reinstating in the Registry database the PTRa as the Registrar of Record.


• Notify the PTRa that the transfer was reversed via ETRP, using the appropriate "urgent" communication method (email, poll message, etc.) 


• Refund the original transfer transaction fee charged to the gaining Registrar, if any.

•Assess an ETRP transaction fee, not to exceed the then current TDRP processing fee, to the PTRa
.

•

Retain the then effective expiration date of the domain name to ensure 
that the name does not expire or enter any grace periods.
3.7 Upon notice from the PTRa, the gaining Registrar will, within their best reasonable efforts not to exceed 48 hours, notify the post-transfer registrant of the ETRP transfer reversal.

4.  Restrictions

4.1  The ETRP may -not- be used for transfers that:
            

4.1.1  Are the result of implementing a UDRP decision, or for names subject to UDRP complaints in which a decision is pending.
            

4.1.2  Are part of a bulk transfer.
            

4.1.3  Are part of an ICANN-sponsored reallocation associated with the termination or non-renewal of a Registrar Accreditation.
            

4.1.4  Are involved in pending litigation.
        

4.2  PTRa must deny future transfer requests for a period of 60 days following a successful ETRP.  (We should require a 60 day lock in order to allow time for the ETRP to be contested.)

4.3  ETRP is intended to correct fraudulent or erroneous transfers
, not to address or resolve disputes arising over domain control 
or use. In these scenarios, the appropriate remedies include, but are not limited to, one or more of the following:
            

4.3.1  Registry-Specific reassignment service
4.3.2  Uniform Dispute Resolution Policy (UDRP)
4.3.3  Court of competent jurisdiction

4.4  PTRa may block ETRP use in cases of repeated hijack claims, abuse of the procedure, or in suspected cases of "reverse hijacking," and refer the Registrant to alternative mechanisms (Sec. 4.3) where appropriate.

5.  Disputed ETRP Claim
5.1  Post-transfer registrants contesting an ETRP claim must work through the gaining Registrar to restore a transfer reversed by ETRP.

5.2  ETRP must be contested by the gaining Registrar within 14 days of the completion of an ETRP, to enable a disputed ERTP to be addressed during the 60-day post Transfer Lock period.

5.3  The gaining Registrar must obtain a Disputed ETRP Authorization  from the post-transfer registrant to contest an ETRP.

5.4  
Staff is asked to develop, in collaboration with the Working Group, an appropriate Disputed ETRP Authorization. Elements of the Disputed ETRP Authorization should include:

5.4.1  An authorization from the post-transfer registrant, affirming or declaring that the transfer was authorized, and that they desire to restore the registration to its post- transfer state, and that the gaining Registrar is initiating the Disputed ETRP on their behalf.

5.4.2  Documentation that the gaining Registrar has verified the identity of the post-transfer registrant, in a manner conforming to local law and practices.

5.4.3  Indemnification of the gaining Registrar and Registry Operator by the post-transfer registrant.

5.4.4. These materials, along with any supporting documentation that provides proof of the post-transfer registrant’s rights to the subject domain name, will be bundled into a "Disputed ETRP Packet" and sent to the PTRa.

5.5  The gaining Registrar may, at its discretion, charge the post-transfer registrant a fee for these services.  Any Registrar that operates a website for domain registration or renewal must state, both at the time of registration and in a clear place on its website, any additional fee charged for the recovery of a domain name via Disputed ETRP.

5.7  Upon receipt of the Disputed ETRP Packet, the PTRa will, within 48 hours, notify the pre-transfer registrant that a Disputed ETRP was initiated using the appropriate "urgent" communication method (email, poll message, etc.)





5.11  If the Registry receives notice of a Disputed ERTP filing from the PTRa, it must restore the  the gaining Registrar as the Registrar of Record for the subject domain name within five (5) calendar days of receiving notice of the Disputed ETRP and perform the following:

5.11.1  Refund the ERTP transaction fee charged to the PTRa, if any.

5.11.2  Assess the Disputed ERTP transaction fee, note to exceed the then current TDRS transaction fee, to the gaining Registrar.

6.  Role of ICANN

6.1  ICANN shall engage in community outreach to build awareness of the ETRP among Registrars and Registrants.

6.2  ICANN Compliance shall collect and investigate complaints of Registrars who employ the ETRP in bad faith, or are unresponsive to Registrant claims of domain hijacking.

6.3  ICANN may include reporting of ETRP use as a component of Registry Monthly Reports, but in no event shall the reporting requirements be more extensive than those currently required under the TDRP.

�Given that the ETRP will be mandatory for all registrars that offer the IRTP, I believe this verbiage should be declaratory and not subjective.


�I remember Barbara Steele raised the issue of ETRP fees from the Registry perspective; are we sure this proposed text is what she asked for?


�Disputing a disputed ERTP is not possible under the TDRS without revising the TDRS to accommodate this.


�Why the IRTP-B PDP Working Group produced the draft is not relevant if this is to be the policy.  Recommend pulling this out and putting it in an introduction to the proposed policy.


�We need to fully define the maximum term of this “60 day” period.  Specifically, 60 days from when?  If the Registrant “learns” about an allegedly fraudulent transfer 59 days after it occurred, does this proposed 60-day period start then?  We would allow the Registrant to explain the circumstances that delayed its discovery in 3.4.1, but I think we need a clear upper boundary on how long a contested name will be locked.


�Either this document is a recommendation or a policy – if it is a proposed policy, then I would suggest leaving this out of this document and make a recommendation to modify the IRTP to mandate that domains are locked for 60 days following an inter-registrar transfer.


�It seems to me that we would want to have the form completed if we are putting this forward as a policy just as the IRTP included the applicable FOAs.


�Per my note above, is this what Barbara Steele wanted?


�How is this different from the purpose of the TDRP?  It seems that we should indicate that it is to address the urgent return of domain names that have been hijacked.


�See above – technically it is being used to address issues arising over domain control.


�This section will need to be finalized and the ERTP Authorization avaiable before the policy is implemented.


�As I mentioned on the 6/11 call, I believe the Registry Operator is the adjudicator in TDRP cases, so the “must remain locked until notified” sentence is redundant.  I am not aware of any TDRP cases going to outside arbitration.


�Because this policy is intended to augment current policies, all other policies relating to disputes arising over domain name transfers (ie. TDRP) would automatically be an available option.





