Main points of discussion – IRTP Part B WG meeting 14 September 2010

· Appropriate balance needs to be found between security and consumer choice / domain portability in the IRTP
· The ground for denying a transfer as currently set out in Item 7 of Paragraph 3 of the IRTP does not seem to be valid. If a domain name is in EPP lock status the gaining registrar cannot even initiate a transfer as the transfer request errors out at the registry level because of the lock status, so it would not be possible for the registrar of record to deny a as the transfer request is never received. It might therefore be appropriate to delete denial reason # 7 and replace it with a separate provision that addresses registrar lock status.
· Registrar lock status is an important security element and a separate provision in the IRTP might be included to address the appropriate use of registrar lock status. Such a provision should ideally bring more clarity around the use of lock status (e.g. when it’s okay for a registrar to put a name into lock status, how the registrant can get the name out of lock status). Also, it might be recommendable to have a registrar lock status reflected in EPP so it is reflected in WHOIS, so that the registrant as well as other registrars can clearly see the status of a registration.
· A new provision dealing with registrar lock status might also help clarify some of the terms in denial reason # 6.  In addition, the WG might want to consider whether registrar lock could be considered as an express written objection as stated in denial reason # 6.
· In relation to complaints received by ICANN compliance, of the data analyzed over the last 5 months in relation to IRTP complaints, 9% of complaints are categorized as registrants not understanding the transfer process, while 15% is categorized as registrars who fail to unlock the domain.
· IRTP is also used to facilitate a change of registrant or change of control in transferring one name to the other in the secondary market. Is that an appropriate use of IRTP? In the old transfer policy there was a section that specifically dealt with when a registrant change happened at the same time as an inter-registrar transfer and what the requirements were. This provision is no longer in the current transfer policy. It might be worth for the WG to look into this and explore whether that needs to be put back. Basically the old rule used to say something like if you’re the Gaining Registrar and you’re processing both a registrant’s change of registrant and an inter-registrar transfer at the same time, you need to have in addition to the authorization from the contact, you need to also have something like a court order or a bilaterally signed agreement between the old registrant and the new registrant. For further information, please see http://www.icann.org/en/tlds/agreements/verisign/registry-agmt-appf-com-16apr01.htm#ExhibitB. 

· Additional efforts should be made to enhance registrant understanding of the IRTP

· Publishing a detailed description of the locking / unlocking process might bring with it security risks

· Is denial reason # 6 intended to have a one off objection to a pending transfer request or sort of open-ended such as the lock state is intended? The WG might want to consider splitting denial reason #6 into two scenarios where there’ll be a one off objection and then there’ll be some sort of standing objection for an indefinite period or a fixed period. Then the lock status could be for an indefinite period until the lock is removed. At this point it seems to be unclear whether denial reason #6 is intended to cover objections as a one off objection or a standing objection.

From: Marika Konings <marika.konings@icann.org>

Date: Thu, 16 Sep 2010 01:20:30 -0700

To: "Gnso-irtp-b-jun09@icann.org" <Gnso-irtp-b-jun09@icann.org>

Subject: [gnso-irtp-b-jun09] Response from ICANN Compliance re. impact of voluntarily language on 60 day lock

Dear All,

For your information, please find below the response from Pam Little to the question that was raised by George Kirikos (see http://forum.icann.org/lists/gnso-irtp-b-jun09/msg00367.html and http://forum.icann.org/lists/gnso-irtp-b-jun09/msg00371.html) in relation to the term ‘voluntary’ as used in the IRTP.

With best regards,

Marika

===========================

Dear Mr. Kirikos,

 

I apologize for the delay in responding to your query. As you know, there have been some staff changes within ICANN Contractual Compliance department so it has been challenging for us to manage a number of competing priorities. I hope you would understand.

 

At the outset, I would like to point out that the November 2009 correspondence from Mr. Giza (to which you referred) was intended to clarify the distinction between a Whois update and a change of registrant (in the context of the so called "60-day lock" implemented by GoDaddy) and therefore at that time the meaning of the word "voluntarily” used in item 6, paragraph 3 of the IRTP was not considered.

 

With regard to the interpretation of the word "voluntarily", we think any and all of the first 6 definitions for "voluntary" at <http://www.merriam-webster.com/dictionary/voluntarily <http://www.merriam-webster.com/dictionary/voluntarily> > are relevant: 

 

Definition of VOLUNTARY

1 : proceeding from the will or from one's own choice or consent

2: unconstrained by interference : self-determining

3: done by design or intention : intentional <voluntary manslaughter>

4: of, relating to, subject to, or regulated by the will <voluntary behavior>

5: having power of free choice

6: provided or supported by voluntary action <a voluntary organization>

7: acting or done of one's own free will without valuable consideration or legal obligation

We recognize there might be different views or disagreement among community members on what the word "voluntarily" (as used in item 6, paragraph 3 of the IRTP) was intended to mean or should mean so ICANN staff is working actively with the IRTP Part B Working Group to hopefully develop additional clarification on this issue.

 

In the meantime, if you believe a conversation would be useful, please feel free to call me or let me know a time that is convenient for me to call you.

 

Kind regards,

 

Pam Little

Senior Director, Contractual Compliance, Asia Pacific
From: Marika Konings <marika.konings@icann.org>

Date: Mon, 30 Aug 2010 01:36:05 -0700

To: "Diaz, Paul" <pdiaz@networksolutions.com>, "rob.golding@othellotech.net" <rob.golding@othellotech.net>, "Gnso-irtp-b-jun09@icann.org" <Gnso-irtp-b-jun09@icann.org>

Subject: Re: [gnso-irtp-b-jun09] Feedback on Charter Question E

Dear All,

In response to the comments made by Paul and Rob, as we understand the process, if a domain is "in an EPP consistent lock status", then it is not possible to initiate a domain transfer, and therefore, it’s not possible to deny such a transfer. Based on that, we suggested that the substance of denial reason #7 (that registrars have to provide a reasonable means for registrants to request the removal of any lock status) should be discussed elsewhere in the policy and not included in the list of reasons why it's OK for a registrar to deny a pending transfer request. (Of course, we might have misunderstood how the process works, and if so, please feel free to clarify or correct).

 

In addition, in relation to the discussions on Charter Question C and denial reason #6, it might be beneficial to expand and clarify this language to tailor it more to explicitly address registrar-specific (i.e. non-EPP) locks in order to make it clear(er) that the registrant must give some sort of informed opt-in express consent to having such a lock applied, and the registrant must be able to have the lock removed upon reasonable notice and authentication. This denial reason could potentially be split into two reasons of registrant objection for denial -- (1) express objection to a particular transfer, and (2) a general indefinite request to deny all transfer requests. A proposed modification might be as follows:

 

"6. Express objection to the transfer from the Transfer Contact. Such objection could take the form of a specific request made by the registrant to deny a particular pending transfer request, or a general request made by the registrant that the registrar temporarily or indefinitely deny all transfer requests, but in either case the request from the registrant must be based on the informed consent of the registrant given on an opt-in basis, and the registrar must make available a reasonable and secure means for the registrant to revoke the request on a timely basis, unilaterally and without conditions."

With best regards,

Marika

On 23/08/10 15:19, "Diaz, Paul" <pdiaz@networksolutions.com> wrote:

> 

> I support Rob's point.  This WG needs to be ever-vigilant about not

> creating "unintended consequences" - especially in matters of domain

> name security.  Abolishing Denial Reason #7 likely would have the effect

> of negating the enhanced security offered by some Registry Operators'

> registry lock services.  I don't think that's what anyone intends...

> 

> If members of the WG really believe that Denial Reason #7 needs

> clarification, perhaps the following extra text (in CAPS) will help?

> 

> A domain name was already in AN EPP-CONSISTENT "lock status" provided

> that the Registrar provides a readily accessible and reasonable means

> for the Registered Name Holder to remove the lock status.

> 

> Regards, P

> 

> -----Original Message-----

> From: owner-gnso-irtp-b-jun09@icann.org
> [mailto:owner-gnso-irtp-b-jun09@icann.org] On Behalf Of Rob Golding

> Sent: Monday, August 23, 2010 8:54 AM

> To: 'Marika Konings'; Gnso-irtp-b-jun09@icann.org
> Subject: RE: [gnso-irtp-b-jun09] Feedback on Charter Question E

> 

> 

>> 2. Denial reason #7 - this seems superfluous as a ground for

> denying

>> a transfer request. If a domain is in "lock status", the registry

>> cannot initiate a transfer request (so there will not be a ground for

>> denial based on #7)

> 

> That applies where the "lock" is one set by/at the registry, rather than

> additional lock-levels that some of us registrars offer our clients.

> 

> If one of our registrants request their domain is "super-locked" then

> all

> attempts at transfer will be automatically denied, until the registrant

> decides to remove that restriction - it's one of the ways the management

> of

> a business stop "upstart" in their IT department moving their domains

> around

> without authorisation.

> 

> Regards,

> Rob

> 

>

From: Marika Konings <marika.konings@icann.org>

Date: Mon, 23 Aug 2010 05:37:12 -0700

To: "Gnso-irtp-b-jun09@icann.org" <Gnso-irtp-b-jun09@icann.org>

Subject: [gnso-irtp-b-jun09] Feedback on Charter Question E

Dear All,

As discussed during our last meeting, I checked with my colleagues from the Compliance and Legal Department in relation to Charter Question E and here is some feedback I have received:

1. Lack of definition of  “readily accessible and reasonable means” – what is reasonable will depend on registrar practices and designated security level of a particular domain. Hence it is difficult to set or apply a standard or definition to all.
2. Denial reason #7 – this seems superfluous as a ground for denying a transfer request. If a domain is in “lock status”, the registry cannot initiate a transfer request (so there will not be a ground for denial based on #7). As such, this might be best deleted as a valid reason for denial under section 3 of the IRTP.  
3. It would be helpful if the IRTP provides (by adding a new section) some clarity on when and how domains may be locked or unlocked.
4. It would be helpful if registrars are required to publish on their website their security policy (terms and conditions upon which it locks domains), which must be consistent with bullet point 3 above, if it becomes available. This will hopefully more prominent or noticeable for registrants and others (than “buried” in the registration agreement).
5. With regard to complaints received by ICANN, normally the issue was about problems in retrieving or obtaining “AuthoInfo Code” in a situation where the domain in question was in “lock status”.
If you have any questions, please let me know.

With best regards,

Marika
