From the IRTP Part B Issues Report

4.2
Urgent return/resolution of a domain name

4.2.1 Issue A: Whether a process for urgent return/resolution of a domain name should be developed, as discussed within the SSAC hijacking report (http://www.icann.org/announcements/hijacking-report-12jul05.pdf); see also http://www.icann.org/correspondence/cole-to-tonkin-14mar05.htm) (Issue #2). 
4.2.2 
In response to the ICANN request for public comments on the experiences with 
the Inter-Registrar Transfer, the Go Daddy Group noted that:

“If a Registered Name Holder feels that a third party has illegally hijacked his or her domain name through a transfer, they may lodge a UDRP dispute. This complicates the issue since the registrars involved may be willing to work to correct the situation but now have their hands tied since they are obligated to lock down the domain name. This also conflicts with the TDRP, which should be the recommended and 
preferred method for a dispute regarding a transfer. It may be appropriate if the UDRP provider was required to refer the Registered Name Holder to the TDRP in cases that involve a transfer if that dispute mechanism has not already been tried, or to the registrars involved if they have not yet been consulted or yet allowed to work it out between themselves”.

4.2.3 The Staff Report to the GNSO Council: Experiences with the Inter-Registrar Transfer Policy (14 April 2005) noted that “many of the comments related to security and the transfer process referred to a fraudulent transfer incident involving the domain name <panix.com>“. In addition, in a section on transfer undo and fraud situations, it is stated that: “Although a transfer that has been determined to be fraudulent can be reversed by agreement between registrars, or by the registry using the Transfer-Undo mechanism, it has been suggested that such methods may not always allow sufficient responsiveness to fraud situations. The time period needed for adequate fact-finding and registrar coordination, or for the outcome of a fair dispute proceeding, may prolong problems including downtime, disruption of email services, or loss of business, especially if a domain name is one on which other services or financial services depend.
Suggestions on handling or reversing disputed transfers included:

(a) developing an expedited handling process for fraud situations;

(b) automatically returning names that are subject to a dispute to be returned to the original registrar until the dispute has been resolved;

(c) automatically rolling back the nameservers to [reflect the date contained therein] prior to the transfer.

It should be noted, however, that not every transfer that appears fraudulent may end up actually being a fraud case. Therefore, any measures should allow for flexibility in handling various outcomes.” It is important to emphasize this last point as determinations of fraudulent activity must be made with caution and a number of questions would need to be addressed including; who has the authority to make such a determination and what qualifies an activity as fraudulent? 

4.2.4
The SSAC report on Domain Name Hijacking: Incidents, threats risks and remedial actions (July 2005) recommends that “Registrars should identify evaluation criteria a registrant must provide to obtain immediate intervention and restoration of domain name registration information and DNS configuration. Registrars should define emergency procedures and policy based on these criteria. This policy would complement the Transfer Dispute Resolution Policy (TDRP) and must not undermine or conflict with those policies.” The report notes that “The Inter-Registrar Transfer Policy incorporates formal dispute mechanisms (the Transfer Dispute Resolution Policy) intended for handling disputes between registrars associated with a transfer that cannot be solved directly between the two parties. These business-oriented processes are appropriate when the DNS information of a domain name is unaffected, when there is no issue of service denial or interruption, and when there is less immediate urgency to restore service. While the processes may be satisfactory for resolving a transfer-related dispute in a matter of days, another mechanism may be necessary to allow restoration of service in the timely manner real-time communications networks demand”.

In relation to the current dispute resolution mechanisms, the report notes that “the UDRP is available for cases of abusive registrations or cybersquatting, particularly with regard to trademarked names. A UDRP involves a cost of approximately USD $2,000, and takes at least two months to reach a decision. 

The Transfer Dispute Resolution Policy (TDRP) is available to registrars to address disputes involving a transfer that has occurred. A TDRP dispute can be brought to the registry for a decision or to a third-party dispute resolution service provider. Both dispute resolution policies are designed to provide an impartial assessment of the factual circumstances of a case in order t determine the appropriate outcome of a dispute. However, neither of these provides an immediate fix to cases of interrupted service or suspected hijacking”.

Furthermore, the report states that “although registrars have worked together and agreed on a solution in several specific hijacking or fraud incidents, registrars may need a new communications channel and corresponding procedures to respond quickly to an operational loss of use of a domain name resulting from a transfer or DNS configuration error or hijacking. Possible elements of an urgent restoration of domain name registration information and DNS configuration include:

An emergency action channel – to provide 24 x 7 access to registrar technical support staff who are authorized to assess the situation, establish the magnitude and immediacy of harm, and take measures to restore registration records and DNS configuration to what is often described as “the last working configuration”. An urgent restoration of a hijacked domain may require the coordinated efforts of geographically dispersed registrars, operating in different time zones. The emergency action channel requires a contact directory of parties who can be reached during non-business hours and weekends. It may be useful to make support staff contacts available online, so a third party is not required to maintain and distribute the contact details.

A companion policy to the emergency action channel – to identify evaluation criteria a registrant must provide to obtain immediate intervention (e.g., circumstances and evidence). From these, registrars can define emergency UNDO procedures. This policy would complement the TDRP and must not undermine or conflict with policies defined therein. The circumstances which distinguish when an urgent recovery policy may be a more appropriate action than the TDRP include:

1) Immediacy of the harm to the registrant if the transfer is not reversed (e.g., business interruption, security incidents).

2) Magnitude of the harm, or the extent to which the incident threatens the security and stability of parties other than the registrant, including but not limited to users, business partners, customers, and subscribers of a registrant’s services.

3) Escalating impact, or the extent to which a delay in reversing the transfer (and DNS configuration) would cause more serious and widespread incidents.

The emergency action procedures should be tested to verify they are resilient to tampering and difficult to exploit. In particular, it should be difficult or impossible for an attacker to effect a hijack or interfere with a transfer under the guise of requesting urgent restoration of a domain.

A public awareness campaign should be conducted to provide clear and unambiguous documentation that describes the policy and processes to registrars and registrants. This documentation should identify the criteria and the procedures registrants must follow to request intervention and immediate restoration.”
4.2.5
Some of the questions that might need further consideration in a potential policy development process include determining the extent of the problem and whether it warrants a new policy or policy change; how to ensure that a process for urgent return does not interfere with the potential outcome of a dispute resolution process; who would be the ultimate decision-maker in such a process; and, which market solutions or best practices currently exist for dealing with this issue. 


ICANN staff is aware that some registrars have dealt with the issue of urgent return of a domain name in the case of a suspected hijacking by indemnifying the gaining registrar, which appears to be a mechanism that ensures that the registrar of record will only pursue this avenue if it is absolutely sure that the domain name has been hijacked as it could otherwise incur substantial costs.  
