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Draft Advisory Concerning Registrar Best Practices to Protect Registrants upon Initiation of a Uniform Domain Name Dispute Resolution Policy (“UDRP”) Complaint


Summary and Purpose 

The purpose of this advisory is to assist ICANN-accredited registrars in protecting their registrants and performing their role in UDRP compliance.  Registrants can lose domain names subject to UDRP proceedings if the registrant is not aware of the UDRP complaint.  Additionally, some registrants attempt to interfere with orderly administration of UDRP proceedings, by engaging in unauthorized transfers of the domain name(s).  The following advisory will outline Best Practices registrars should take to protect their customers by ensuring registrants receive notice of UDRP complaints involving their domain names, and ensuring orderly administration of the UDRP.
Notification

Upon notification of a domain name dispute filed through an ICANN Approved Dispute-Resolution Service Provider (“Provider”), the registrar should immediately place the domain name on registrar lock to prevent cancellation, transfer or changes to the domain name and notify all parties.  In arbitration cases, the registrar should subsequently receive a verification request from the Provider. 

Verification

Prior to commencing UDRP proceedings, Approved Dispute-Resolution Service Providers (“Providers”) review the complaint for administrative compliance with the UDRP Policy and the UDRP Rules.  During this review, the Provider will contact the registrar to verify the registration status of the domain name.  The term “Verification” does not appear in the UDRP, and is commonly used to refer to the step of the Provider review, at which point the Provider contacts the registrar prior to commencement of UDRP proceedings.

Registrars should cooperate, in a timely fashion, with Provider requests for information necessary to (a) obtain a copy of the Complaint, (b) identify the registrant and status of the domain name(s), (c) lock the domain name(s)  (ie. prevent transfer, cancellation of the domain name or other disorderly administration of the UDRP), and (d) notify registrants of a UDRP complaint.  Failure of a registrar to obtain information about the proceeding and cooperate with the Provider can result in registrants unknowingly losing their domain names or transfer of the domain name(s) to an unauthorized party not identified in the Complaint.
Commencement 
A UDRP proceeding commences when the Provider has notified the Complainant, the Respondent and the concerned Registrar(s), of the commencement of the response period.  During this time, the registrar should not take any action involving transfer or cancellation of the domain name until receiving direction from the dispute resolution provider of a decision or other resolution of the complaint, which could be a withdrawal among other things. 

Suspension

If the parties involved in the dispute wish to come to an agreement prior to a decision by the panel, the Parties may request the Provider to suspend the proceeding and communicate an agreed transfer to the registrar.  If the Provider notifies the registrar of such a suspension and/or transfer, then the registrar may transfer the domain name to the Complainant on the respondent’s behalf but must prevent any further transfer of the domain name pending the termination or withdrawal of the proceeding. 

During this period, it is not advisable to allow the registrant access to a mechanism that would allow transfer or cancellation of the domain name.  In addition, the registrar should only accept notification of suspension directly from the Provider. 

Termination/Withdrawal

If the registrar receives notice of a termination or withdrawal from the Provider, the registrar should immediately restore control of the domain name to the agreed upon registrant as stated by the Provider and notify the Complainant, Respondent and Provider.  The registrar should only accept terminations/withdrawals directly from the Provider. 

Best Practices
The registrar should maintain a contact for receiving communications from authorized UDRP Providers.
Within two business days of receiving a request from a Provider, the registrar should first confirm that the communication has come from an Authorized Dispute Resolution Provider and inform the Provider of the registrar contact designated for receiving such inquiries.  Then the registrar should provide the following information: 
1. Confirmation that the domain name(s) identified in the Complaint are registered through the registrar, and the expiration date thereof.

2. Registrant’s billing contact; however, please note, this might not be the  person or entity who pays the bill, but a contact for billing, such as renewal notifications.  
3. Language of the registrar-registrant registration agreement; and
4. Confirmation that the respondent named in the complaint is the registrant whose name and address appears in the registrar’s Whois database (if the registrar determines that the data is not correct, then the registrar should immediately investigate and take steps to have the Whois data corrected pursuant to 3.7.8 and/or 3.7.7.3 of the RAA, and provide such data to the Provider).  

The registrar should take note of the Complainant’s authorized representative in the complaint.
Because UDRP proceedings frequently involve typographically similar domain names, it is important to confirm, per 1 above, that the domain names identified in the Complaint are in fact those which are the subject of the verification inquiry.  If the domain name has expired or if expiration is imminent, it is important for the parties to be advised of that fact, in order to comply with the UDRP-relevant provisions of the Expired Domain Deletion Policy (EDDP), which specifies procedure in the event of expiration during a UDRP Proceeding.
In the course of updating or correcting WHOIS information, the registrar should also notify the registrant of the Proceeding via such updated or corrected information, as well as providing notification to registration account contacts, which may be known to the registrar and not be reflected in domain WHOIS data.

Also, upon receiving a communication from a Provider about a UDRP complaint, registrars should carefully review all registrant requests to transfer domain names subject to the complaint to a different registrant, as such transfers may be restricted by paragraph 8 of the UDRP.  Frequently the parties to a UDRP proceeding will agree on a transfer of the domain name from the registrant to the Complainant, hence the registrar should maintain a copy of the Complaint in order to confirm that the party to whom the domain name is transferred is the party authorized by the Complainant in the Complaint.
Conclusion
The purpose of this advisory is to protect registrant’s and promote registrar understanding about Best Practices under the UDRP.

Please contact ICANN's Contractual Compliance Department, with any questions or comments relating to ICANN registrar UDRP Best Practices at compliancecomments@icann.org. 

This document is a descriptive document published assist registrars to in their orderly administration of the UDRP.  It is not a policy change to the RAA or UDRP.  You can access the actual UDRP at the following web address: http://www.icann.org/en/udrp/udrp.htm.  Any changes to the RAA or UDRP must go through the GNSO Policy Development Process.  For an overview of the process, please access the following web address: http://www.icann.org/en/processes/gnso/pdp-overview.html
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