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>>ADAM PALMER:   Thank you.  And good afternoon, to everyone.

What I'm doing today is a follow-up to a fulfillment of a promise

and a success story based on what I described at the last ICANN

meeting.

At the last ICANN meeting, I was on a panel similar to this where

PIR promised that we were going to implement an abuse policy that

would protect registrants, not create any harm, but serve the

Internet community, provide information to registrars, and protect

registrants.  And what I'm here today to tell is that you we have

done that, and it has been a great success in the early stages.

In fact, what I'd like to draw your attention to, what we're very

proud of, is if you look at the Anti-Phishing Working Group, an

independent parties' evaluation of the state of cybercrime across the

Internet, on page 17, if you look at that report for the first half

of 2009, dot org is singled out among all TLDs with half a page and

quoted as being referred to as a major success of 2009 from the

implementation of our abuse policy.

Why did we do this and what and what do we believe is domain security?

We believe that domain security is a responsibility.  It's a

fulfillment of a commitment of responsibility that we have the

capability and should have a response to protect our TLD and to

protect the registrants who register dot org domains, that they can

believe and trust that their name is safe and secure and we have made

every effort to protect them and to protect their free speech.

What were the goals of the dot org abuse policy as we implemented it?

As you can see, in the interest of time, I won't read the slide, but

reducing the uptime of phishing, reducing overall phish, eliminating

Fast Flux domains.  One content thereby we felts very strongly was an

inherent evil against innocent victims that we could make a

difference on as long as we did it in a responsible way was to

address child pornography, if it appeared on a dot org domain, to

reduce spam, and to fight malware.

We did this according to section 3.6.5 of our RRA with our

registrars.  And I have cited two sections of that which you'll see,

section 1, which provides us broad authority to protect the integrity

and stability of our registry, and to comply with any applicable

laws, which we interpreted to be very strong language that we could

use to accomplish our goals of making the dot org domain safer.

Ultimately -- I'm sorry -- ultimately, this slide illustrates the

harms that we identified in how we define abuse on dot org.

How do we protect innocent registrants?  This was, again, very

critical to us.  We wanted to eliminate abuse, but it was also

equally important to us that dot org registrants' freedom of speech

was protected.  And we believe we've done that again.  How did we do

this?  Again, without going into a lot of detail, through a system of

double verification.  We work with security vendors.  We work with

our backend service provider, and we ensure that any domain name that

we identify as abusive has been double-confirmed to be abusive.  And

we believe our abuse policy's really an information policy for our

registrars.  It's a service to them where we provide them with

information and allowed them an opportunity to take action.  And the

registry would, hopefully, never have to take action, only in those

situations in which it was a serious risk to the security and

stability of the dot org TLD and there was a failure for some reason

by the registrar to take appropriate action.

Again, just in the interests of time, I'll -- I'd be happy also for

anyone who wants, afterwards, to talk in more detail about some of

these issues.

This policy, just to ensure you, is not a replacement for the UDRP. 

We were not addressing civil wrongs, but purely looking at preventing

criminal activity across the TLD.  One of the efforts we made, one

issue, because I know it's a sensitive issue -- I talked about child

pornography -- is, we formed a relationship with law enforcement and

with the National Center for Missing and Exploited Children in the

United States, which receives reports from global law enforcement and

maintains lists of children that they've identified for decades now,

in the case of some of them, who are under the age of 14 years old. 

We felt if it was double-confirmed by both global law enforcement and

NCMEC, per their lists, that we felt reasonably secure, again, that

we were taking appropriate action.

What about a mistake?

And, of course, this is a concern.  We're human.  As much as we can

implement safeguards that we hope will prevent a false positive from

ever occurring or providing misinformation to one of our registrars,

despite our double verification process, we understand that there

could be a mistake.

All domains suspected of abuse are merely put on hold and not

deleted.  And in what I believe will be the extremely rare case where

there is a false positive, the domain can quickly be restored, with,

hopefully, as little, if no, harm to that registrant.

And here's the success.

Remember when you look at this chart, taken from the APWG study that

was released, that dot org is one of the largest TLDs, with almost

seven and a half, almost 8 million domain names.  And we implemented

our abuse policy in February.  And you can see, for three months, it

was among the top least-abused domains on the Internet.  And we're

very proud of it.

The June bump you see is largely a result, we wanted to see what

would happen for a while if we were less aggressive in some of our

abuse policies.  And you see a return immediately back to the norm. 

But almost overnight, within one month, we reduced our phishing

uptimes by a third.

I think that's very powerful proof that we were successful without

any false positives or harm from registrants.  If anything, we've

gotten encouragement to go even further.  But, again, this is an

issue of restraint and protection of registrants.

These are just some quick statistics.  Again, with over seven and a

half million domains, on a typical day, less than 100 dot org domains

are involved in spamming.  And since February, on major issues, we've

suspended approximately 55 Conficker domains a day, which for 2009

could be close to 20,000 domains that we've worked to suspend and

prevent abuse.

And since July, we've worked with our registrar community to

successfully mitigate over 3100 abusive domains.

So, again, this is my contact information.  If you'd like to talk in

more detail after this, I'd refer you to the APWG study.  But we

believe this is a fulfillment of dot org's commitment to our

registrars, a commitment to the safety of our strands, and a

responsibility that we have succeeded as a registry and, hopefully,

encourage others to follow our best practices for safety in the

operation of a registry.  Thank you.

