Fake Renewal Notices

Current Definition:

· Correspondence sent to registrants from an individual or organization claiming to be or represent the current registrar, for a variety of deceptive purposes.
Desired action as a result of the deceptive notification

· Pay an unnecessary fee for services neither required nor requested (fraud)

· Through deception, cause a registrant to unknowingly switch registrars (i.e. slamming).  Alternatively, the communication may resemble and invoice or other indication of delinquent fees, and mis-characterize a Transfer operation as a Renewal.
· Through deception, obtain credentials or domain authorization codes to facilitate a Change of Registrant without the consent of the existing registrant. (theft / hijacking)

What is the ICANN Issue?
· Inter-Registrar Transfer issue (deceptive/fraudulent practices on the part of a registrar/reseller)?

· Falsely claim to be current registrar

· Creating a fraudulent transfer event
· Domain hijacking issue (in the case of a non-registrar, reseller, or possibly a registrar acting in bad faith)?

· WHOIS abuse issue (obtaining contact information through questionable means or in violation of RAA section 3.3.6.4)?

ICANN role

· If the perpetrator is a registrar or reseller, ICANN policy applies through the RAA, or Compliance with ICANN Consensus Policy.
· If the perpetrator is not a registrar/reseller, ICANN’s role is still applies, but it falls into the realm of IRTP, hijacking or WHOIS abuse.  

Disposition options

· Refer to RAA working group (for additional enforcement tools)?

· Refer to WHOIS working groups (to clarify the sanctions for unauthorized use)?

· Refer to IRTP working group (for inclusion in the “urgent return” discussion)?

· Refer to PEDNR working group (for inclusion in the hijacking/return topic)?

· Keep in proposed RAP PDP (reducing the risk of overlaps or gaps in the review/analysis)?

CASE STUDY – Domain Registry of America

Observations

· DROA appears to be an accredited registrar (or is affiliated with an accredited registrar) Brandon Gray Internet Services Inc, dba NameJuice.com and thus subject to enforcement action by ICANN
· This is a registrar using suspiciously acquired WHOIS data to contact large groups of prospective customers for marketing purposes – which is prohibited in section 3.3.6.4 of the current RAA, but it’s not clear who’s responsible for enforcement
· None of the web servers associated with DROA (www.droa.com and www.namejuice.com) answer on port 80 (violation of RAA 3.3.1).  
· No response from whois.namejuice.com on port 43 (violation of RAA 3.3.1)
· DROA is using the complexity of the IRT domain-locking process to its advantage in email to domain registrants.  Everything they say is true – 

· they’ve attempted a domain-transfer, 
· it’s failed, 
· they then outline the steps to make the transfer, 
· they make it hard to contact the losing registar (by not supplying a link or a phone number, only the name),
· they make it easy to contact DROA (supplying a link and a phone number),
· and they leave it up to the hapless domain-registrant to actually transfer the domain to them.

Here’s an example email (original link -- http://parlourdesign.co.uk/blog/2009/08/domain-registry-of-america-are-now.html);

From: Transfer and Renewal Support [mailto:transfers@droa.com] Sent: 06 August 2009 09:04 

To: name@xxxxxxxxx.com 

Subject: TT0, xxxxxxxxxxxx.com; Order # 1686111 

Hello John Smith, The transfer and renewal of your domain name, xxxxxxxxx.com is not yet complete at this time. 

Reason: 

------- 

1) The Domain name is currently in a "REGISTRAR-LOCK" status with your current registrar yyyyyyyyyyyyyy 

2) We require that you provide us with an EPP Key/Authorization Code from your current registrar.


In order to complete the transfer and renewal, the "REGISTRAR-LOCK" status needs to be removed and an EPP Key/Authorization code needs to be obtained. 


Please see below for instructions on achieving this. 

Solution: 

--------- 

- Log into your account with your current registrar, and change the status of your domain, headmassage.com, from "locked" to "active". 

- Then look for the EPP Key or Authorization Code. 

Alternate Solution: 
--------- 

- Call your current registrar, yyyyyyyyyyyy (see phone number below) and ask them to remove the lock status of your domain name, give you your EPP Key, and allow the transfer to Domain Registry of America. 

- Once done please notify us that you have done so, by clicking on the link below, or calling our toll-free number below. 

https://namejuice.com/agree.asp?e=1&o=1686111&p=3110111 

We will then re-attempt the transfer and renewal of your domain name. 

As a convenience, we have supplied your current registrars phone number below. 

Domain: xxxxxxxxxxxx.com 
Current Registrar: yyyyyyyyyyyyy 
Registrar Phone Number: Please visit their site to contact them 

Transfer Department Domain Registry of America 
Toll free 1-866-434-0212 or for International Callers, dial +1(905)479-2533 
DROA Wikipedia entry (as of December 2, 2009)
The Domain Registry of America is an Internet domain registrar based in the Canadian province of Ontario best known for sending solicitations for business that resemble legitimate invoices.
In 2003, the Federal Trade Commission reached a settlement with the company for practices such as transferring domain registrations to their service under the guise of domain renewal, a practice known as domain slamming, and having hidden fees. Despite this action, the company still sends mass direct mail to consumers resembling invoices with "domain name expiration notice" in bold print. Targets for the company's mass mailings are known to be in Europe, Australia, New Zealand, Canada, and the United States with information obtained in violation of their ICANN registrar agreement.

They have also now (Aug 2009) started emailing potential customers with an email scam, purporting to indicate that the transfer of a domain is 'not complete at this time', and requesting the domain owner follows a series of steps to complete the transfer to DRoA. These are highly misleading emails.[3]
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