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Should a distinction should be made between the registration contact information published based on the nature of the registered name holder (for example, legal vs natural persons)
1 Personal data
The international data protection instruments and national data protection legislation is based on certain defined terms. A basic term is “personal data”, defined for instance in the Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data in art 2(a):
“… 'personal data' shall mean any information relating to an identified or identifiable natural person ('data subject'); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity …”

The definition corresponds to that found in the Council of Europe Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (1980) art 2(a), the OECD Recommendation Concerning Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data (1980) art 1(b) and the APEC Privacy Framework sect 9. These are the major international instruments in force. They have many differences, but agree upon this point. 



The cited definition is somewhat more elaborate than some of the others. There are many challenges in interpreting this provision, for instance how “indirectly” identification may be in order to qualify the data as personal. In the context of Whois registration, it will hardly be necessary to follow such leads.

One may note that it is not stated whether the data of a deceased person is “personal data”. The general view is that data on deceased persons (perhaps with some exceptions at the time of death concerning the circumstances or context of death) is not seen as personal data. Again, this hardly will be a problem with respect to the Whois registration.


Name will identify a person. If a person uses an alias, this is also personal data if it is at all feasible to link the alias to the real person. IP-addresses are generally seen as identifiable data, though this may be discussed in cases of dynamic allocation of IP-addresses and possible other situations. 

A possible issue may be whether a name obviously false is an identifying element subject to protection. This would seem to rely on whether it is possible for anybody, for instance the registrar, to link the element to an identity. If payments are made, this generally will be possible.


It flows from this that all items entered in the Whois database on an individual, will be personal data. They will not be sensitive data, a term generally applied to some categories of data such as data relating health, criminal activity, ethnic background etc. Exception may occur when the address itself indicate some such sensitive aspect, the address may be known to be that of a penitentiary. It would not seem necessary to discuss such exceptional cases in the context of the Whois working group.
2 Legal persons

In the international data protection instruments, as in national legislation, a distinction is generally made between an individual and a legal person. Legal persons do not benefit from the protection established by these instruments.


A legal person is established through legislation (and in a few instances through public international law, which will not be pursued). For different purposes, legislation makes it possible to create a legal entity which may enter legally binding contracts, have a defined liability etc. Typical examples are shared companies, associations, foundations etc – most of them will have commercial objectives, but some may be of ideal nature. There generally are rules in national legislation requiring certain formalities to be met in order to establish a legal person, which may include a basic protocol or contract between the founding parties, public registration or other formalities to ensure publication and notoriety, establishment of a minimum of funds to give third parties some trust in the ability to meet financial obligations, etc. 


Not being a specialist if company law, the picture of possibilities created in national law seem very variegated. Taking my own legal background as an example, there are numerous provisions for establishing major shared companies, while an association can be formed without any formalities at all. The legislation has also introduced specialised and unique legal persons for different purposes, like running the train system or maintaining a postal service.

It would seem that any legal person has two common characteristics: (1) it is not an individual (a physical person), and (2) it can bind itself legally (it has autonomy). The latter aspect presumes that there are rules governing the liability of the legal person, separating the liability of the legal person from the liability of the individuals necessarily involved in operating the legal person (executive officers, members of the board etc). 

3 Legal persons and data protection

Privacy for legal persons are for many a contradiction in terms, as “privacy” is associated with human rights, for instance as set out in the European Convention on Human Rights art 8. As a statutory construct, legal person cannot have such “fundamental freedoms”, it is argued.

While this should not be challenged, one will find that the rules of good practice embedded in data protection legislation also may apply to legal persons. Several of the older national legal instruments included in one way or the other legal persons, but this has largely been abolished in Europe after the co-ordination though the directive (cited above). As an example of national legislation including data protection for legal persons, one may mention one of the very first statutory instruments, the US Fair Credit Reporting Act, which was adopted in 1970 (revised most recently 2001) sect 603(b):

“The term ‘person’ means any individual, partnership, corporation, trust, estate,

cooperative, association, government or governmental subdivision or agency, or

other entity.”
The simple reason for including legal persons in the context of this act is that it may be argued that fair credit reporting is as much an issue for legal persons as for individuals. Fair credit reporting is also not immediately associated with the human fundamental freedoms, and may therefore illustrate the difference often read into the distinction between “privacy” and the more mundane term “data protection”.

4 Distinguishing between individuals and legal persons

In principle, the distinction between individuals and legal persons seem basic and obvious. In practice it is less so.


Data may be associated with a group of persons, for instance a family. There are several members of the family, but data on the “family” will easily be seen as “indirectly” relating to any member of that family and therefore be qualified as personal data relating to each member. In defamation, accusations to a family or a similarly small group will easily be seen as an accusation justifying each of the members individually to take action. The “data protection of groups” has been a recurring theme in legal literature.


Also, legal persons may be rather small. In many countries the majority of legal persons are small or medium seized businesses, often the small businesses only include one person who is the owner and operator of the business. The business also typically will have his or her name – like a grocery store or a law firm (which in some jurisdictions cannot be very large). In such cases there will be identification between the individual and the legal person, and data on the legal person will also be person data of the individual operating the business.

In addition, there are often identified individuals related to a legal person, typically the chief executive officer, the chair of the board etc. Such individuals are identified as a matter of course in registries, and will make all entries in the registry personal data related to these data subjects.


With respect to Whois databases, the first may be an issue – the identification of operator of a business and the legal person. The latter may be less important, as such additional data does not occur in the data base.

5 Commercial and non-commercial purpose

In typical examples, it is easy to distinguish between commercial and ideal organisations. There are probably many criteria that may be used to draw the line. 

· The form of legal person is by definition are “non-commercial” (“but non commercial” or similar qualifications).
· The objective of the organisation may be ideal or commercial (self-declaration).

· The objective of the organisation may be for profit or non-profit

· There may be a decision taken by some authority on the issue

As a lawyer one will encounter this distinction in many areas of law – typically related to taxation or the application of marketing or competition law. Often there are advantages for a non-commercial organisation or activity. Therefore the self-declaration cannot be taken at face value; it has to be examined with respect to the criteria governing the qualification of non-commercial organisations.

My limited experience is that the distinction is not consistent even within a jurisdiction. Education will be a non-commercial objective with respect to copyright law, but with respect to Norwegian marketing law, an educational institution is considered to commercial. The purpose of a foundation may be ideal, but it may never the less be operating in a market and in many respects be a competitor to clearly commercial ventures – this may be the case for legal information services which has an ideal purpose, but also are competitors to the services of electronic commercial publishers. The organisation may have a non-profit objective, but should secure sufficient economic certainty to operate also the next few years, which implies that it has to operate with certain margins. Etc. 


In some situations, a decision is made with respect to the nature of an organisation. For instance with respect to an international organisation, one may apply to be accredited as a non-governmental organisation (NGO), a status that typically will be reserved for non-commercial organisations. From such a decision one therefore may derive that this organisation in non-commercial. But this is hardly a basis for a general solution.

It would seem to me that there are strong operational arguments for not basing any guidelines relating to the Whois databases on this distinction. One cannot accept a self-declaration as this may be supplied by wholly pragmatic reasons. And the distinction is embedded in national law, and probably drawn rather differently within different jurisdictions. 


While there may be easy to identify typical examples of commercial and non-commercial organisations, it my be suggested that this criterion is not sufficient operational to be used in drawing a line between two categories, there will be a broad middle part of the spectrum for which there is little guidance in making the qualification.


There is obviously the possibility to define an autonomous distinction to be used for the Whois databases, but I have little to offer as suggested operational criteria in this respect.

6 Public and private

Another distinction is between public and private organisations. This has not been discussed with respect to the Whois databases, and probably due to the simple reason that it is not obvious that such a distinction has or should have any relevance.


A “public organisation” is not an unambiguous term. It may be (1) an organisation owned by the state, a municipality or any other of the forms that government takes within a jurisdiction, or (2) an organisation that execute public authority, this authority derived from statutes, in the last instance taking it back to the constitution of the jurisdiction. In this brief discussion, the term “public organisation” is used in the latter meaning.


Obviously, there is an important distinction between an organisation executing public authority and any other organisation, which has its authority based on private autonomy, and which has to form contracts with other parties to create rights or obligations.


But it is not obvious that this distinction is relevant for the disclosing of data on an organisation in the Whois databases. Also, the outsourcing of public services will imply that in some jurisdiction, a service is offered by a private organisation, while the same service in other jurisdiction is part of the mandate of a public organisation, which in addition to the services also applies decisions based on public authority. 


The re-organisation of the public sector has stimulated considerable innovation in the organisation of the way different public agencies interrelate with the public, and innovation occasionally blurring the distinction between services and actions based on statutory authority. This makes it less advisable to base any provision relating to the Whois databases on such a distinction.
7 Summing up

This brief note has probably only disclosed my own insufficient background for approaching the issue of Whois databases and the possible distinctions to be made. But with this major reservation, it would seem that the only distinction that both is operative and which relates to the issue at hand, would be the distinction between individuals and legal persons. As the discussion above indicates, this is not without its own problems. But it is related to the major data protection instruments, and has a clear reference to a distinction in principle, though relying on the details in the law of the different jurisdictions.
� 	Cf � HYPERLINK "http://www.ftc.gov/os/statutes/031224fcra.pdf [1" ��http://www.ftc.gov/os/statutes/031224fcra.pdf [1� May 2007].
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