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Report from Subgroup A

Introduction

The following constitutes the work product of Subgroup A of the Whois Working Group.  The subgroup was tasked to examine the “roles, responsibilities and requirements of the contacts available for unrestricted public query-based access, and what happens if the responsibilities are not fulfilled.”  

The subgroup’s discussion was organized on the basis of four questions about the OPOC (operational point of contact), the “contact available for unrestricted public query-based access” under the OPOC proposal that was supported by a majority of the previous Whois Task Force:  

A.
WHO is the OPOC:  qualifications, identification to/ verification by registrar, need for consent before listing, etc.  

B.
WHAT issues is the OPOC required to handle – or not  

C.
WHEN must the OPOC act – time frames for response, etc.  

D.
HOW would these responsibilities be enforced – what happens if they are not fulfilled 

Answers to some or all of these questions were solicited from all members of the subgroup.  The main responses received were from Steve DelBianco, see http://forum.icann.org/lists/gnso-res-sga/msg00007.html, and from Christopher Gibson, see http://forum.icann.org/lists/gnso-res-sga/msg00027.html.
It soon emerged from the discussion that the OPOC’s responsibilities could be classified into three main categories:  


RELAY:  forward a query/message to RNH (Registered Name Holder) and back from RNH to requester


REVEAL:  provide contact information on RNH to requester (not to general public) 

REMEDY:  take action, or direct registrar to take action, to halt or correct problem associated with the registration or use of the domain name (e.g., could include suspending the registration, or lesser remedies such as making changes to content of a web site to which the domain name resolves) 

The following portion of the report outlines an approach that received general AGREEMENT from subgroup participants on teleconferences and the mailing list.  Where alternative approaches were discussed, this is indicated.  The report tracks the four questions listed above and uses the definitions above for OPOC functions.  However, participants also AGREED that the following approach had not been fully vetted and that further discussion is needed on most points. It should also be noted that no straw votes were taken and the characterizations of AGREE, SUPPORT, ALTERNATIVE VIEW are those of the drafter of this report (subgroup chair).   
 OPOC Attributes – WHO

1.   OPOC Capabilities

· Capability for RELAY – the OPOC must meet technical requirements (such as 24x7 coverage; automatic real-time forwarding for e-mail requests and responses from RNH, with automatic real-time acknowledgement to the other party that the RELAY has occurred;  automated copying to registrar under certain circumstances; capability to forward requests and responses in other formats [e.g., postal mail]; etc.) 

· Capability for REVEAL – the OPOC must have current contact information on RNH (i.e., those data elements currently made publicly available via Whois but suppressed under OPOC proposal) 



--what if RNH is proxy service – must the OPOC have current contact information on “true registrant”? (see discussion below) 

· Capability for REMEDY – OPOC has sufficient technical access and permission level to remove content or disable processes, OR authorization from RNH to direct registrar to take steps to resolve the problem  

2.  OPOC  Relationships

· Relationship to RNH -- 
the OPOC may be same as RNH





if not, OPOC must agree to status and responsibilities





RNH must authorize OPOC for needed capabilities

· Relationship to registrar --
the OPOC may be the registrar 






if not, registrar must accept instructions from OPOC within 





scope of its responsibility  





Registrar default role (see HOW)



· Relationship to ICANN -- 
While it was generally AGREED that some relationship 




between ICANN and the OPOC would be necessary for 




enforcement/compliance purposes,  there was not 





agreement about the form it should take.  There was 




SUPPORT for trying to accommodate this within existing 




contracts (e.g., an amended Registrar Accreditation 





Agreement spelling out the registrar’s default role and 




requiring it to allow only OPOCs that have the necessary 




capabilities and relationships). There was also   




SUPPORT for requiring accreditation of OPOCs by 




ICANN. There was AGREEMENT that the feasibility of 




the ICANN accreditation approach might turn on whether 




there were many or relatively few entities offering OPOC 




services.  Under either approach, it was AGREED that ICANN 



would have to allocate some resources for compliance. 
· Relationship to proxy service if any ---there was SUPPORT for eliminating proxy 





registration in the OPOC setting.  However, there 





was also SUPPORT for maintaining the possibility 





of proxy registration so long as the contact details 





of the “actual” registrant could be made available in 




the REVEAL situation.  

  OPOC Attributes – WHAT

1.  Legal Issues*
* As defined in the Gibson proposal, a request raising legal issues is “any communication that is made for the purpose of alleging a wrongful registration or use of the domain name, wrongful activity by the registrant, or a challenge that the registration is not a valid OPOC registration.  Examples of such wrongful registration, use or activities include phishing, pharming, cybersquatting, copyright and trademark infringement, and other illegal or fraudulent activities.  Such a legal notice should be accompanied by reasonable evidence of the wrongful registration, use or activity.”


1.
A standard format would be developed for all requests raising legal issues.  One model proposed would be the eBay “Notice of Claimed Infringement.”  

2.
Receipt by the OPOC of a request raising legal issues would operate as a valid trigger for legal timelines and issues of sufficiency of notice.  It was recognized that these issues of validity and sufficiency would ultimately be decided under national law, but it was AGREED that the RNH, not the requester, would bear the risk of failure to RELAY in a timely manner, or at all.   


3.
OPOC obligations upon receipt of request raising legal issues (there may be more than one obligation in a particular case):

· 

RELAY:  It was AGREED this would be the OPOC’s obligation in all cases.  If requester desires relay to be withheld or delayed (e.g., for an active investigation), it should not use the OPOC process, but rather the access process developed by subgroup B.    

· 

REVEAL:   In general, this action should be taken whenever the request presents “reasonable evidence of actionable harm” (cf. the current RAA, section 3.7.7.3).  


The case in which the request is made in the context of a possible UDRP case was discussed.  There was SUPPORT for requiring the OPOC to REVEAL the full RNH contact data whenever the domain name was identical or confusingly similar to a trademark or service mark in which the requester has rights (see UDRP para. 4(a)(i)).  An ALTERNATIVE VIEW was that REVEAL would be required only upon the filing of a UDRP case.  


REVEAL would also be required when RELAY had failed after a specified time period (see WHEN).  

· 

REMEDY:  It was AGREED that this obligation would be imposed only in a to-be-defined category of “serious cases” such as phishing.  
2.  Admin/Tech Issues
(or: all other requests)


The subgroup discussed to only a very limited extent the OPOC obligations upon receipt of requests which do not raise legal issues as defined above, other than that there would be an obligation to RELAY in all cases.   We did not determine that there were any cases in which REVEAL or REMEDY would be appropriate required responses to such notices.   

OPOC Attributes:  WHEN

While the subgroup did not reach AGREEMENT on specific deadlines for actions by the OPOC, it was generally AGREED that the introduction of the OPOC system would inevitably introduce delays (compared to the status quo) in communicating with and/or identifying the RNH in circumstances raising “legal issues” (as defined above), and that therefore deadlines for actions by the OPOC should be as short as possible.  
RELAY: 
Immediate in all cases for first leg of RELAY (OPOC to RNH).  This should be automated in the case of e-mail requests. 


E-mail responses from RNH to OPOC should also be forwarded to requester immediately and automatically.  



If the second leg of RELAY ( RNH to OPOC) is delayed, there was SUPPORT for two required actions by OPOC:
· 
If no RNH response is promptly received (12 hours in the case of an e-mail request that has been forwarded by e-mail), the OPOC should retry using all available means of contacting the RNH (e.g., telephone).  

· 
If no RNH response is received after a longer period, the OPOC would be obligated to REVEAL the RNH contact data.  A 5-day period was proposed, but others objected that this was too great a delay compared to status quo and proposed 3 days (72 hours).   

REVEAL:
In those cases in which the OPOC’s initial obligation is to REVEAL, this should occur immediately (e.g., legal issues request that includes reasonable evidence of actionable harm).  As to other cases, see bullet point above.  
REMEDY:
In the to-be-defined category of “serious cases,” the REMEDY response should be immediate.  

OPOC Attributes:  HOW (enforcement)

Enforcement issues include the following:

1.
(Pending subgroup C):


If there should be no OPOC (i.e., the RNH falsely described itself as a natural person/non-commercial (NPNC) registrant), then there needs to be a lightweight challenge procedure. 

2.
OPOC lacks capabilities (see WHO)

3.
OPOC lacks relationships (e.g., non-accreditation) (see WHO)

4.
OPOC fails to perform



--at all (WHAT)



--in a timely fashion  (WHEN) 


It was generally AGREED that if an OPOC fails to meet its obligations in the defined response period(s), someone else must step in.  There was general SUPPORT for assigning the back-up role to registrars.  An ALTERNATIVE VIEW was that ICANN should step in.  


It was AGREED that if there has been a failure of the RELAY process (including a failure to forward a response from the RNH within the specified time periods), and the OPOC has not REVEALed RNH contact data, then the registrar should do so by conveying full contact details to the requester.  Similarly, if there is a failure of the REVEAL process, the registrar should REVEAL contact data to the requester.   


The role of ICANN as enforcer of last resort was discussed but not resolved.  It was AGREED that ICANN needed to dedicate adequate resources to oversight of the operation of the OPOC process generally, and that if OPOCs were required to be accredited, the accreditation process should be robust and loss of accreditation should be imposed on an OPOC that systematically failed to perform. 


There was also discussion of the registrar (and registry) role in carrying out the REMEDY function when the OPOC fails to do so.   The following was proposed but not fully discussed:

In addition, a complainant may request that the Registrar take any of the following steps to halt illegal activity originating at the subject domain:

1. immediately suspend name records for the subject domain and suspend webhost services.  

2. Request the Registry to suspend website DNS (although TTL means that resolutions would still occur for 24-48 hours)

3. Request the Registry to lock the subject domain so that it cannot be transferred.  The name should be available for resale after 90 days unless the registrant has initiated an approved dispute resolution mechanism.

Any of the above steps taken to suspend resolution should not prejudice any party's ability to pursue appeals or alternate dispute resolution mechanisms.  
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