Working Proposal for Sub-Group A
Sub-group A is requested to address the following task:  
(a)  Define the roles, responsibilities, and requirements of the contacts available for unrestricted public query-based access, and what happens if the responsibilities are not fulfilled.

In light of these work items, sub-group A has raised the following practical questions:

A.      WHO is the OPOC: qualifications, identification to/ verification by registrar, need for consent before listing, etc. 
B.      WHAT issues is the OPOC required to handle – or not. 
C.      WHEN must the OPOC act – time frames for response, etc. 
D.      HOW would these responsibilities be enforced – what happens if they are not fulfilled.
Background:  The WHOIS service has developed into a vital and globally-tested element of the international DNS system overseen by ICANN.  The evolving and important role of WHOIS services was recognized in the GAC’s Principles Regarding gTLD WHOIS Services, where it highlighted that WHOIS data is now used in support of a number of legitimate activities.  Implementation of the OPOC approach may jeopardize the important role played by WHOIS services.  It is therefore essential that any OPOC approach should minimize the potential harm that could arise if WHOIS services are no longer publicly available.
Working Proposal:  The following proposal is submitted on the assumption that some form of an OPOC approach would eventually be adopted.  The proposal addresses issues in Sub-Group A (and also provides, by way of background, an attachment with a proposal submitted to Sub-Group C).
(1) WHO is the OPOC:  
a. All OPOC’s must be accredited through ICANN.
i. A registrar can act as an OPOC but would need separate accreditation. (The OPOC could also him/her/itself be the registered name holder).
b. OPOC’s must have certain technical capabilities, such as 24x7 systems for receiving communications and forwarding them automatically to registrants on an immediate basis.
c. OPOC’s must have the technical capability, and the authorization of the registered name holder, to take all necessary actions with respect to the registration, including (i) disclosing the relevant contact details of the registrant in appropriate circumstances, and (ii) directing the registrar to hold, suspend or cancel the registration in serious cases (e.g., phishing attack).
d. The accreditation should specify that legal notices (see below) directed to an OPOC’s published contact details (i.e., the OPOC’s name, postal address, voice telephone numbers and email address) should be considered valid notice to the registrant for all purposes.
(2) WHAT issues is OPOC required to handle – or not
a. Relay: The OPOC accreditation should require that OPOC’s must bear full responsibility for forwarding all communications expeditiously to the registrant.  
b. Reveal: Criteria need to be defined to specify circumstances in which the OPOC – in addition to transmitting communications through to the registrant – must disclose the relevant personal information and contact details of the registrant.
c. Principle: If the OPOC is not to be held liable for harms that may be caused by registrants, the accreditation for registrars and OPOCs should specify that (i) OPOCs are authorized to reveal or direct registrars to reveal contact details of the registrant or, in serious cases, hold, suspend or cancel the registrations, and (ii) if the OPOC fails to act in a timely manner, the registrars are authorized to take certain steps – e.g., to reveal contact details of the registrant, or in serious cases,to  hold, suspend or cancel a domain name registration. 

d. Criteria need to be defined for determining when an OPOC accreditation should be revoked.
e. ICANN must allocate proper resources to enforce OPOC accreditation requirements. 

(3) HOW should OPOC responsibilities be enforced:  
Several proposals for enforcement under an OPOC approach include:
a. Certain categories of users (defined in sub-group B) should retain full access to WHOIS services even under an OPOC approach limited to natural-person non-commercial registrations.
b. Classify all communications to registrars and the OPOC as either: (i) administrative/ technical, or (ii) legal.  For enforcement purposes, legal communications are the focus of this proposal. (Administrative or non-legal notices can be an issue for further development).
c. A standardized format/mechanism should be developed and used to convey legal notices to registrars and OPOCs.  Substantial compliance with this format would be needed.
d. “Legal” communications include any communication that is made for the purpose of alleging a wrongful registration or use of the domain name, wrongful activity by the registrant, or a challenge that the registration is not a valid OPOC registration.  Examples of such wrongful registration, use or activities include phishing, pharming, cybersquatting, copyright and trademark infringement, and other illegal or fraudulent activities.  Such a legal notice should be accompanied by reasonable evidence of the wrongful registration, use or activity.
e. For enforcement purposes, the OPOC must be accredited and have a contractual relationship with ICANN and with the registrant (see section 1 above) and must be given the registrant authorizations listed in 1(c).
f. The registrar must be copied on all legal notices directed to the OPOC.  In this way, a failure to comply with or respond to a request in an expeditious manner will have consequences, which can be enforced by and through registrars (e.g., through the accreditation process stipulating that registrars must reveal contact details or hold (lock-down), suspend or cancel domain name registrations in serious cases).  Registrar must be in position to:

· suspend the name records

· suspend the name hosts

· the registry must be notified to suspend registry access

g. For example, if it is agreed that a 1-3 hour period for reply is permitted for the OPOC (or a domain name registrant) to respond to a case of phishing, then the first notice copied to the registrar establishes the start-time, to be followed by the follow-up notice later.  There have been many default (non-response) cases under the UDRP system.  Similarly, one would expect that there will be large numbers of non-replies once a communication is forwarded to the OPOC, or from the OPOC to the registrant, particularly when the legal notice identifies fraudulent activities.  The mandate must be that the OPOC, or if not the OPOC then the registrar, must have to take certain pre-defined steps when this occurs – e.g., reveal contact details of the registrant or hold, suspend or cancel the registration in serious cases – and risk challenges to accreditation if they fail to do so.
h. Improper OPOC registrations:  Challenge can be made to allegedly improper OPOC registrations through a quick procedure in which the challenger submits reasonable evidence to the OPOC that the registrant is either (i) a legal person (as opposed to natural person), or (ii) engaged in commercial activity.  The OPOC must positively respond to such notices in an expeditious manner.  When an OPOC receives notice of an alleged improper OPOC registration,

i. the OPOC must notify the registrant in an expeditious manner (see above); 

ii. the registrant must defend the OPOC-based registration by providing reasonable evidence, or agree to transfer the registration to the non-OPOC “open” registration; and

iii. if the registrant does not defend the OPOC-based registration or agree to transfer to an open registration within a pre-defined period (e.g., the registrant is in “default”), the registrar must transfer the registration to an open registration within a pre-defined period (time frames to be discussed). 

i. Additional specific circumstances under which the registrar must reveal contact details of the registrant or hold, suspend, or cancel the registration need to be identified and pre-defined.
i. Are there any situations in which one could be assured that the registrar would reveal contact details of the registrant or in serious cases hold, suspend, or cancel the domain name registration, regardless of a response by the OPOC?
ii. If the OPOC and registrar do not respond to legal notices, what sanctions should be in place (e.g., how many times does the registrar get to "fail" at doing this before its accreditation is at risk)?  How long does the "de-accredidation" process take for a registrar?
j. Legal timelines: Accreditations should specify that legal notifications to the OPOC, which are properly directed to the OPOC’s published contact details, should be considered valid and sufficient to trigger relevant legal time periods, subject to national law.  Thus, the registrant should be required, in its agreement with the OPOC, and to the extent permitted by national law, not to assert that a notice is untimely for the purposes of any legal circumstances or proceeding, if the time is calculated based on when the OPOC receives it.  This means that the risk that the registrant is prejudiced because of the failure of the OPOC to forward the notice in a timely fashion, or at all, is borne by the registrant, unless the OPOC agrees to shoulder it, and not by the party issuing the legal notice, or by the registrar.
i. Within the UDRP system, proper notice to the OPOC should fulfill the contact responsibilities of dispute-resolution providers, and trigger all relevant procedural timelines (e.g., under the UDRP, a respondent must respond within 20 days from the date of commencement of the proceeding.  “Commencement” is triggered once the dispute resolution provider has provided notice to the registrant through the contact details normally available in the WHOIS).
k. Know your customer:  This proposal recommends that a mechanism be established, which will be funded by institutions participating on a voluntary basis, in which a database is created and made available to all registrars.  The database would contain terms (e.g., such as a bank’s name or the word “bank” itself), which if contained in the string of characters that form a proposed domain name registration, would trigger additional review by the relevant registrar before the registration is activated.  This system could apply to all future domain name registrations, not just to OPOC registrations.
Attachment - Sub-Group C Working Proposal

The following working proposal has been submitted to address issues in Sub-Group C and is provided here by way of background:
Scope of OPOC’s application:  

a. The “open”
 (i.e., status quo) WHOIS services should remain in place for: 

i. All legal persons (e.g., companies, partnerships, non-profits, etc.), and

ii. Natural persons who voluntarily indicate they are/will be engaged in commercial activity (e.g., small business owners, sole proprietors, etc.).

b. Any OPOC approach (with a more “closed” WHOIS) will therefore apply only in the case of “natural persons” who indicate their purpose for registering the domain name is non-commercial.  These can be referred to as “natural person non-commercial” (NPNC) registrations.

c. Verification vs. self-declaration:  Reliance should be placed on some form of verification for the legal vs. natural person distinction.  

i. Verification could include company or legal registration numbers, or some form of citizenship ID number, which could easily be captured at the data collection step.

ii. The self-declaration approach is simple but has serious problems due to risk of abuse (see paragraph d. below).  With any self-declaration approach, there at least needs to be a lightweight, easily invoked procedure for kicking a false declarant out. (Remember that the only consequence of this is that the registrant is put back in status quo ante - i.e., back to more open WHOIS access as is available today.)
d. It is recognized that any self-declaration approach could create significant incentive for abuse: those who have improper reasons to mask their identity or contact details, whether individuals or companies, could attempt to self-declare as a natural person involved only in non-commercial activities (i.e., the NPNC registration that would be entitled to the more “closed” OPOC treatment).

e. Commercial vs. non-commercial:  This proposal retains the commercial vs. non-commercial distinction only as it may apply to natural persons.  Natural persons can voluntarily indicate that they intend to engage in commercial activities and, therefore, their registration would fall into the “open” non-OPOC WHOIS category.  This information would be captured at the time of registration.

i. In fact, this could be relatively easy to enforce in a complaint driven system – e.g., if you go to a site where there is commercial activity, check WHOIS, and find OPOC data there, you should be able to click on a link in the WHOIS results, complete a form about why the use is not non-commercial, and get a very fast decision.  Of course there will be close cases but the vast majority will not be.  In some cases, this could even be easier than proving that a registrant is really a legal person.

f. A natural person who would qualify for the OPOC registration could opt out of the OPOC approach at the time of registration.  The informed consent of the registrant to do so would need to be clear.  Legal persons, and natural persons who indicated they are involved in commercial activities, cannot opt into the OPOC approach.

g. This approach thus provides additional privacy/data protection for natural persons involved in non-commercial activities.
� “Open” means WHOIS data openly published as it is today.   “Closed,” on the other hand, means some WHOIS data is not published, as in the OPOC proposal.  These terms were defined in the Matrix of WHOIS options circulated for Sub-Group C.  
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