Authoritativeness Sub-Team
 
1. The PIR Appendix U report), (posted as a reference document on our wiki, see https://community.icann.org/display/PDP/8.+Reference+Documents), includes the following regarding the transition in .org from thin to thick Whois in 2003: 
On page 29 (section 2.2.1), PIR was required to report on "discrepancies between Whois data provided by the Registrar and the Whois data in the Registry Operator's Whois database after the migration of the Registrar to the thick EPP model."  The report indicates that there were no such discrepancies. Does this mean that (to PIR's knowledge) there were no differences between the Whois data held by registrars and that held by the registry, at least through June 2004, when the report was filed?  If so this could be a significant data point for our working group.  (For example, in our "authoritativeness" subgroup this question of discrepancies between registrar and registry Whois data has already been raised.)  Or does this section of the report refer to something else?
 

From Greg Aaron:

Regarding #1: The question asks about discrepancies after a registrar migrated its data into the thick registry.  After a registrar migrated its data into the thick registry, I believe the thick registry was for practical purposes (and perhaps legally) considered to be the authoritative source of data, contact data included.  The generally observed practice was that once a registrar migrated its contact data into the thick registry, the registrar stopped serving WHOIS from its own database, and began querying the thick registry instead.   In such cases, there was only one source of data published for those domain names, and therefore no possibility for confusing differences.  There may have been registrars who were still serving their own .ORG  WHOIS for a time after they migrated their data to the .ORG registry.  If they did, I don’t know if anyone observed discrepancies.   

 

As far as I can find, the .ORG Registry-Registrar Agreement ( http://www.icann.org/en/about/agreements/registries/org/registry-agmt-appf-12nov04-en.htm ) did not explicitly identify the registry as authoritative once the registrar migrated its contact data.   But it did require that “As part of its registration and sponsorship of Registered Names in the Registry TLD, Registrar shall submit complete data as required by technical specifications of the Registry System that are made available to Registrar from time to time.”   And it said that “As part of the EPP migration, Registrars shall be required to provide full contact information required for thick registry WHOIS services. Thick registry WHOIS services will be provided for each .ORG name that has been migrated to EPP.”  The .ORG registry was certainly the authoritative source of DNS data as of the day the registry was cutover from VeriSign to PIR.

 

In recent years, various observers have recorded differences in thin .COM/.NET WHOIS data served by the registrar versus that provided by the VeriSign registry.  For an example, see the RAPWG WG’s final report, pages 73-79, especially pages 75-76.  For example, the RAPWG saw registrars provide domain expiration dates that were different than those provided by the registry.   In another case, a registrar's WHOIS listed a sponsoring registrar different from that listed by the .COM/.NET registry WHOIS. ( http://gnso.icann.org/issues/rap/rap-wg-final-report-29may10-en.pdf )  

From Andrew Sullivan:

I wasn't involved in the preparation of this report, as far as I remember, but it isn't surprising that there'd be no discrepancy. During the transition, registrars added contact data to the registry. By definition, whatever the registrar put in would have been the authoritative data.  I don't know whether there were any tests that compared the former registrar whois data with the new registry-based data.

were "relating to privacy issues." Is any detail available on these complaints, or do the experts have any recollections regarding them?

I don't have any recollection, but I don't remember complaints about privacy being a big problem.  I do remember people complaining about harvesting of email addresses out of the whois, which is why we added the rate limiting to the whois code base.  Those may not have been classified as a "privacy" issue.

From Christopher Browne:

I don't recall there being any comparisons done between former registrar-based WHOIS data and the "centralized" registry-based data, and I'd be pretty surprised if there were.  With variations in format, I would expect such a comparison to find extraordinary numbers of differences, with telno values being an unfortunately

excellent starting point.

The processes that were involved in the RRP-to-EPP migration were targeted towards evaluating how many domains had EPP-mandated data, so it is pretty likely that the "zero discrepancies" indicates that the registrars were conforming successfully with the requirement to attach contacts to all objects.  We had processes directed towards getting thick contacts attached to all domains.

From Chuck Gomes:

I will note regarding item 1, as everyone knows, there could not been any discrepancies with contact data because there was no such data in the thin Whois that we maintained.
From Michael Young:

I don't specifically recall why there would be zero discrepancies in the 2004 report between registrars Whois databases and the Registry Whois.  I surmise that there are zero discrepancies because the report was likely a representation of the final verification process undertaken during the procedure of migrating Org registrars from the RRP proxy server to the EPP server. During this process we required registrars to populate the thick EPP Whois data required and we confirmed this action as part of our migration steps.  The migration could not be completed by a registrar without successfully populating the thick Whois data.

Privacy and Data Protection Sub-Team
2. It involves the PIR Appendix U report on the transition from thin to thick Whois in .org (see https://community.icann.org/x/34dEAg). Part 3 of the report (page 30) consists of a table on "Centralized Whois Complaints," and indicates that few such complaints were received during 2003 (the period during which the transition to thick Whois for .org took place). According to the table, only six of such complaints received by PIR during the year were "relating to privacy issues." Is any detail available on these complaints, or do the experts have any recollections regarding them? Furthermore, this part of the report (and see also http://www.icann.org/en/about/agreements/registries/org/registry-agmt-appu-23oct02-en.htm, which specifies what this report is to contain) was apparently supposed to be submitted annually ("no later than one month after each anniversary date after the Commencement-of-Service date").  I have not been able to locate on the ICANN site any such reports submitted later than June 2004.  Does anyone know if this was done and if so where the reports can be found? (I understand that Appendix U was eliminated in the revised .org registry agreement that went into force in 2006, so this question targets the 2004-06 period.) 

Do you have expert knowledge on how the situation with privacy and data retention and with trans border data movement may have changed during the last decade? If so, can you detail the differences? If not, can you give us references as to whom you believe would be able to give us expert advise on any changed circumstances that may be important considerations today, that were not a consideration then.
From Greg Aaron:

Regarding #2: I do not know any details about those six complaints relating to privacy issues.  I wonder if they were related to proxy data, or if they were related to issues of local data protection/privacy laws.

 

The Panel was asked: “Do you have expert knowledge on how the situation with privacy and data retention and with trans border data movement may have changed during the last decade?”  I don’t have knowledge about the historical changes over the past ten years, but there are issues that have immediate relevance.  Some jurisdictions have data protection laws that prevent registries located in those jurisdictions from revealing the contact data of individuals and perhaps other classes of contacts, an issue that ccTLDs have dealt with for many years.  The .CAT and .TEL registries have wrestled recently with conflicting obligations presented by their  ICANN contracts and the laws of the countries in which those register operators are located.   ICANN will soon authorize new gTLD registries in jurisdictions with strong data protection/privacy laws.  Or is the issue not where the registry is located, but where the registrant is located?

 

As an aside, I note that for UDRP challenges, the source of contact data is still the registrar’s database.  (The UDRP Rules say that Providers should be “sending Written Notice of the complaint to all postal-mail and facsimile addresses (A) shown in the domain name's registration data in Registrar's Whois database”.)  That language is unchanged from the original 1999 version of the UDRP, when the only gTLDs were .COM, .NET, and .ORG, all in a thin registry.  (Was that language consciously retained to help get around proxy contact data? I don’t know, but I do know that in many cases the registrars doesn’t have the  underlying “real” contact data anyway.)   I wonder if ICANN should consider whether a change is warranted to the UDRP Rules, noting that if the TLD is thick then the registry is the authoritative source of data.

From Andrew Sullivan:

The obvious thing to worry about is the varying interpretation of the European data retention rules.  I am not an expert in that area.  You probably want someone involved in the relevant laws, but a first pass might be to ask someone at DEnic -- they have this exact problem already, and could probably tell you something.
From Christopher Browne:

I have a similar lack of recollection.  We had some speculative talk, internally, but if there were outside complaints, they didn't pass inwards far enough for me to see it.

Andrew's comments about WHOIS rate limiting agree with my understanding; rate limiting fell, as a requirement, out of discomfort with people doing mass "data mining" from WHOIS, and it's not too difficult to imagine that to be a form of "privacy issue."  But that could be too distant from what Marika Konings had in mind.
From Michael Young:
As for rate-limiting on Whois and privacy concerns:  The application for Org and subsequent registry agreements for other TLDs included discussion of a potential future "bulk Whois" service for parties wishing access to Whois data.  The service was never offered to my knowledge and recollection, as Whois data being used to enable unsolicited email was becoming a growing concern in the industry at that time.  We developed the rate-limiting service in both the interest of technical control and mitigation of Whois DDOS attacks and as others have said, to reduce/discourage the active data mining of Whois.

� The EPP standard mandates a precise format for telephone numbers, and data I have received from other sources than standards-conforming EPP clients almost exclusively fail to follow ITU E164.


� It's likely that *some* domains were still exceptions at that time; the RACE-encoded IDNs were locked down rather tightly, pending coming up with something to do with them (e.g. – migrate to PunyCode)





