Vertical Integration Working Group

Compliance and Enforcement 

July 7, 2010

(Revised)
(Revised text includes edits from Volker.  Suggestions from Antony and Barry are included below but not yet in revised text.  Brackets indicate lack of agreement among the members of the drafting team.  Suggestions from David Giza in separate document.)
The Vertical Integration Working Group (VIWG) created a Compliance and Enforcement sub team to draft an outline about compliance and enforcement issues that may be germane to the newTLD round.  Since there is no consensus position on vertical integration, a specific compliance and enforcement regime cannot be articulated at this time.  However, elements of a compliance and enforcement regime can be identified to assist the ICANN Board in assessing risk and resource allocation depending on the final recommendation regarding vertical integration in the newTLD round.

The starting point in developing a compliance and enforcement regime is to identify the rules that are to be enforced.  The rules can take a variety of forms including, among others: 1) mandates; 2) prohibitions or restrictions; 3) permitted, yet circumscribed behavior; 4) permitted behavior, if threshold requirements have been met.

It should be noted that, unlike a governmental agency, ICANN is a not-for-profit California corporation whose relationship with registries and registrars is based on contract.  ICANN does not have certain governmental powers (e.g. subpoena power) to utilize in a compliance and enforcement program.

A critical element in building a compliance and enforcement program is timing.  An enforcement and compliance program that targets specific behaviors or acts must be properly resourced and operationally effective at the time such behaviors or acts are likely to manifest themselves in the market.  In the case of newTLDs potentially anti-competitive or consumer abuse behaviors (in fact a significant percentage) can be anticipated during the launch phase of newTLDs.  An Enforcement Bureau and compliance program that relies only on third party surveillance or competitors “dropping a dime” on abusive practices may not be timely for purposes of enforcement.

Among the elements of an effective compliance and enforcement program are the following:

Compliance

Risk analysis -  a risk analysis of anti-competitive practices and consumer abuse practices must be undertaken

Geographic scope – given the global nature of the DNS, compliance and enforcement would be expected to be global in scope and reach. The same rules must apply for all applicants independent of location. 

Formal written compliance program – a compliance program must be formalized in writing; for a compliance program to be effective it must be: clear; communicated; corrective; and compelling (will be followed)

Companies (or actors) subject to the compliance and enforcement program must make a clear designation of responsible officers

Senior Management Involvement/Commitment to Compliance – Senior Management must be accountable and responsible for violations; compliance should be a corporate value

Bottom-up compliance – training of employees is critical to establishing bottom-up compliance

Screening – active screening/sampling for potential problems 

Recordkeeping requirements – covering data handling and transactions

Internal reporting systems – opens a dialogue between management and employees 

Chinese walls – effective Chinese walls designed to prevent sharing of sensitive registry data with ongoing verification tools 
Documented Training along pre-established Training outlines

Random Audits

Remedial actions – corrective action; internal disciplinary action

Advice line – resource for companies/actors attempting to institute and maintain compliance

Enforcement

Monitoring and Detection  

use of data and information systems to identify trends

random compliance audit checks (sampling)

prioritizing investigations and promote efficient use of resources

system for “public assistance” in monitoring and detection

voluntary disclosures – opportunity and process to self-report violations to mitigate penalties

Investigation and Collection of Evidence 

Standards of Proof

Penalties

Mitigating and Aggravating Factors

Deterrence: Penalty system that encourages compliance and removes incentives for non-compliance.

Resources – human (e.g. investigators; attorneys; auditors); data systems; document collection and handling

 In developing a compliance and enforcement program, ICANN’s past history and present structure and resources must be taken into account.  [A “reactive” approach to compliance and enforcement will not sufficiently serve the purposes of a new compliance and enformcement regime for the newTLD round.] It cannot be overstated, based on public skepticism of historic enforcement challenges, that a new compliance and enforcement program should be in place, properly financed and staffed as well as  operationally effective prior to changes that would open the door to potential anti-competitive conduct and abusive practices.  ICANN’s staffing requirements, internal structure, reporting lines (senior management responsibility; report to the CEO) and oversight (who will watch the “watchers”) are important issues that would need to be addressed and formalized to create a new, proactive as well as reactive “culture” of compliance and enforcement.  
Contributions from Antony Van Couvering
Doesn’t support Compliance and Enforcement regime that:
* creates a rule-set that effectively limits competition by smaller registries / registrars

* proposes a "big-company" approach (and expense) where this is unworkable in a smaller operation  (related to my first point above; I am thinking of "Chinese walls" in particular)

* promulgates rules that are hard to understand or to comply with, either by those being regulated or the general public who (despite any rules put into effect) must necessarily play some role in enforcement

* places so great a burden on ICANN compliance staff (either due to the number of rules, their complexity, or the difficulty of ascertaining verified/verifiable information) that even with increased resources they are always playing catch-up

[partial sentence that began with the word “increases” not included.  Antony if you can provide complete sentence please do.]

Contributions from Berry Cobb

 no consensus position is reached about VI.  

we do not need a consensus position to create an entire compliance & enforcement program to address current state (0% CO, no VI & 15%CO) and future state (any of the innovative proposals).  
[As I, if not we, learned in Brussels the “gaming” and “harms” can occur regardless of what %CO/VI proposal gains consensus.]  
Specifically, if the VIWG were to put forth even the RACK+ proposal, I think we all agree that much more strict compliance should be required.  To that end, I see the compliance framework that is able to adapt to a model on the innovative edge such as Free Trade.  

