	Study
	Hypothesis

	Area 1
	WHOIS misuse studies
from Steve DelBianco: The hypotheses in Area 1 generally regard "public access to Whois", but there are distinct aspects of public access that should be measured separately in any studies designed:
1) some registrars prevent automated email harvesting by allowing public web-based access to Whois registrant data only after the user deciphers a "captcha" image.
2) registrants who use proxy registration or other privacy services should be measured separately from those registrants whose actual information is open for public access.

	1
	Public access to WHOIS data is responsible for a material number of cases of misuse that have caused harm to natural persons whose registrations do not have a commercial purpose.

	14
	The Whois database is used only to a minor extent to generate spam and othersuch illegal or undesirable activities.

	15
	Those using Whois data to facilitate illegal or undesirable activities (such as spam) depend on port 43 access to Whois to obtain Whois data.

	21 & GAC 2
	There are significant abuses caused by public display of Whois. Significant abuses would include economic, use of WHOIS data in spam generation, abuse of personal data, loss of reputation or identity theft, security costs and loss of data (note – definition of is from GAC recommendation 2).

	GAC 2
	See 21 above

	Area 2
	Compliance with data protection laws and the Registrar Accreditation Agreement

	16
	
Two hypotheses:
1. Registrars do not have a uniform method of disclosing or obtaining consent for collection of data for WHOIS purposes
2. The methods employed by registrars to disclose and obtain consent have not been adjudicated as violating national law.
· 
· 2. 

	22
	(a) More restrictive Whois policies than the general ICANN Whois requirements have been adopted by some of the 30 top ccTLDs.

(b)  
(b) ccTLD operators report that Whois policies have been adopted in order to become compliant with the data protection laws of the territory.  

 
(c)  ccTLDs are moving towards more restrictive WHOIS policies motivated by national data protection laws.


	23, 12?, 13?, GAC 14 & GAC 15
	23 - ICANN WHOIS policies should reflect national data protection laws, particularly in areas determined to have an impact on human rights issues.
GAC 14 - Jurisdiction concerning data protection law is established by the territory containing the gTLD registry and/or ICANN, and not by the residency / citizenship of the Registrant.

GAC 15 -

(a)Local data protection laws are in conflict with each other and ICANN policy.

(b) A process to resolve / reconcile conflicts of local data protection laws can and should be developed.

GAC 12 -

· The WHOIS obligations of gTLD Registries and Registrars are governed by the laws of their local jurisdiction, or 

· The WHOIS obligations of gTLD Registries and Registrars are governed by the laws of the jurisdictions of their Registrants, or 

· The WHOIS obligations of gTLD Registries and Registrars are governed by the laws of ICANN (California, U.S.), or 

· The WHOIS obligations of gTLD Registries and Registrars are governed by some other jurisdiction. 

GAC 13 - A gTLD Registry or Registrar, by fulfilling their legal and contractual obligations as pertaining to domain registrations and WHOIS requirements, may be subject to conflicting laws in other jurisdictions in which they conduct business.

	24
	Many Registrars are not agreement to terms required under section 3.7.7 of the RAA.

(a)This absence of agreement hinders the validity of the registrar’s use of personal data

(b) This absence of agreement hinders the legitimate enforcement of the intellectual property rights of others.

	Area 3
	Availability of privacy services

	2
	Registrants presently have options to effectively shield their personal information from public display in Whois (i.e. proxy services offered by registrars and by third parties). If a significant number of registrants are aware of the option to use proxy services but do not select them, we can conclude that the cost of proxy services do not justify the benefits of privacy protection.

	5
	Resellers and registrars offer privacy services to differentiate themselves from others.

	GAC 7
	A growing share of registrants are protecting the privacy of their Whois data by using proxy registrations and/or privacy services.

	 
	 

	GAC 8
	A growing share of registrars and affiliates are offering proxy registration and/or privacy services.

	Area 4
	Demand and motivation for use of privacy services

	17
	A large portion of registrants have legitimate privacy concerns and are not engaged in illegitimate activity.

	18, 19,GAC 9 & GAC 10
	The majority of registrations by proxy are used to hide the owner of a domain name that is used for a commercial enterprise.

	Area 5
	Impact of WHOIS data protection on crime and abuse

	6 & GAC 1
	a) More restrictive Whois display requirements would lead to more crime and abuse.

b) Use of proxy or privacy registration services limits legitimate uses of gTLD WHOIS data.

	13 & GAC 11
	a) Phishing web sites tend to be hosted on private/proxy domains.

b) Domain names registered using proxy or privacy services are more apt to be associated with fraud or other illegal activity than domain names not using such services.

	GAC 2
	?

	Area 6
	Proxy registrar compliance with law enforcement and dispute resolution requests

	3
	Registrars do not comply with RAA Whois requirements.

	 
	Communication to registrants and/or revealing the identity of underlying registrants per RAA 3.7.7.3 are significantly delayed when proxy services are used.

	Metalitz Comment
	A registrant's use of a proxy/private registration service reduces the registrant’s ability to contest a UDRP proceeding.

	20
	Law enforcement agencies ability to fight crime is significantly hampered when privacy services are used.

	12
	?

	Area 7
	WHOIS data accuracy

	8
	Registrars are tolerating systematic abuse of WHOIS records.

	11
	IDN (non-ASCII) characters in TLDs will impair the accuracy and readability of WHOIS records displaying the domain name, email address, and name server addresses.

	Area 8
	Other GAC recommendations

	GAC 1
	(Data gathering exercise rather than a hypothesis to be tested?)

	GAC 5
	(Data gathering exercise rather than a hypothesis to be tested?)

	GAC 6
	(Data gathering exercise rather than a hypothesis to be tested?)

	GAC 3
	Technical measures are available that could effectively curtail misuse of data published on WHOIS databases while preserving legitimate use and open access to the databases.


