Summary of Public Suggestions on Further Studies of WHOIS including the GAC recommendations:
(original hypotheses)
1. WHOIS misuse studies

	Study Submission # 1: [submitted by Steve Del Bianco, NetChoice Coalition] 1) Gather data on WHOIS misuse from consumer protection bureaus and other entities who maintain data on misuse incidents reported by registrants and 2) survey a random sample of registrants in each gTLD and selected ccTLDs.
	Public access to WHOIS data is responsible for a material number of cases of misuse that have caused harm to natural persons whose registrations do not have a commercial purpose (as amended 8 July 2008). 

	Study Submission # 14: [submitted by Claudio DiGangi, INTA] Create a set of new email addresses, use half of them to register domain names, and monitor all for spam for 90 days to determine how much WHOIS information contributes to spam.
	The Whois database is used only to a minor extent to generate spam and other such illegal or undesirable activities.



	Study Submission # 15: [submitted by Claudio DiGangi, INTA] Create a set of new email addresses, use them to register new domain names at registrars that allow and disallow port 43 WHOIS queries, and monitor all for spam to determine the extent to which port 43 WHOIS queries contribute to spam.
	Those using Whois data to facilitate illegal or undesirable activities (such as spam) depend on port 43 access to Whois to obtain Whois data.



	Study Submission # 21: [submitted by Kathy Kleiman] Survey registrars and human rights organizations to determine how WHOIS is being used in ways that seem to have no bearing on the security and stability of the DNS.
	That the public Whois databases are ready and often-used sources of personal data for those seeking to harass, abuse or stalk individuals and organizations.  That the public Whois databases are being used and mined regularly by direct mail and related companies for their commercial benefit to compile personal data which they then use, combine, sell and distribute as part of massive lists and databases.



	GAC bullet #2: the types and extent of misuses of WHOIS data and the harm caused by each type of misuse, including economic, use of WHOIS data in SPAM generation, abuse of personal data,  loss of reputation or identity theft, security costs and loss of data.
	


2. Compliance with data protection laws and Registrar Accreditation Agreement 

	Study Submission # 16: [submitted by Claudio DiGangi, INTA] Conduct legal analysis under the laws of a variety of jurisdictions of the terms of various registrars' registration agreements concerning data collection and disclosure and their process for collecting such data and obtaining consent.
	It is impossible for registrars to obtain legally valid consent to the disclosure of registrants’ personal information in Whois records under various national data protection/privacy laws.



	Study Submission # 22: [submitted by Kathy Kleiman] Survey top 25-30 ccTLDs to determine the extent to which ccTLD WHOIS policies reflect national data protection laws and priorities.
	ccTLDs more accurately reflect their national laws than the general ICANN Whois policy. Should many ccTLDs, or the largest ccTLDs have data protection policies, that would show countries' legally requirement of this type of online data protection. Should a growing number of countries be adopting data protection aspects in their Whois in the last few years, that would show a momentum and direction on the Whois issue that merits evaluation and analysis.



	Study Submission # 23: [submitted by Kathy Kleiman] Conduct a legal comparison of national data protection laws to determine legal requirements relevant to the protection of registrant information.
	The laws of the countries should shape and guide the policies of ICANN, particularly in an area viewed as having an impact on issues of human rights.



	Study Submission # 24: [submitted by Claudio DiGangi, INTA] Obtain a representative sample of registrars' terms and conditions to determine what percentage of sampled registrars is appropriately obtaining agreement to all of the terms required under Section 3.7.7 of the RAA.
	Many registrars are not appropriately obtaining agreement to all of the terms required under Section 3.7.7 of the RAA (including without limitation the requirement that registrants agree to provide accurate information (3.7.7.1), an acknowledgement by registrants that the provision of false information is a material breach (3.7.7.2), agreement to the proxy provision and the acceptance of liability flowing from use of a proxy (3.7.7.3), consent to the use of registrant data (3.7.7.4), etc.), and this hinders the validity of the registrars’ use of personal data and the legitimate enforcement of 

intellectual property rights.



	GAC recommendation #12: Since gTLD registries and registrars conduct business globally, which laws in which jurisdiction appropriately apply to their transactions and in particular to their WHOIS contractual obligations?
	 

	GAC recommendation #13: What are the legal jurisdictional issues raised by gTLD registries and registrars that adhere to local law applicable to domain name registrations and WHOIS requirements, but may then be in contravention to other legal jurisdictions where they conduct business?
	

	GAC recommendation #14: May a gTLD domain name registrant who is a legal resident of one country apply for a domain name in another and claim to be under the legal jurisdiction of the latter and not the former?
	

	GAC recommendation #15: How can conflicts of laws be resolved in a global domain name space?
	


3. Availability of privacy services

	Study Submission # 2: [submitted by Steve Del Bianco, NetChoice Coalition] 1) Gather data on types of privacy services offered through manual review of websites offering registration services and survey of registrars and 2) attempt to correlate service characteristics (cost and features) with the relative share of eligible registrants who choose to use a given  privacy protection service.
	Registrants presently have options to effectively shield their personal information from public display in Whois.  Namely, proxy services offered by registrars and by third parties.



	Study Submission # 5: [submitted by Alan Levin] Study whether resellers and registrars offer privacy services to differentiate themselves from others, and, if so, whether this is a factor that encourages competition and whether it is available at no charge.
	The whois at present, allows resellers and registrars to offer privacy services, which is an opportunity for these industry players to differentiate themselves on value (rather than reputation only). 



	GAC recommendation #7: What is the historical trend and current percentage of the registrars’ and their affiliates’ proxy and privacy registrations in relation to the total number of domain name registrations in gTLDs?
	

	GAC recommendation #8: What is the percentage of registrars and all affiliates that offer proxy or privacy registrations?
	


4. Demand and motivation for use of privacy services 

	Study Submission # 17: [submitted by Claudio DiGangi, INTA] Survey proxy/privacy service registrants to determine their reasons for using a proxy service.
	The bulk of proxy/privacy service users shield their identities for improper purposes.



	Study Submission # 18: [submitted by Claudio DiGangi, INTA] Sample proxy service registrants and review their sites to determine what percentage are likely individual registrants concerned about their privacy.
	The majority of registrations by proxy are used commercially in order to profit from domain registrations, not by individuals concerned about privacy.



	Study Submission # 19: [submitted by Claudio DiGangi, INTA] 

1) Sample WHOIS records to determine what percentage of registrations are owned by natural persons, legal persons, and proxy services, and 2) survey registrars to gather similar information as well as information about requests to reveal the identity of the registrant.
	Different privacy rights attach to natural persons than to legal persons. The study would determine the proportion of each (as well as the extent of proxy registrations, in which the legal or natural status of the underlying 

registrant is unavailable) in order to attempt to tailor Whois improvements to the different populations.



	GAC recommendation #9: What are the relative percentages of legal persons and natural persons that are gTLD registrants that also utilize proxy or privacy services?
	

	GAC recommendation #10: What are the relative percentages of domain names used for commercial versus non-commercial purposes that are registered using proxy or privacy services?
	


5. Impact of WHOIS data protection on crime and abuse

	Study Submission # 6:  [submitted by Milton Mueller] Study whether more restrictive WHOIS data policies lead to more crime and abuse by comparing crime/abuse levels on a percentage basis across two or more ccTLDs with different and/or more restrictive WHOIS access than ICANN's gTLDs.
	ccTLDs that shield some Whois data of natural persons produce no appreciable differences in the levels of cybercrime in the domain and do not impair enforcement efforts.



	Study Submission # 13: [submitted by Laura Mather, APWG] Conduct analysis of APWG phishing web site data to determine whether phishing web sites tend to be hosted on private/proxy domains and to understand how shut down times of phishing sites are impacted by proxy/private WHOIS registrations.
	Proxy and private WHOIS records make the investigation and take down of phishing sites difficult for a number of reasons. 1) If the phish site is hosted on a legitimate domain, for example because the domain’s webserver was hacked by the phisher, it can be difficult to contact the owner of the domain to help him or her rectify the problem.  2) The contact information in the WHOIS record is often beneficial for disabling domains that were registered specifically for phishing.  This is because the person in the contact information often knows nothing about the domain.  When that contact information is hidden behind proxy and private WHOIS records, proving that the owner of the domain knows nothing about the domain is more difficult. Both of these scenarios lengthen the time it takes to disable phish sites once they have been discovered.



	GAC recommendation # 11: What is the percentage of domain names registered using proxy or privacy services that have been associated with fraud or other illegal activity versus the percentage of domain names not using such services that have been associated with fraud or illegal activity?
	

	GAC recommendation #1: To what extent are the legitimate uses of gTLD WHOIS data curtailed or prevented by use of proxy or privacy registration services?
	

	GAC recommendation #2: What is the economic impact of restrictions on some or all of the legitimate uses of WHOIS?
	Staff note -- This is relevant to the previously listed study submissions because access to WHOIS data is one of the legitimate uses we would like to protect, but there may be other legitimate uses not mentioned by previous proposals.


6. Proxy registrar compliance with law enforcement and dispute resolution requests

	Study Submission # 3: [submitted by Steve Del Bianco, NetChoice Coalition] 1) Review stated policies of registrars and privacy protection services to determine whether they comply with the RAA and 2) determine actual compliance through a) reports from requesting parties and consumer protection agencies and b) submitting properly constructed inquiries and measuring response time.
	Of ICANN-accredited registrars who offer their own proxy services, some are failing to reveal shielded registrant data in accordance with the Registrar 

Accreditation Agreement (RAA) and/or their own Terms of Service (TOS).



	Study Submission # 20:  [submitted by Claudio DiGangi, INTA] Survey proxy registrars, brand owners and law enforcement officials and/or conduct a study to determine timeliness of proxy services in relaying communications to registrants and/or revealing the identity of underlying registrants per RAA 3.7.7.3.
	That proxy services are untimely and unreliable conduits of communications to registrants, and/or that proxies are in breach of registration terms dictated by RAA 3.7.7.3 (requiring that registrant reveal identity of domain licensee upon reasonable evidence of actionable harm).



	Metalitz Comment: [submitted by Steve Metalitz, on behalf of the Coalition for Online Accountability] Collect data on UDRP cases brought against registrants who used proxy or private registration services to determine the extent to which a registrant's use of a proxy/private registration service reduced the registrant’s ability to contest a  UDRP proceeding.
	That a registrant's use of a proxy/private registration service either reduces the registrant's ability to contest a UDRP proceeding, or indicates that the registrant is
actually the registrar itself (Steve Metalitz: please verify).     



	Study Submission # 12:  [submitted by Wout deNatris, Independent Post and Telecommunications Authority, the Netherlands] Inventory privacy and law enforcement requirements for WHOIS.
	Staff note – no hypothesis provided by submitter.  The following was provided as the “utility” for performing such a study:

The better the data in WHOIS is and a proportional access is assured the less the need for strict rules for access will be.


7. WHOIS data accuracy

	Study Submission # 8: [submitted by Chris Paul, sybertooth.ca] Sample WHOIS data from domains at several registrars and check records for valid combinations of address and phone information to determine whether registrars are tolerating systematic abuse of WHOIS records.
	- Falsified whois records are often associated with spammers

- Certain registrars fail to enforce whois accuracy

- These registrars benefit financially by harbouring spammers

- Registrars appear to face no consequences for unethical handling of whois inaccuracy



	Study Submission # 11: [submitted by Steve Del Bianco, NetChoice Coalition] Examine whether IDN (non-ASCII) characters in TLDs will impair the accuracy and readability of WHOIS records displaying the domain name, email address, and name server addresses.
	The use of IDN characters in TLDs will impair the accuracy and readability of Whois records displaying the domain name, email addresses, and name server 

addresses.




8. Other GAC recommendations – 

	GAC bullet #1: compile data that provides a documented evidence base regarding the amount and source of traffic accessing WHOIS servers and the types and numbers of different groups of users and what those users are using WHOIS data for.
	

	GAC Recommendation # 5: What is the percentage of domain name registrants who are natural persons versus legal persons (or entities)?
	

	GAC Recommendation # 6: What is the percentage of domain name registrations that are registered for and/or are used for commercial purposes versus those registered for non-commercial or personal use?  If possible, the data should be broken down by geographic (e.g. by continent) locations.
	

	GAC Recommendation #3: Are technical measures available that could effectively curtail misuse of data published on WHOIS databases while preserving legitimate use and open access to the databases?
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