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Time Warner Inc. is a leading media and entertainment company, whose businesses include interactive services, cable systems, filmed entertainment, television networks and publishing.  Whether measured by quality, popularity or financial results, our divisions are at the top of their categories. AOL, Time Inc., Time Warner Cable, Home Box Office, Turner Broadcasting System and Warner Bros. Entertainment maintain unrivaled reputations for creativity and excellence as they keep people informed, entertained and connected.  

The Time Warner Companies (“Time Warner”) rely heavily on the Internet and the system of current generic Top Level Domains (gTLDs) in all our diverse businesses.  In addition, intellectual property – including globally famous trademarks and service marks, and invaluable copyrighted materials – are the lifeblood of Time Warner’s businesses.  Accordingly, we welcome this opportunity to comment on ICANN's New gTLD Draft Applicant Guidebook.  

Our main message:  The launch of new gTLDs presents serious concerns for brand owners like Time Warner and should be further evaluated and, at a minimum, should undergo significant modification as outlined in this submission.  
A Premature Launch of New gTLDs Poses Unacceptable Risks
ICANN needs to examine seriously for whose benefit the proposed new gTLD round is being launched.  If it is truly for the benefit of the “next billion” Internet users around the globe, then the launch should focus on IDN TLDs to serve populations that have historically been excluded from full participation in the Internet in their native tongues.  
If after the launch of new IDN TLDs ICANN can demonstrate that there remains a strong need for additional gTLDs, only then should it consider the launch of such extensions.  We are unaware of any overwhelming need for new gTLD extensions, as evidenced by the lack of use of existing gTLDs, such as .INFO and .BIZ.  Of course, with the launch of any new gTLD – IDNs or otherwise - certain precautions must be taken to protect intellectual property rights and minimize the opportunity for exploitation and any launch of new ASCII TLDs must be carefully controlled and prepared.  There is a serious risk that the main beneficiaries of any new TLD will be those who seek to exploit the enormous investment of major brand owners such as Time Warner in the development and maintenance of internationally valuable trademarks and service marks.  

Time Warner is concerned that if the new gTLD launch is not properly limited and controlled bad actors such as cybersquatters, typosquatters and unscrupulous domain name speculators will inappropriately capitalize upon the brands of others in the new TLD space.  If this happens, not only will Internet users not benefit from the launch of new TLDs; they will in fact be harmed by the weakening, dilution and blurring of established brands and the ensuing confusion in the marketplace and enhanced opportunities for fraud – including phishing, the dissemination of malware and related crimes.   Significantly, even service providers such as registries and registrars who stand to reap considerable revenue from various forms of defensive registration at the second level, and perhaps from defensive TLD applications at the top level, are cautioning ICANN to implement substantial changes to the currently proposed gTLD roll out.  See MarkMonitor comments posted at: http://www.markmonitor.com/cta/TLDcomment/endorsement.php?Lead_Source_Mktg=EMC 
In connection with the two previous new gTLD rounds that ICANN has supervised since 2000, brand owners such as Time Warner have had to expend considerable sums and devote disproportionate resources to protecting their brands in new and frequently unused TLD spaces.
  These activities have padded the revenue streams of registries, registrars and other service providers, but the typical Internet user has reaped little if any benefit from the existence of the dozen or so new TLDs, of most of which nearly all Internet users remain entirely ignorant.  
ICANN now proposes to launch a new gTLD process that is, if anything, more biased toward approval of any application satisfying minimal criteria and lacking in mechanisms to prevent or correct abuses than the previous rounds.   The drastically increased scope of the proposed launch – hundreds or even thousands of new TLDs, rather than the handful approved in each of the previous rounds – means that the negative impacts will be much greater in scale this time, particularly during this time of unsurpassed financial stress.  
While these risks are daunting, Time Warner does not believe that it is too late to reduce them substantially, and thus to increase the likelihood that the new TLD launch will truly benefit the Internet community.  In order to do so, however, fundamental changes will be needed in the plans outlined in the applicant guidebook materials.  Some of these changes are discussed below.  
Time Warner urges ICANN to turn immediately to the design and implementation of these safeguards, and to modify the timeline for the launch of any new ASCII TLDs until these preventive and curative mechanisms and incentives are in place.  Any rollout of new gTLDs in the immediate future should be limited to those IDN TLD’s needed to satisfy documented demand from users who employ non-ASCII scripts as their primary means of communication.    

ICANN Must Ensure that Applicants Cannot Establish New gTLDs that are Identical or Confusingly Similar to Pre-existing Trademarks and Service Marks

1.  Top Level Domains 

The ICANN plans contain absolutely nothing to prevent applicants from seeking to establish new gTLDs that are identical or confusingly similar to pre-existing trademarks and service marks.  It relies completely on the “Legal Rights Objection” procedure, briefly outlined in Module 3, as the filter for removing such applications from the process flow toward approval and ultimately delegation in the root.  This is inadequate in two ways.  First, it unfairly shifts the entire burden of cost and risk onto the brand owner to identify and challenge applications that may infringe its rights and confuse its customers and the Internet community at large.  Second, the objection procedure as described is too uncertain and too limited to serve as an adequate protection against abusive applications.  

A.  Preventive Mechanisms – Expand the “Reserved Names” List
ICANN should consider filtering out the strongest global marks at an earlier stage in the new gTLD process, either through expansion of the “reserved names” list of character strings that are barred from recognition as new gTLDs, or through an adaptation of the non-objection procedure contemplated for geographic names.  Currently, ICANN proposes a restriction on registration for its “Top Level Reserved Names List.”  Clearly, ICANN recognizes the need to protect intellectual property as evidenced by the fact that this list of 34 items consists almost entirely of the acronyms for ICANN, its constituent bodies, and some other stakeholders in the Internet technical environment.
   Surely ICANN must realize that protection of others’ intellectual property is, at a minimum, equal to the protection of its own intellectual property rights.  The likelihood that any Internet user would be confused by the existence of a gTLD such as .NRO or .RSSAC is minimal compared to the havoc that could be wreaked by an unauthorized .CNN, for example.  For every Internet user who even knows that RSSAC is the acronym for ICANN’s Root Server System Advisory Committee, literally a million people would recognize CNN as the brand for Time Warner’s global news channel, and thus could be detrimentally misled if that TLD were to be employed by anyone other than Time Warner.
  That only the former character string, but not the latter, is excluded in advance from the new gTLD process is absurd.    

ICANN must expand its Top Level Reserved Names List to include the strongest global marks, those as to which there can be no reasonable dispute about who should be able to exploit the character string in the new TLD space.  We recognize that developing this list presents challenges but believe that they can and must be addressed before the launch of new TLDs. Certification processes for brand owners for the purpose of early registration of domains (as discussed below under “Preventive Measures”) can readily be adapted to “black list” or “shelve” character strings that consist entirely of famous brands.  Robust reserved names lists have been employed in related contexts, including ccTLD launches (such as .EU), pre-launch mechanisms at the second level, and in the online advertising sphere.  For example, to comply with trademark laws, search engine operators receive process and verify trademark rights notices from thousands of brand owners.  This information is then used to filter (“black list”) terms that cannot be used within sponsored link advertisements.   ICANN should consult with the entities involved in these activities as it expands the existing reserved names list to accommodate global brands.  
Alternatively, the expanded list could be used, not to bar any registration, but to require that any application proposing a new gTLD character string associated with a mark on the list be accompanied by a statement of non-objection from the owner of the mark.  This approach would follow the path laid out in the Draft Applicant Guidebook for dealing with character strings consisting of specified geographical names.   

Furthermore, ICANN should consider modifying the application timetable to provide brand owners with greater flexibility in determining how to respond to an application which they believe would infringe on their legal rights.  Under the current proposal, all received applications are disclosed at the same time, following the closing of the application window. This prevents a brand owner from responding to such an application by making its own application for the same or a similar string; its only option is to invoke the objection procedure.  Disclosing applications as they are received, and before the application window closes, would preserve the possibility of a competing application.  

Other steps ICANN should take to seek to foreclose applications for new gTLDs that infringe the rights of others include: 

· Taking into account the record of past abusive conduct by the applicant in the existing and new TLD space when evaluating new applications;

· Building the expanded reserved names list (as described above) into the string confusion algorithm that will be used to guide determinations on string contention   

B.  Legal Rights Objection Procedure - Current ICANN Proposal Needs Significant Clarification
The proposed objection procedure summarized in the applicant guidebook materials leaves many unanswered questions.  Because, in the absence of any of the application preventive mechanisms mentioned above, this procedure is the sole means that brand owners may employ within the ICANN process to keep their brands from being exploited without authorization in the new gTLD space, it is essential that all these questions be fully answered well before the application window opens.  
At the outset, the impact of a decision in the Legal Rights Objection procedure should be spelled out more clearly.  The materials indicate that “an expert determination will be considered by ICANN in making a final decision,” (page 3-10) which could mean that even when a brand owner has successfully established its rights via the Legal Rights Objection process, this ruling could be overturned by ICANN and the offending application could still be successful.  This outcome needs to be clearly ruled out (consistent with some of the process charts in the applicant materials, which treat a successful objection as equivalent to rejection of the application).  

Similarly, section 3.1 of the materials states that “an objector accepts the gTLD dispute resolution process by filing its objection.”  If this means that the objector must agree to follow the rules and pay the fees established, then this statement is not problematic.  If, however, it means that the objector must surrender any right to challenge an adverse decision in court – including, ultimately, to sue both ICANN and the successful applicant to enjoin a new gTLD that infringes on the objector’s legal rights – then many brand owners would choose to by-pass the objection procedure and go straight to court.  This would undermine the value of the procedure and could have substantial consequences for other aspects of the new gTLD launch.  Invoking the objection procedure should not require an objector to surrender other legal rights.  

Section 3.2.1 states that “Each objection must be filed separately,” and each such separate filing requires its own filing fee.  While this may be appropriate in some contexts, it is often inappropriate in the case of the Legal Rights Objection procedure.  If there are five applications for .CNN, Time Warner should be allowed to file a consolidated objection and pay a single filing fee, since the evidence on most issues will be exactly the same in all five cases.  The objector should also be able to join together in a single filing its complaints against different applications that vary only immaterially from one another.  
The fees for the objection procedure need to be as predictable as possible.  Some aspects of the system outlined in the materials seem inconsistent with this principle, such as the panel’s apparently unrestricted ability to appoint experts at the parties’ expense (page 3-9).  

C.  Curative Mechanisms Post-Delegation – ICANN Should Employ a “Claw Back” Mechanism if Applicants Violate Representations about gTLD Purpose or Operation
The application materials refer to, but provide no details about, post-delegation contractual obligations which may be invoked against successful applicants that operate the gTLD in a manner inconsistent with restrictions associated with a community-based designation (page 1-13).  When these provisions are fleshed out in the next iteration of the Draft Applicant Guidebook, they should also be extended to prohibit post-allocation business model changes that implicate the intellectual property rights of others.  Put another way, rights holders should be entitled to rely on representations in the application that are aimed at minimizing conflict between a new gTLD and their rights, and should have a means of redress available in case these representations are violated.   

2. Second Level Registrations

A.  Preventive Mechanisms 


The most significant burden that will be imposed on rights holders in the new gTLD process will take place at the second level (i.e., when domain name registrations begin in a new gTLD).  Over the past decade, Time Warner and other major brand-owning companies have had to devote considerable resources to managing the various “sunrise” and other pre-launch mechanisms provided by new gTLD registries.  Nearly all of this expense in time, money and staff resources has been unproductive in any concrete sense of delivering added value to the public, but necessary in order to prevent damage to Time Warner’s valuable marks and confusion to millions of customers.  With the advent of the proposed new gTLD round, we face the prospect of incurring a similar unproductive expenditure, over a much shorter time period, but multiplied by a factor of 10, 20, 50 or even more.        
We appreciate that ICANN intends to ask new gTLD applicants to disclose how they plan to minimize abusive registrations, and that at least a minimally acceptable response is required in order to pass the initial evaluation (proposed Q. 31, page A-11).   While this is a positive development, we believe ICANN must go much further.  In particular, ICANN should:

· Evaluate new gTLD applications, not simply on the level of detail with which they describe the preventive mechanisms they will use to protect pre-existing rights of others, but also on how effective those mechanisms are likely to be; 
· Require new gTLDs operators to prevent registrations (or reserve them for the appropriate right holder) at the second level of any mark appearing on the gTLD reserved names list, as expanded as previously described;

· Require new gTLDs operators to participate in a common repository for documentation of trademark claims that rights holders can invoke in any pre-launch mechanism for particular TLDs;

· Provide a single portal through which rights holders can participate in any pre-launch mechanism provided by participating new gTLD registries, and provide strong incentives in the evaluation process for new gTLDs operators to participate in the common portal;

· Provide strong incentives for new gTLD providers to limit fees in any pre-launch mechanism to actual cost recovery, and to offload costs to ICANN-provided facilities such as the common repository and single portal specified above. 

B.   Curative Mechanisms – Applicants Should Provide Post-Registration Protections Beyond the UDRP

Since no mechanism to prevent abusive registration will be foolproof, new TLDs must also provide effective and efficient mechanisms for cancelling or transferring second level registrations that constitute cybersquatting or typosquatting, or that are being exploited for phishing, fraud, cyberpiracy, or other misconduct.  Applicability of the UDRP is a given, but as the draft application properly notes, applicants should be given incentives to go beyond it by providing additional post-registration protections.  (Application Q. 31).  These incentives should be made stronger.  The evaluation criteria should be revised to encourage new registries to implement mechanisms for expedited takedown or suspension, prompt enforcement of terms of service, and other mechanisms for responding rapidly to abusive use of registrations in the new gTLDs.  One such mechanism could be modeled after the takedown provisions of the Digital Millennium Copyright Act, by shifting the burden to the registrant of an allegedly infringing domain name after the registry receives sufficient notice from the rights holder.


Of course, a critical element for identifying and remedying instances of registration abuse is the unrestricted public availability of accurate contact information on domain name registrants via Whois.  Time Warner was disappointed to see that the draft base contract with new gTLDs operators provides only very limited obligations for the new registries to make this data public.  Specification 4 of the draft base contract essentially treats all new gTLDs as operating “thin registries” in which virtually no registrant contact data is maintained at the registry level.  Instead, the process should require new gTLD operators to maintain “thick registries” and should require registries to make full registrant contact data publicly accessible.
  Furthermore, the evaluation criteria should be revised to require applicants to disclose their policies for ensuring the accuracy and currency of Whois data, and the steps they will use to enforce this requirement with registrars and resellers of domain names in the new TLDs.  For example, there should be a direct “tie-in” to ICANN’s Whois Data Problem Report System (“WDRPS”) that results in the immediate “shut-down” of domains where Whois reports submitted through the WDRPS go unanswered and uncured for more than 15 business days.   
Conclusion 


The concerns expressed by Time Warner in this submission are not unique to it.  They overlap considerably with the views of representatives of owners of intellectual property rights  such as the Intellectual Property Constituency (IPC), Coalition for Online Accountability (COA), NetChoice, National Cable & Telecommunications Association (NCTA), Software & Information Industry Association (SIIA), The United States Council for International Business (USCIB) and of owners of intellectual property rights such as Adobe Systems Incorporated, Microsoft Corporation, News Corporation and Nike, Inc.  


As noted at the beginning of this submission, ICANN must ask for whose benefit the new round of gTLDs is being launched.  If the answer is that this initiative is being undertaken for the benefit of the Internet community as a whole, then ICANN should re-orient the process by prioritizing the launch of IDN TLDs to serve documented unmet needs of Internet users, while making the kinds of changes to the Draft Applicant Guidebook summarized above, and should not open the application window for new ASCII gTLDs until these changes have been made. Time Warner stands ready to assist in this process.

Time Warner thanks ICANN for considering its views. Please contact the undersigned if there are any questions about this submission.
Sincerely,

Sandra Aistars - Assistant General Counsel, Intellectual Property

Fabricio Vayra - Senior Counsel, Intellectual Property
Time Warner Inc.
One Time Warner Center

14th Floor
New York, New York 10019-8016

Phone:   212-484-8000






� For example, CNN, a Time Warner company, had to file one of the largest UDRP cases in the history of the procedure, in order to protect its brand.  The case involved 325 infringing domain names, 98 of them in gTLDs other than .com.  After winning this case, CNN has had to continue maintaining these registrations, at considerable expense, to safeguard its rights.  


� See the table on page 2-5 of the Draft Applicant Guidebook.  This list is entirely separate from character strings that are ineligible for recognition as a gTLD because to do so would risk technical instability in the DNS.  See http://www.icann.org/en/topics/new-gtlds/update-dns-stability-22oct08-en.pdf.  


� This is not a theoretical concern. After the September 11 terrorist attacks, a number of cybersquatters produced fake CNN pages using infringing web addresses to disseminate false news reports of anthrax and smallpox outbreaks, as well as stories that the U.S. had launched nuclear attacks against North Korea, Iraq and Iran.  These false reports were pursued by the FBI as criminal actions related to bioterrorism.


� See the public Whois obligations of existing thick registries such as .biz (� HYPERLINK "http://www.icann.org/en/tlds/agreements/biz/appendix-05-08dec06.htm" ��http://www.icann.org/en/tlds/agreements/biz/appendix-05-08dec06.htm�) or .coop (� HYPERLINK "http://www.icann.org/en/tlds/agreements/coop/appendix-S-01jul07.htm#part5" ��http://www.icann.org/en/tlds/agreements/coop/appendix-S-01jul07.htm#part5�).   
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