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A contribution to Section N “Recommendations / Lessons Learned” of the final work product of the High Security Zone TLD Advisory Group (“HSTLD AG”) 

Preamble: This contribution is organized in four sections. The first deals with issues of  method, the second with issues of scope, the third with issues of work product, and the fourth with issues of process. Surprisingly, a conclusion, containing recommendations, concludes this contribution.

Methodology:

1. Methodology issue 1: inability to correlate audit of control with measurable operational outcome (registries). 

2. Methodology issue 2: inability to distinguish existing "community-based" and "standard" application types. 

3. Methodology issue 3: inability to test method and model (but see Simon McCalla's offer of Nominet's estimated costing to be fully HSTLD compliant). 

4. Methodology issue 4: inability to refer to existing security evaluations, e.g., Common Criteria ISO/IEC 15408, controlling legislation, e.g., the Federal Information Security Management Act, or programs, or implementing programs, e.g., the National Information Assurance Partnership.
 
5. Methodology issue 5: inability to refer to the functional specifications for, or source code of any component of a shared registry system (registry function), or any component of a shared registry system access element (registrar function). 

Scope:

6. In scope vs out of scope issue 1: inability to distinguish "TLD security" from the WHOIS issue and its surrogates. 

7. In scope vs out of scope issue 2: presumption that the HSTLD purpose extends to all existing TLDs.

Work Product:

8. Workproduct issue 1: inability to locate a "seal" or equivalent vendor. 

9. Workproduct issue 2: inability to obtain comparable RFI responses. 

Process:

10. Process issue 1: effect of BITS access on the agenda. 

11. Process issue 3: effect of isolation from all other critical infrastructure protection projects. 



Methodology issue 1: inability to correlate audit of control with measurable operational outcome (registries). 

We are unable to correlate the audit of controls with measurable operational outcomes. We cannot tell, which, if any, of the BITS controls, if executed, could result in a registry with the properties known to exist for the .coop, ,cat and .museum registries. This is rather important, as we can say something intelligent about malicious behavior, in fact, about all of the “over arching issues”, and these registries. We can say that whatever the non-desired phenomena is, phishing, malware, infringement, … that the phenomena is very, very difficult to find an example of in these three registries.

Restated, we are unable to find the slightest support for cause and effect, if by “cause” we mean the BITS controls and their journaled and audit-capable execution, and those audits, and by “effect” we mean the absence of malicious conduct.


Methodology issue 2: inability to distinguish existing "community-based" and "standard" application types. 

The current new gTLD round, the only possible context for which the IRT, the “four overarching issues” and the specific issue of malicious behavior, has only two application types: community-based and standard. Given the experience cited in the previous point, and the .travel registry after a change of management opened it to mass porn registration, some of which meets the technical definition of malicious behavior (covert malware hosting, PII capture, phish targeting, etc.), the inability to distinguish between registries with effective policies and registries with ineffective policies is a profound problem of method.

Stated more generally, the BITS control framework is indifferent to any characteristic of a registry, and applies, or fails to apply, to any model of registry purpose and operations, indistinguishably.  

The chair has taken the position that “HSTLD”, something which after more than a year’s effort lacks a definition, applies to pre-ICANN legacy and country code registries, as well as to registries arising from the current new gTLD program.


Methodology issue 3: inability to test method and model (but see Simon McCalla's offer of Nominet's estimated costing to be fully HSTLD compliant). 

Assume for the moment that the BITS controls regime has some purpose other than promoting BITS as a market vertical monopolist. One or more of the controls could be implemented by a cooperating registry operator and the cost and utility estimates made less uncertain than at present. However, this hasn’t been attempted, and Simon McCalla offer to disclose some of Nominet’s review of the cost to implement the controls has never been pursued, except by the author of this contribution.

As an issue of method, only two consequences are possible given a disinterest in whether these controls could be implemented by existing operators. Either the controls were assumed to be mandatory to implement, regardless of cost, or the controls were assumed to be a fiction, something never actually used as intended, but serving some other ends, such as restricting the “HSTLD market” to a single vendor or a group of vendors acting in concert.

Nominet’s estimate of a cost to implement in excess of six figures is illuminating in several directions. Not only is there the cost to implement some control, there is the internal allocation of resources issue, as the cost is proximal to the cost of a single, competent systems security subject matter expert, or a single, competent contracts and policy subject matter expert.

Methodology issue 4: inability to refer to existing security evaluations, e.g., Common Criteria ISO/IEC 15408, controlling legislation, e.g., the Federal Information Security Management Act, or programs, or implementing programs, e.g., the National Information Assurance Partnership.
 
NIH is not especially appealing. Observing that it provides full employment (white collar welfare) for some fortunate otherwise unemployable wage slave is not terribly compelling as a rational for wasting on the order of twenty volunteer-years, and creating a document that is claimed to meaningfully heighten registry security. 

Several thousand person-years of specification, system architecture, implementation, functional and non-functional engineering, forensic analysis and the occasional cartoon and Act of Congress exist in the security problem domain without reference, beyond the general ISO 2700X reference. This is non-useful.

Methodology issue 5: inability to refer to the functional specifications for, or source code of any component of a shared registry system (registry function), or any component of a shared registry system access element (registrar function). 

We should be able to relate some functional element of the standard Shared Registry System (SRS) model and the controls, and make the corresponding modifications to the requirements statements for that functional module. Unfortunately, we cannot.

The lameness of this absurd situation is even more apparent given the recent decision by the ICANN Board to remove all restriction on cross-ownership of entities that hold Registry Agreements and entities that hold Registrar Accreditations.  We can form any registry-and-registrar functional combination imaginable and the controls and audits are incapable of discerning any combination from any other combination.

In scope vs out of scope issue 1: inability to distinguish "TLD security" from the WHOIS issue and its surrogates. 

Several of the controls duplicate the subject matter of Questions 1—12, and few of the controls deal with any other aspect of information security or distributed system security.

As important as registrant data correctness is, it is not a substitute for anything else that might be instrumental to the security of a registry.

In scope vs out of scope issue 2: presumption that the HSTLD purpose extends to all existing TLDs.

When the group rejected using “HSTLD”, then as now, an undefined thing, as a mandatory-to-implement requirement for all new gTLD applicants,[footnoteRef:-1] the chair claimed that the scope now included legacy gTLDs and ccTLDs. [-1:  A requirement that is not possible to implement is interesting from a conformance perspective, as any test which relies upon the requirement must fail.  Here the likely “test” of an intentionally impossible requirement is the implementation of the new gTLD program, and so the likely goal of forming a requirement that is not possible to implement is delay of the new gTLD program.] 


Granted, this was a moment of flux.  Some members of the working group wanted to make “HSTLD” mandatory for all new applicants, and wanted the HSTLD requirements embedded in the DAG (see for instance Question 35, in particular, the proposed scoring, introduced without prior public comment in DAGv5 by BITS).  This would have stopped the new gTLD program, at least until removed.  Removing this seems to have unanchored one or more of the contributors, who then decided this meant the “HSTLD” applied to anything, past, present or future.  As a mission definition, “anything, past, present or future” is rather vague.

Work group chairs should not run off the reservation inventing scope where there is none.  Working group consensus does not mean whatever tortured logical construction some febrile imagination forms from a concatenation of “nots”.

Workproduct issue 1: inability to locate a "seal" or equivalent vendor. 

While this goal was one I personally thought inessential, the work product and ancillary communications was unable to attract the interest of a “seal” or equivalent vendor.

Compare the inability to interest some third-party “union bug” provider in the HSTLD brand property with the hypothetical of a resolver brand program.  If the resolver brand property was a property of the registry, e.g., an assertion that it has a heterogeneous mix of BIND, IronDNS, PowerDNS and NSD, or only BIND, or only djbdns, it would be trivial to verify.  If however, the resolver brand property was a property of the authoritative resolvers of the registrants, or rather, their hosting providers, the assertion would be more difficult, but not intractible to verify.  If however, the resolver brand property was a property of all possible chains of resolution from any stub resolver, through any recursive resolver, to the authoritative resolver, and back down the chain of resolution, the problem would be intractable.

The negative response from a vendor, independent of the value of that vendor’s “seal” product, which is highly problematic,[footnoteRef:0] suggests that the HSTLD brand program is closer to the intractable properties-of-all-possible-chains-of-resolution model than to the tractable properties-of-a-registry or properties-of-a-registrar models.  [0:  http://www.cylab.cmu.edu/research/techreports/2010/tr_cylab10014.html] 


Workproduct issue 2: inability to obtain comparable RFI responses. 

The approximate order of magnitude difference in cost estimates from the two RFI respondents is informative that the RFI itself, and the ancillary communications to the potential bidders, was insufficient to allow two or more third parties comprised of responsible, disinterested readers to arrive at a single, or two or more closely related readings of the requirements.

Restated, the RFI as work product could not find two independent readers with a common reading.

Comment, that is, independent review, provided by any independent reviewer, in any form, is the sina qua non of “bottom-up, consensus-based process”.  Here we have no coherent comment, even when we offered some reviewers a single-source, monopoly contract to carry out some program the authors of the RFI thought capable of a single reading.  Making policy based upon a failure to obtain public comment is simply inconsistent with a “bottom-up, consensus-based process”.  




Process issue 1: effect of BITS access on the agenda

At offset 36:34 in the video archive of Part IV, Malicious Conduct Panel, of the 13 June 2009 Consultation at the Hudson Theatre, New York, [footnoteRef:1] Leigh Williams discloses that for some two weeks prior to that public meeting that private meetings with ICANN staff were being conducted, one the morning prior to the presentation, on “financial TLDs”.  Having participated in CORE’s Financial TLD project since the date of my hire by CORE in 2007, I went to the mic at offset 58:00 to share with ICANN staff the fact that CORE had in fact been working on the DNS and registry issues unique to using a name space as a service platform for financial services for about 102 weeks longer than Mr. Williams. In response, Mr. Williams suggests through a litany of possible counter-examples, that his project is all inclusive, and that things will work out fine. [1: http://icann.na3.acrobat.com/p61849532/] 


Things have not worked out fine. Six months passed. BITS did not invite CORE to collaborate with BITS in the development of anything remotely useful, and somehow, by means not as transparently or as accountably disclosed as was possible, a very large and unalterable lump of control specification became the HSTLD Advisory Group agenda.

There is no point in overlooking the fact that Mr. Greg Rattray, ICANN’s Chief Internet Security Advisor at the time the agenda for the advisory group was formed currently works for BITS, and that his job entails advocacy in this Advisory Group for BITS’s institutional goals.

It is impossible to assert that the HSTLD AG activity is community driven. It is possible to assert that it is driven by a subset of the community, that subset corresponding to the membership in the Financial Services Roundtable.[footnoteRef:2] [2: http://www.fsround.org/about/member_companies.htm] 



Process issue 2: effect of non-jointness on the charter

As a sui generis activity, the Advisory Group has not been able to draw upon the procedure for working groups charted by the GNSO, or for the opportunities for oversight and mid-course correction that having one or more chartering SO/AC by laws entities would provide.

This has resulted in situation in which the “chair” is utterly unaccountable, consensus claims are made without foundation, and an agreement between the chair and a lobbyist appears to be the single most controlling influence upon the Advisory Group.

On the plus side, it is source of personal amusement to hear the former chair of the SSAC and ICANN Board member get blown off as just another not-with-the-program malcontent.

Good process should fix this. It should not be necessary for a Board member to parachute in to attempt to fix something, nor for almost all contributors to cease participating due to the intractable claim of an agenda made privately.



Conclusions

The methodology adopted by the working group should be capable of associating cause and effect.

The methodology adopted by the working group should be capable of distinguishing between fundamental characteristics of registries.

The methodology adopted by the working group should be capable of proof of utility.

The methodology adopted by the working group should be informed by prior art.

The methodology adopted by the working group should be capable of functional association with a registry service model.

The statement of scope adopted by the working group should exclude obstructive and indifferent advocacy interests.

The statement of scope adopted by the working group should exclude the com/net/org/biz/info market, and the country code market.

The process leading to the establishment of a working group, the process under which the working group conducts its work, and the process under which the working group concludes its work should be documented.

The process should have a formal relation to one or more landmark projects in the problem domain of distributed systems and information security. 


Coda

As the Department of Commerce observed, there is a group of participants that engage in ICANN's processes to a greater extent than Internet users generally.  Something as important as additional security related requirements, or recommendations, for registry operators, should not be subject to capture by privileged participants.  Unfortunately, that is what has happened.

An early version of this note was circulated to several HSTLD AG participants.

End of contribution, submitted in an individual capacity.

Eric Brunner-Williams
Ithaca, NY
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