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Introduction

The Internet Committee of the International Trademark Association (“INTA”) is pleased to provide its comments to the Internet Corporation for Assigned Names and Numbers (“ICANN”) on the Inter-Registrar Transfer Policy (“IRTP”) Part B Working Group Proposed Final Report.
  Please find below our recommendations and observations, specifically regarding Issues A, B and C of the Final Report.
Executive Summary

Overall, INTA agrees with the recommendations provided by the Working Group regarding Issues A, B and C.  First, in order to address issues relating to domain name hijacking, INTA supports the requirement that registrars provide an Emergency Action Channel to aid domain name recovery.  Next, INTA agrees with the finding that “thin” WHOIS information is generally inadequate to meet security needs, and supports the development of an Issues Report regarding a potential “thick” WHOIS requirement for all generic top-level domains (“gTLDs”).  Finally, INTA supports allowing certain limited exceptions to the 60-day registrar lock period for domain name transfers, for example, when hijacked domain names are being returned to their legitimate owners. 
Issue A

INTA supports the establishment of a process for the urgent return and resolution of a domain name as neither the Uniform Dispute Resolution Procedure (“UDRP”) nor the IRTP contemplated the need for immediate action in the face of domain name hijacking.  In particular, INTA would support the requirement that domain name registrars provide an Emergency Action Channel to enable the rapid reversal of transfers that were erroneous or fraudulent.

As described in the Security Stability and Advisory Committee (“SSAC”) hijacking report (SAC007), the harm that may result from domain hijacking are numerous and can affect not only the rightful domain name registrant, but registries, registrars, resellers and consumers as well.  Section 2 of SAC007 describes these harmful activities, which include: theft for resale; theft for extortion, tarnishment of brands and corporate reputations; monetary fraud; identity theft; espionage; business interruption; collateral damage to third parties; loss through litigation; loss of business with customers and business partners; loss of consumer confidence; and for registries and registrars potential loss of accreditation and business operations.  Many of these harms can occur almost immediately upon loss of control of the domain, and therefore establishing a formal procedure whereby the domain name can quickly be restored to the rightful owner can be a critical tool in mitigating or preventing such harms.  

Today, five years after the publication of SAC007, registrars still do not have consistent mechanisms to handle urgent restoration of domain names, nor do they consistently provide sufficient contact information on a 24 hour/7days basis to assist in addressing such circumstances.   Situations are still dealt with on an ad hoc basis, with unpredictable processes and outcomes.

The establishment of an Emergency Action Channel would help to provide consistency to the process of domain name recovery and would also help eliminate the delays that are caused by the fact that registrars are often geographically dispersed and in different time zones and are therefore often not reachable at certain times of the day or night.  The availability of a contact directory of parties to whom aggrieved registrants can turn, as well as a process by which decisions can quickly be made to restore registration records and DNS configuration to the last working configuration, would go far to alleviate or entirely prevent the harms listed in Section 2 of the hijacking report.  

In order to carry out the aims of the Emergency Action Channel, INTA agrees that a companion policy should be developed, which takes into account criteria including immediacy of harm to the registrant, magnitude of the harm to third parties, and escalating impact, if the transfer is not reversed.  In addition, INTA believes that an additional factor, irreparable harm, should also be taken into account when considering whether an immediate reversal is warranted.   As shown in the examples of domain hijacking in SAC007, harm to a registrant’s business and/or business reputation can be long lasting or permanent as a result of the loss of control of a domain, and restoring the domain quickly can sometimes mean the difference between temporary and more permanent damage.

Assuming an Emergency Action Channel is established, the Working Group has posed several questions that would need to be answered in connection with the process.  

INTA believes that the Emergency Action Channel should allow aggrieved registrants to raise the issues of hijacking or erroneous transfers.  With respect to the timeframe in which a response should be received after an issue has been raised through the Emergency Action Channel, INTA proposes that there should be a 24 hour maximum response time.  As was demonstrated in the examples discussed in the SSAC hijacking report, severe harm can occur within hours, if not sooner, and 24 hours should give the personnel involved sufficient time to assess the situation and take corrective action as necessary, particularly since the Emergency Action Channel requires 24/7 availability.  

INTA does not believe that an auto-response within this timeframe should suffice as fulfilling the registrar’s responsibility to reply within the required initial timeframe, since it implies that the substantive review of the situation and potential corrective action may be delayed beyond the initial timeframe as a result.  However, INTA does encourage auto-responses during the process to keep the parties informed of the progress of the complaint.   Should a registrar not send a response within the required timeframe, there should be consequences, as an incentive to comply with the policy.  Such consequences can range from requiring specific remedial actions by the registrar, imposing monetary fines, to imposing liability on the registrar.  Whatever consequences are decided upon, they should be of sufficient weight and seriousness to encourage proactive, rather than reactive, compliance with the policy.  

With respect to the time following a transfer during which the Emergency Action Channel may be used, INTA proposes that an aggrieved registrant should be required to take action within three business days of discovering the transfer.  Since many registrants maintain a portfolio of hundreds, if not thousands, of domain names, many of which are kept for defensive reasons to avoid infringements or malicious use, those registrants may not become immediately aware of unauthorized transfers, especially where a hijacker has obtained transfer of the domain name but has not changed the appearance of the site located at that web address.  If a time limit was set based on the transfer date, hijackers would likely take advantage of this by waiting to inflict harm until just after the time limit expired.  By basing the time limit on the rightful registrant’s discovery of the transfer, it will avoid this behavior, while at the same time requiring prompt action on the registrant’s part once it discovers the wrongful conduct.  Allowing the registrant three business days to take action will allow all registrants to obtain the necessary documentation and information to address the criteria that will be taken into account when deciding whether an immediate reversal is appropriate, and will allow those registrants which are organizations time to discuss the situation internally and decide on a united course of action.

Finally, INTA believes a public awareness campaign targeted to registrars as well as registrants would be essential to the success of the Emergency Action Channel and any policies promulgated thereunder.

Issue B

INTA generally supports the Working Group’s recommendations for Issue B.  More specifically, INTA agrees with the Working Group’s conclusion that “thin” WHOIS registries provide less security and supports the Working Group’s request for an Issues Report on the requirement of “thick” WHOIS for all incumbent gTLDs as set forth in Recommendation #3.   In fact, INTA notes that the Implementation Recommendation Team (“IRT”) recommended that ICANN amend the proposed Registry Agreement to include an obligation that all registry operators for new gTLDs must provide registry-level WHOIS under the Thick WHOIS model currently in place in the .info and .biz registries, believing such an obligation to be essential to the cost-effective protection of consumers and intellectual property owners.  Moreover, the IRT noted that the thick registry Whois model has been employed in many new gTLDs for many years without any privacy concerns, which may be due in part to the fact that ICANN, on the unanimous recommendation of the Council of the Generic Names Supporting Organization , established a procedure that can be invoked by any registry that believes it faces a conflict between its contractual Whois obligations and requirements of national privacy laws.
 
INTA also supports Recommendation #4 requesting an Issues Report to look further into the issue of a lack of definition of “change of control” within the IRTP.

Issue C


In general, INTA supports the Working Group's recommendation for Issue C.  INTA notes that in certain cases, a change of registrar and registrant within a short time period is an indicator of fraudulent activity.  However, in many cases domain name registrants who have recovered domain names from domain name hijackers, cybersquatters, or others engaged in illegal activity are stuck with having a domain name registered with a registrar not of their choosing for a 60 day period.  To address this situation, INTA does support a shortened time period to allow a change of registrar after a change of registrant occurred in certain limited cases.  The Working Group's proposal of having an objection from a Transfer Contact be authenticated and having the ability to remove the lock within a short time period (such as five working days as proposed) would help with both preventing fraudulent transfer and allowing legitimate owners to recover domain names and place them with their registrar of choice within an acceptable period.  
 

Further, INTA believes that an exception should be mandatory to the rule of preventing the change of registrar after a change in registrant exist for domain names acquired through successful UDRP or equivalent actions.  If a change of registrant occurs after a UDRP or equivalent action, it is very likely that the domain name is being transferred back to the rightful owner and no limitations should exist as to how long the rightful owner should be required to keep the domain at a particular registrar.  Finally, INTA supports a uniform policy to be applied to all registrars related to this issue as uniformity would allow for a much greater sense of predictability than the current system that allows registrars to set varying time frames for transfer.

Conclusion

Overall, the Internet Committee of INTA agrees with the findings and recommendations presented in the Inter-Registrar Transfer Policy Part B Working Group Proposed Final Report.  The implementation of these recommendations will generally assist with recovery of domain names by legitimate owners who have been victims of domain name hijacking or other fraudulent activity.     

Thank you for considering our views on these important issues. Should you have any questions regarding our submission, please contact INTA External Relations Manager, Claudio DiGangi at: cdigangi@inta.org.
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The International Trademark Association (INTA) is a 131-year-old global organization with members in over 190 countries. One of INTA’s key goals is the promotion and protection of trademarks as a primary means for consumers to make informed choices regarding the products and services they purchase. During the last decade, INTA has served as a leading voice for trademark owners in the development of cyberspace, including as a founding member of ICANN’s Intellectual Property Constituency (IPC). 

INTA’s Internet Committee is a group of over two hundred trademark owners and professionals from around the world charged with evaluating treaties, laws, regulations and procedures relating to domain name assignment, use of trademarks on the Internet, and unfair competition on the Internet, and to develop and advocate policies to advance the balanced protection of trademarks on the Internet.

� http://www.icann.org/en/public-comment/#irtp-b-proposed-final-report 


� See, http://www.icann.org/en/announcements/announcement-18dec07.htm. To date, this procedure has never been invoked.
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