I. INTRODUCTION
The Coalition for Responsible Domain Oversight (CRIDO) and the Association of National Advertisers (ANA) thank ICANN for providing this opportunity to explain why so many of our members feel enormous pressure to apply for Top Level Domains (TLDs) in ICANN’s latest proposed round of TLD expansion, even though they have no interest in using a new TLD, nor in running a registry. This need for so-called “defensive registrations,” many of our members believe, is not a question of “perception;” defensive registrations too often are the only avenue currently available to our members to protect the value they have created in their respective brands through decades of hard work and tremendous capital investment.  

As an alternative to such registrations, the costs of which clearly far exceed any possible benefit, ANA and 166 CRIDO members have asked ICANN to create a “Do Not Sell” list. We believe that such a list would significantly reduce the need for, and the number of, defensive registrations. See, ANA’s letter of January 9, 2012, and CRIDO’s letter of February 3, 2012, addressed to ICANN Board Chair Steven Crocker and sent to all ICANN board members.[footnoteRef:2] [2:  See http://www.ana.net/content/show/id/22756.] 


We ask that stakeholders address our idea in their reply comments and request that this concept be the subject of a specific session at ICANN’s upcoming meeting in Costa Rica. Also, we believe that our proposal’s basic framework could significantly reduce concerns regarding the need for defensive registrations on the second level, a topic that we hope will be the subject of a separate comment period. 

 
II. OUR VIEW OF THE EXPANSION 

Before we address the need for defensive registrations under ICANN’s program as currently structured, we wish to make clear that, although CRIDO and ANA have serious reservations about the sheer size of imminent changes in the domain name space and the burden those changes could place on the Internet itself and on its users,[footnoteRef:3] we are not philosophically opposed to the creation of any new TLDs. CRIDO and ANA, for example, understand the need for internationalized domain names (IDNs) that enable non-English speaking countries to browse the Internet in their native language. We share the belief that the Internet belongs to a global community of users. Indeed, international advertising associations and companies headquartered outside of the U.S. are members of CRIDO. Moreover, CRIDO’s and ANA’s members are not unduly troubled by city names or community TLDs, assuming no competitive concerns or issues of consumer confusion or fraud, where a proven fiduciary wishes to run a registry for the benefit of the members of a particular community. [3:  We continue to believe strongly that ICANN should proceed, first, with a limited pilot project to test the viability of its approach and the new protections that have been instituted before it opens the top level to a more unlimited expansion.  ] 


We understand the desirability of limited expansions such as these, at least in those instances in which a good case can be made (before any new name is deposited into the root) that the benefits of adding that new name exceed the costs of doing so (consistent with ICANN’s obligations under the Affirmation of Commitments). The only other caveats to our support of the creation of such new TLDs are that we believe the launch of these names should be accompanied by adequate public education and preparation and that they should be introduced slowly, on a measured basis, to discourage fraud, ensure Internet stability and provide adequate time to weigh the impact of adding new top level domain names on Internet search engine optimization.    


III. THE NEED FOR DEFENSIVE REGISTRATIONS AT THE TOP LEVEL

Our members are deeply concerned about the need for defensive registrations at both the top and second domain levels. They perceive correctly that defensive registrations are often very necessary for virtually every type of TLD, even, for example, with respect to IDNs, especially given that there is no warning service at the top level.[footnoteRef:4] Our members’ concerns regarding the need for defensive registrations, however, relate primarily to branded TLDs (bTLDs) and to a subset of community names, including those which will be purchased solely for the purpose of speculation and resale or simply to keep a particular name out of the hands of competitors, even when the applicant itself has no desire to run either an open or closed registry using the name.[footnoteRef:5]   [4:  For this reason, as part of our proposal regarding implementation of a “Do Not Sell” list, see infra., we suggest that such a list be translated into all the languages in which TLDs are sought and that the same procedures be followed in the case of a conflict between the same name in two or more languages as would be followed in the case of any other conflict.]  [5:  We have seen on the Internet, for example, a proliferation of advertising by those “in the business,” encouraging TLD registrations solely to keep names away from others. Take, for example, a Melbourne IT Website publication which states outright that one of the four “basic” approaches to gTLD decision-making is to “apply to keep the name from being registered by another entity.” See Melbourne IT, “Decision Points for a New gTLD”, available at http://www.melbourneitdbs.com/solutions/tld_consulting/new_gtld_strategy/decision_points_for_gtld/?gclid=CNeUiNPksa4CFdFdtgod-l6aSg. In conferences relating to imminent changes in the domain name system, we have also heard discussion encouraging entities to apply, for instance, for “.search” and other generic TLDs that have special meaning in certain industry sectors. Consultants and others paint detailed pictures of the potential riches to be reaped, again using the example of “.search,” by extracting registration fees from popular Internet search engines or by “flipping” the TLD to a search engine company.] 


First, regarding bTLDs, CRIDO and ANA members do not feel the same pressure to apply for TLDs with respect to distinctive or fanciful brand names which they have already registered around the world in the form of trademarks and wordmarks.[footnoteRef:6] On the other hand, these pressures are much greater with respect to strings of words which incorporate unique registered brand names that are strong and often famous trademarks in one context, but contain words with common meanings in a different context.  [6:  ICANN’s current plan offers protection for such names through its dispute resolution process for existing legal rights holders that, according to a recent announcement by ICANN, will be administered by the World Intellectual Property Organization. On paper, this protection appears promising, but only time will tell how protective this process will be, depending on how efficiently and cost effectively the process operates.  ] 


We understand that ICANN has created a separate dispute resolution mechanism for domain string confusion objections. Currently, however, that process appears to be open only to entities which already serve as registries for existing TLDs or which have applied for new TLDs. Thus, under the current rules, brand owners concerned about strings at the top level which incorporate their unique names and may be confusingly similar to their .com registrations feel substantial pressure to file defensive registrations in order to have standing to invoke the string confusion dispute resolution process.

Minds + Machines, in its filing with ICANN has stated, “If you really have no interest in running a TLD, but you just have to make sure no-one else gets it, then you can simply apply and if there are no competitors for the string, you can withdraw. You will get $130,000 back from ICANN if you withdraw before the evaluation period is over.  Cost: $55,000 (more if you employ expensive consultants.”[footnoteRef:7]  This procedure is obviously a very expensive approach to trademark protection, particularly for smaller entities and for those with multiple brands to protect.  It is certainly not an adequate solution to defensive registration issues.   [7:  See Comments of Minds + Machines, submitted on Feb. 7, 2012, at http://forum.icann.org/lists/newgtlds-defensive-applications/msg00000.html.] 


The need to register defensively is greater yet among those entities with trademarks that have dual meanings or, with minor changes, could become generic terms. Indeed, the Internet ecosystem is replete with examples of existing registries and consultants who are attempting to stoke the fires of concern among such brand holders.[footnoteRef:8] Neustar, for instance, as well as others, have even developed a .brand defensive registration application and administration pricing package called the Brand Assurance Package to address these needs.[footnoteRef:9] [8:  See, e.g., Cloudnames Website available at: http://cloudnames.com/blog/why-get-a-brand ("There are also the costs to consider if you don’t go for your own .brand. That is, costs related to fighting off competitors who wish to use the same or similar name as your brand name.  Spending money on lawyers, and following up with disputes could end up costing you the same.  If you have a strong and valuable brand, then my suggestion is that you hurry up and start the process to make it a .brand.").  ]  [9:  See, e.g., Kevin Murphy, Neustar Prices .brands at $10K, DOMAINCITE (June 29, 2011) available at:  http://domainincite.com/neustar-prices-brands-at-10k/ (Neustar has priced out a defensive registration package to cater to the distinct defensive registration market).] 


In its recently-filed comments, Minds + Machines set forth those entities that, based on the nature of their marks, would be most likely to feel pressure to file defensive registrations:  (1) entities which have trademarks registered to them in their own country, when those same marks are also registered to others in the same or different countries (common marks); (2) entities concerned that other entities in the same line of business might be able to discover an innovative way to use a TLD, thereby gaining a competitive advantage over them if they miss the opportunity to file applications of their own (competitive concerns); and (3) entities having trademarks in which their whole name, a portion of their name or an abbreviation of their name is a generic word which other entities are legally free to use (generic marks).[footnoteRef:10] [10:  See supra note 6.] 


Concerns arise primarily with respect to Minds + Machines’ categories (1) and (3). We note that CADNA’s comments attempt to address Minds + Machines’ second category by seeking a clear statement from ICANN that there will be a second application window noticed within one year after the first gTLD application window closes on April 12, 2012. At that point, those entities which see others gaining a competitive advantage as the result of obtaining and creatively using a TLD would have the opportunity to apply for TLDs of their own. This competitive challenge could also be addressed by a more transparent process, consistent with ICANN’s Affirmation of Commitments with the Department of Commerce, whereby the identities of all entities applying for TLDs and the names for which they are applying would be released as their applications were submitted.

As for trademark owners in Minds + Machines’ categories (1) and (3), unlike those with relatively unique names, they will not be adequately protected by the legal rights objections process to be established by ICANN. In that process, as currently envisioned, such companies might face others with a claimed equally valid legal entitlement to the same TLD name. Moreover, in the event that such trademark owners apply for a TLD, they might well find themselves competing at an auction against others which also have legal rights to a particular name. In these situations it is quite foreseeable that both entities (or all entities, in the case of more than two) which are competing against one another might be applying defensively and none might have any intention or desire to run an Internet registry. This type of defensive competition is clearly uneconomic and counterproductive.


IV. OUR TOP LEVEL DOMAIN “DO NOT SELL” LIST PROPOSAL

The solution proposed by ANA in its letter of January 9, 2012, and in CRIDO’s letter of February 3, 2012, addressed to ICANN Board Chair Steven Crocker and sent to all ICANN board members, is designed to address the challenges inherent in the nature of the brands for which ICANN’s existing protections do not work sufficiently to reduce or eliminate the need for defensive registrations.  

Just as ICANN has reserved several of its own names (i.e., IANA, .ICANN, .GNSO) and the names of the International Olympic Committee and the Red Cross, ANA and CRIDO urge the adoption of a “Do Not Sell” list on which any entity could enter a name to which that entity has a lawful entitlement. Registration on the list would make that name ineligible for delegation into the authoritative root until such time as all entities with competing legitimate claims agreed that selling the name would not cause confusion or otherwise harm legitimate business interests and that the benefits of creating a new TLD using the name would outweigh the costs of doing so. Without the adoption of such a solution, brand owners will be forced in the aggregate to spend vast amounts of money on TLDs that they may neither want nor need in order to prevent consumer confusion, dilution of their trademark rights, the risk of traffic being directed away from their existing sites and other serious harms.  



V. “DO NOT SELL” PROPOSAL FOR THE SECOND LEVEL
Moreover, we urge the adoption of a similar concept for the second level, where many of our members believe the challenges could also be extremely formidable. ANA and CRIDO understand that there were considerable discussions, with mixed reviews, of a Globally Protected Marks List a few years ago in connection with development of prior iterations of the Applicant Guidebook. However, the “Do Not Sell” list we envision would not operate in the same fashion as the Globally Protected Mark List that was debated previously. Given the difficulties that many brands and individuals faced in the .XXX registration periods,[footnoteRef:11] just with respect to the addition of a single new TLD, ANA and CRIDO members are concerned that logistically they could not possibly manage the addition of hundreds (or even thousands) of new TLDs requiring a specific defensive registration strategy at the second level.   [11:  See, for example, testimony of Anjali Hansen, the Council of Better Business Bureaus, Before the House Committee on Energy and Commerce’s Subcommittee on Technology and Communications, Hearing:  ICANN’s Top Level Domain Name Program (Dec. 14, 2011) (Ms. Hansen described that the BBB could not register BBB.XXX during the .XXX sunrise period.  BBB.XXX had unique meaning in the adult entertainment industry and was being reserved for auction to the highest bidder by the ICM Registry); Mike Snider, “Universities block triple-X domain names,” USA TODAY (Dec. 12, 2011) available at: http://www.usatoday.com/tech/news/story/2011-12-09/xxx-university-domain/51825300/1] 


We urge ICANN to open forthwith a separate comment window addressing ANA’s and CRIDO’s proposal so that issues regarding the details could be considered (e.g., about how a “Do Not Sell” list would be operated and by whom, how disputes would be resolved, how the small costs of managing such a list would be defrayed and how those entities that filed applications for solely defensive purposes before the availability of the “Do Not Sell” list would be treated).  We would very much welcome the opportunity also to address in that separate comment period how the “Do Not Sell” list could work to alleviate challenges at the second level, which we now focus on.


VI. PROBLEMS AT THE SECOND LEVEL 

While we understand that this comment window is directed to the current need for defensive registrations at the top level, ANA and many CRIDO members, as noted, also have major concerns about second level domain registrations, once new TLDs are deposited into the authoritative root. ANA and CRIDO recognize the protections that are available today through the use of the UDRP and ACPA suits, but we believe that there are significant gaps in new remedies at the second level within the present iteration of ICANN’s plan, which includes the Trademark Clearinghouse, the Trademark Claims services, Sunrise services, the Uniform Rapid Suspension process and the Post-Delegation Dispute Resolution Procedure. 
   
These gaps have numerous brand holders extremely concerned. Small and medium sized companies are especially at risk, since they have neither the financial wherewithal, nor the expertise, to monitor and address on their own all of the problems pertaining to the second level that are almost universally anticipated.[footnoteRef:12] Large organizations, such as a number of ANA’s and CRIDO’s members, many of which have literally thousands of brands, are also greatly worried. The task of monitoring and enforcing protected rights in thousands of brands across potentially a thousand or more new TLDs is of extraordinary proportions and likely to be extremely expensive.  Moreover, not addressing these legitimate concerns during a period of world economic crisis, when the time and money of all entities, regardless of their size, could be put to far more productive use, seems at odds with ICANN’s core mission.  [12:  Deborah Sweeney, “ICANN’s New Policy Suits Attorneys, Not Small Business,” VENTURE BEAT (Jan. 18 2012) available at:  http://venturebeat.com/2012/01/18/icann-policy/.] 


We note below our most significant concerns at this time with respect to the current need for defensive registrations at the second level. However, we urge that another comment window be opened, well before any new TLDs are deposited into the root, to discuss these (and other) problems[footnoteRef:13] and possible ways of addressing them including through the creation of a central “Do Not Sell” list or a requirement that, as part of its contract with ICANN, such a list be maintained by each registry operating a new TLD.   [13:  For example, we remain concerned about the nature and amount of registrant information that is to be contained within the WHOIS databases for new TLDs, the adequacy of  monitoring and enforcement mechanisms that will exist with respect to the accuracy of  such databases and which entities should  be held responsible, or share liability, for failure of those mechanisms. However, we will reserve our thoughts on this subject for the upcoming WHOIS comment windows. See the WHOIS Policy Review Team Draft Report Comment Window at http://www.icann.org/en/public-comment/whois-rt-draft-final-report-05dec11-en.htm and the Roadmap to New Domain Name Registration Data Access Protocol (WHOIS) http://www.icann.org/en/public-comment/sac051-draft-roadmap-18feb12-en.htm, which is expected to be followed by two comment periods.] 


The following are just a few examples of why existing protections need to be supplemented:

The Trademark Clearinghouse Only Pertains to Registered Trademarks:  Currently, trademark owners will be able to register marks with the Trademark Clearinghouse – a central repository for trademark information submitted by trademark owners. The Trademark Clearinghouse will support the Trademark Claims Warning Service and the Sunrise Period Pre-Registration Period, see infra.  However, brands that are not legally registered as some form of trademark pursuant to local law may not be submitted to the Trademark Clearinghouse. 

The Trademark Claims Warning Service Solely Provides Warnings for “Identical Matches,” Only for a Limited Time, and Does Not Provide for Any Remedy:  ICANN will require all new TLD registries to use the Trademark Clearinghouse to support a Trademark Claims service. The Trademark Claims service will provide notice to the registrant of a second level domain name of any trademark owner’s claimed rights to that name when the registered domain name is an “Identical Match”[footnoteRef:14] to an owner’s mark, and will also notify the trademark owner after such a domain name has been registered. Commonly, cyber squatters at the second level will register slight misspellings, supersets or phonetic similarities of a given name, which will not constitute an “Identical Match” under ICANN’s current plan.  As presently structured, the Trademark Claims Warning Service will not provide early warning for the majority of cybersquatting registrations. Further, currently, the Trademark Claims service will be operative only during the first 60 days of a TLD launch period.  Thereafter, trademark owners will be forced to expend significant time and resources monitoring new registrations. Finally, the Trademark Claims Warning process does not provide for any remedy in that there is no obligation on a registrant to do anything at all once a notice is received.  Concerns about these and other shortcomings in the existing suite of protections developed by ICANN clearly feed perceptions about the need for defensive registrations.  [14:  ICANN gTLD Applicant Guidebook, Module 5, Trademark Clearinghouse at 7 available at:  http://newgtlds.icann.org/en/applicants/agb/trademark-clearinghouse-11jan12-en.pdf. “Identical Match means that the domain name consists of the complete and identical textual elements of the mark.” Id. (internal quotations omitted).] 


Sunrise Period Registrations are also Limited to “Identical Matches:”  The Trademark Clearinghouse will provide trademark owners with an opportunity to register their marks as domain names within any given TLD before applicants at-large may apply to register domain names in that TLD – a Sunrise Period. New TLD registry operators will have to provide a Sunrise Period for at least 30 days during the pre-launch phase of any new TLD.  If another entity tries to register during this period or with respect to subsequent registrations, such pre-registration rights are, as in the case of the Trademark Claims Warning Service, limited to names that are an “Identical Match” with the company’s mark. Again, misspellings, supersets and phonetic similarities will not be covered by this process. Moreover, registrars can charge whatever they want for a sunrise registration and, in the past, the prices have often been perceived as excessive. This Sunrise Period “protection” unfortunately simply creates another opportunity to buy a defensive registration and does not in any way provide a remedy for the problems envisioned at the second level. 

Uniform Rapid Suspension Does Not “Remove” the Second Level Name from Circulation:  In addition to the existing Uniform Dispute Resolution Policy (UDRP), trademark owners may avail themselves of a faster and less expensive uniform rapid suspension system (URS).  ICANN developed the URS system for “clear cases of trademark abuse.” Even if a mark holder were to prevail in a URS proceeding, however, that success would not result in cancellation of the domain name or transfer of the domain name to the trademark owner. The domain name would merely become available for registration by another entity.  The trademark owner would need to register the name defensively, and pay whatever that might cost, in order to prevent the name from being used by others. ANA’s and CRIDO’s members believe that this process will be infrequently used – and tellingly, to the best of our knowledge, no provider has stepped forward to offer this “low cost remedy” at the $300 fee originally proposed.

[bookmark: _GoBack]Post Delegation Dispute Resolution Process:  The PDDRP process allows markholders to lodge complaints against registries for permitting registration of domain names that infringe those markholders’ legal rights. While there are many issues with respect to the PDDRP at the second-level (and also at the top level), we note here only the wholly unreasonable nature of the requirement that a complainant, in order to successfully dispute an infringing name, must prove by “clear and convincing evidence” the existence of “a substantial pattern or practice of specific bad faith intent by the registry operator to profit from the sale of trademark infringing names.”[footnoteRef:15]  Among other suggestions, we propose lowering the standard of proof for the PDDRP to the more reasonable “preponderance of the evidence” standard and we believe that registries should be held accountable not only when they are acting in apparent bad faith, but also when they ignore patterns of illegal activities occurring within their respective registries. [15:  ICANN gTLD Applicant Guidebook, Module 5 Post Delegation Dispute Resolution (PDDRP) at 3 available at http://newgtlds.icann.org/en/applicants/agb/rrdrp-11jan12-en.pdf.] 


Many of these concerns could be resolved or nearly rendered moot by the simple extension of our “Do Not Sell” list concept to the second level.


VII. CONCLUSION

We have heard it repeatedly stated that the $185,000 application fee will deter criminals from registering top level domains.  We agree that smaller cyber and typo-squatters will be deterred, opting instead to continue to participate in what will soon be the vastly expanded second level.  However, it would be an enormous mistake to assume that all criminals are without resources.  Many domain fraudsters, especially those involved in enterprises such as illegal pharmaceutical products, luxury goods counterfeiting, pirated digital entertainment, software sharing and identity theft operations, are sophisticated and have significant financial resources at their disposal to infiltrate the TLD marketplace. Indeed, such enterprises generate billions annually in global spending.  Consider, for example, that: 

1. Illegal online pharmacy operations are a $23-24 billion global industry;[footnoteRef:16] [16:  See WSJ Market Watch Interview http://www.marketwatch.com/video/asset/internet-drug-scams-2011-03-02/2C4BCEE5-28BF-44FC-9E03-75B4D5BF3396#!2C4BCEE5-28BF-44FC-9E03-75B4D5BF3396.  ] 

1. Online sales of counterfeit luxury goods account for $135 billion in revenues; [footnoteRef:17] [17:  See Mark Monitor, Seven Best Practices for Fighting Counterfeit Sales Online 3 (2010) available at https://www.markmonitor.com/.../wp-Fighting_Counterfeit_Sales.pdf. ] 

1. Online piracy generates illegal revenues approaching $50 billion;[footnoteRef:18] and [18:   See Kai Ryssdal, Calculating the Costs of Online Piracy, Marketplace.org (Jan. 18, 2012), http://www.marketplace.org/topics/tech/calculating-costs-online-piracy.] 

1. Identity theft costs U.S. consumers approximately $61 billion annually.[footnoteRef:19] [19:  See Stacey L. Schreft, Risks of Identity Theft: Can the Market Protect the Payment System, Federal Reserve Bank of Kansas City Economic Review 10 (Q4 2007) available at http://www.kc.frb.org/Publicat/ECONREV/PDF/4q07Schreft.pdf.] 


If these resources were the combined annual revenues of a nation-state, that nation-state’s gross domestic product would be among the forty largest in the world.[footnoteRef:20] Therefore, ANA’s and CRIDO’s members draw little comfort from the high application fee when weighing the potential risks to their greatly valued and valuable brands from not defensively registering at the top level. Indeed, it would seem that the $185,000 application fee (coupled with the very real possibility of having to compete in an auction) will do more to deter start-ups or small businesses, which really might have innovative ideas regarding new uses for TLDs, than it will to deter the enterprises which are already wreaking substantial financial harm, or worse, on the Internet.   [20:  See Gross Domestic Product 2010, available at:  https://siteresources.worldbank.org/DATA STATISTICS/Resources/GDP.pdf] 


We believe that only through adoption of a “Do Not Sell” list or lists pertaining both to the top and second levels or some similar approach can entities adequately protect their critically valuable trademarks, wordmarks and other names and identifiers. We encourage ICANN to open a comment window immediately to solicit views of the stakeholder community regarding how such a list could operate and how effective it would be in eliminating the need for counterproductive defensive registrations, with all their attendant significant costs. We look forward to working with ICANN, through its multi-stakeholder process, to create such a list or lists as soon as possible.  
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