
WhoisGaurd Privacy/Proxy Analysis for 4 Illicit Pharmacies 
 
In this sample report we have selected four unlicensed 
pharmacies websites that use a privacy/proxy service. The 
four featured sites in this report all use WHOISGUARD to 
block the ownership of their domains. The ownership of 
WHOISGUARD is also a secret which creates a bit of 
conundrum. What we have is a secret organization shielding 
the identity of online drug-dealers. The four domains in 
question are: 
 
Mycanadapharmacy.net - Offers illegal online consultations 
canadianpills.org - Offers controlled substances "without 
any additional hassles, requirements, or questions" 
rxcustomerservice.org - Is a support system site for a 

s network of unlicensed pharmacie
drugspharmacynoprescription.com - States within the name 
that no prescription is required 
 
A detailed look at WhoisGuard shows it is likely owned by 
the Registrar NameCheap Inc. which also apparently operates 
as a reseller to eNom. WhoisGuard has no locatable business 
registration of its own and appears only to be a service or 
product of NameCheap. The given business address for 
WhoisGuard (8939 S. Sepulveda Blvd. 110 - 732 Westchester,  
CA 90045) is in fact a UPS store. 

 
 
This obfuscation and lack of transparency goes right to the 
heart of the proxy/privacy problem. It is a place where 
criminals can act with complete secrecy because the 
providers are secret as well. There is little protection 
for or accountability to the consumer here. 



 
 

 
 
 
Mycanadapharmacy.net = [ 96.0.159.33 ]  

(Asked whois.enom.com:43 about mycanadapharmacy.net) 

=-=-=-=  
 Visit AboutUs.org for more information about mycanadapharmacy.net  
 http://www.aboutus.org/mycanadapharmacy.net"AboutUs: 
mycanadapharmacy.net  
 Registration Service Provided By: NameCheap.com  
 Contact: support@NameCheap.com 
  
 Domain name: mycanadapharmacy.net  
 Registrant Contact:  
    WhoisGuard  
    WhoisGuard Protected ()  
    Fax:  
    8939 S. Sepulveda Blvd. 110 - 732  

http://samspade.org/whois?query=Mycanadapharmacy.net;server=auto
http://samspade.org/whois?query=96.0.159.33;server=auto
http://samspade.org/whois?query=AboutUs.org;server=auto
http://samspade.org/whois?query=mycanadapharmacy.net;server=auto
http://samspade.org/whois?query=mycanadapharmacy.net;server=auto
http://samspade.org/whois?query=NameCheap.com;server=auto
mailto:support@NameCheap.com
http://samspade.org/whois?query=mycanadapharmacy.net;server=auto


    Westchester  CA 90045  
    US  
 Administrative Contact:  
    WhoisGuard  
    WhoisGuard Protected 
89a2562a3fe9445fbb3a54a503af2eea.protect@whoisguard.com 
  
    1.6613102107  
    Fax: 1.6613102107  
    8939 S. Sepulveda Blvd. 110 - 732  
    Westchester  CA 90045  
    US  
 Technical Contact:  
    WhoisGuard  
    WhoisGuard Protected 
89a2562a3fe9445fbb3a54a503af2eea.protect@whoisguard.com 
  
    1.6613102107  
    Fax: 1.6613102107  
    8939 S. Sepulveda Blvd. 110 - 732  
    Westchester  CA 90045  
    US  
 Status: Locked  
 
 

mailto:89a2562a3fe9445fbb3a54a503af2eea.protect@whoisguard.com
mailto:89a2562a3fe9445fbb3a54a503af2eea.protect@whoisguard.com


canadianpills.org = [ 96.0.159.110 ]  

(Asked whois.pir.org:43 about canadianpills.org) 

 Domain ID: D157364900-LROR  
 Domain Name: CANADIANPILLS.ORG  
 Created On: 16-Oct-2009 03: 38: 15 UTC  
 Last Updated On: 16-Oct-2009 03: 38: 31 UTC  
 Expiration Date: 16-Oct-2010 03: 38: 15 UTC  
 Sponsoring Registrar: eNom  Inc. (R39-LROR)  
 Status: CLIENT TRANSFER PROHIBITED  
 Status: TRANSFER PROHIBITED  
 Registrant ID: edf90f008c88a141  
 Registrant Name: WhoisGuard  Protected  
 Registrant Organization: WhoisGuard  
 Registrant Street1: 8939 S. Sepulveda Blvd. 110 -  
 Registrant Street2:  
 Registrant Street3:  
 Registrant City: Westchester  
 Registrant State/Province: CA  
 Registrant Postal Code: 90045  
 Registrant Country: US  
 Registrant Phone: 1.6613102107  
 Registrant Phone Ext.:  
 Registrant FAX:  
 Registrant FAX Ext.:  
 Registrant Email: 
4f0f7bbec6f741fe8e7b8b5287df7548.protect@whoisguard.com 
  
 Admin ID: edf90f008c88a141  
 Admin Name: WhoisGuard  Protected  
 Admin Organization: WhoisGuard  
 Admin Street1: 8939 S. Sepulveda Blvd. 110 -  
 Admin Street2:  
 Admin Street3:  
 Admin City: Westchester  
 Admin State/Province: CA  
 Admin Postal Code: 90045  
 Admin Country: US  
 Admin Phone: 1.6613102107  
 Admin Phone Ext.:  
 Admin FAX:  
 Admin FAX Ext.:  
 Admin Email: 4f0f7bbec6f741fe8e7b8b5287df7548.protect@whoisguard.com 
  
 Tech ID: edf90f008c88a141  
 Tech Name: WhoisGuard  Protected  
 Tech Organization: WhoisGuard  
 Tech Street1: 8939 S. Sepulveda Blvd. 110 -  
 Tech Street2:  
 Tech Street3:  
 Tech City: Westchester  
 Tech State/Province: CA  
 Tech Postal Code: 90045  
 Tech Country: US  
 Tech Phone: 1.6613102107  

http://samspade.org/whois?query=canadianpills.org;server=auto
http://samspade.org/whois?query=96.0.159.110;server=auto
http://samspade.org/whois?query=CANADIANPILLS.ORG;server=auto
mailto:4f0f7bbec6f741fe8e7b8b5287df7548.protect@whoisguard.com
mailto:4f0f7bbec6f741fe8e7b8b5287df7548.protect@whoisguard.com


 Tech Phone Ext.:  
 Tech FAX:  
 Tech FAX Ext.:  
 Tech Email: 4f0f7bbec6f741fe8e7b8b5287df7548.protect@whoisguard.com 
 
 

 
 
rxcustomerservice.org = [ 96.0.159.63 ]  

(Asked whois.pir.org:43 about rxcustomerservice.org) 

 Domain ID: D157364901-LROR  
 Domain Name: RXCUSTOMERSERVICE.ORG  
 Created On: 16-Oct-2009 03: 38: 20 UTC  
 Last Updated On: 16-Oct-2009 03: 38: 37 UTC  
 Expiration Date: 16-Oct-2010 03: 38: 20 UTC  
 Sponsoring Registrar: eNom  Inc. (R39-LROR)  
 Status: CLIENT TRANSFER PROHIBITED  
 Status: TRANSFER PROHIBITED  
 Registrant ID: 6dc1689257661e50  
 Registrant Name: WhoisGuard  Protected  
 Registrant Organization: WhoisGuard  
 Registrant Street1: 8939 S. Sepulveda Blvd. 110 -  
 Registrant Street2:  
 Registrant Street3:  
 Registrant City: Westchester  
 Registrant State/Province: CA  
 Registrant Postal Code: 90045  
 Registrant Country: US  
 Registrant Phone: 1.6613102107  
 Registrant Phone Ext.:  
 Registrant FAX:  
 Registrant FAX Ext.:  

mailto:4f0f7bbec6f741fe8e7b8b5287df7548.protect@whoisguard.com
http://samspade.org/whois?query=rxcustomerservice.org;server=auto
http://samspade.org/whois?query=96.0.159.63;server=auto
http://samspade.org/whois?query=RXCUSTOMERSERVICE.ORG;server=auto


 Registrant Email: 
50d3f31171cf46228842d8b2a00eec1d.protect@whoisguard.com 
  
 Admin ID: 6dc1689257661e50  
 Admin Name: WhoisGuard  Protected  
 Admin Organization: WhoisGuard  
 Admin Street1: 8939 S. Sepulveda Blvd. 110 -  
 Admin Street2:  
 Admin Street3:  
 Admin City: Westchester  
 Admin State/Province: CA  
 Admin Postal Code: 90045  
 Admin Country: US  
 Admin Phone: 1.6613102107  
 Admin Phone Ext.:  
 Admin FAX:  
 Admin FAX Ext.:  
 Admin Email: 50d3f31171cf46228842d8b2a00eec1d.protect@whoisguard.com 
  
 Tech ID: 6dc1689257661e50  
 Tech Name: WhoisGuard  Protected  
 Tech Organization: WhoisGuard  
 Tech Street1: 8939 S. Sepulveda Blvd. 110 -  
 Tech Street2:  
 Tech Street3:  
 Tech City: Westchester  
 Tech State/Province: CA  
 Tech Postal Code: 90045  
 Tech Country: US  
 Tech Phone: 1.6613102107  
 Tech Phone Ext.:  
 Tech FAX:  
 Tech FAX Ext.:  
 Tech Email: 50d3f31171cf46228842d8b2a00eec1d.protect@whoisguard.com 
  
 
 

mailto:50d3f31171cf46228842d8b2a00eec1d.protect@whoisguard.com
mailto:50d3f31171cf46228842d8b2a00eec1d.protect@whoisguard.com
mailto:50d3f31171cf46228842d8b2a00eec1d.protect@whoisguard.com


 
 
 
 
drugspharmacynoprescription.com = [ 96.0.111.10 ]  

(Asked whois.enom.com:43 about drugspharmacynoprescription.com) 

=-=-=-=  
 Visit AboutUs.org for more information about 
drugspharmacynoprescription.com  
 http://www.aboutus.org/drugspharmacynoprescription.com"AboutUs: 
drugspharmacynoprescription.com  
 Registration Service Provided By: NameCheap.com  
 Contact: support@NameCheap.com 
  
 Domain name: drugspharmacynoprescription.com  
 Registrant Contact:  
    WhoisGuard  
    WhoisGuard Protected ()  
    Fax:  
    8939 S. Sepulveda Blvd. 110 - 732  
    Westchester  CA 90045  
    US  
 Administrative Contact:  
    WhoisGuard  
    WhoisGuard Protected 
2656bd0436ae46aa8251a2cc72d2479f.protect@whoisguard.com 
  

http://samspade.org/whois?query=drugspharmacynoprescription.com;server=auto
http://samspade.org/whois?query=96.0.111.10;server=auto
http://samspade.org/whois?query=AboutUs.org;server=auto
http://samspade.org/whois?query=drugspharmacynoprescription.com;server=auto
http://samspade.org/whois?query=drugspharmacynoprescription.com;server=auto
http://samspade.org/whois?query=NameCheap.com;server=auto
mailto:support@NameCheap.com
http://samspade.org/whois?query=drugspharmacynoprescription.com;server=auto
mailto:2656bd0436ae46aa8251a2cc72d2479f.protect@whoisguard.com


    1.6613102107  
    Fax: 1.6613102107  
    8939 S. Sepulveda Blvd. 110 - 732  
    Westchester  CA 90045  
    US  
 Technical Contact:  
    WhoisGuard  
    WhoisGuard Protected 
2656bd0436ae46aa8251a2cc72d2479f.protect@whoisguard.com 
  
    1.6613102107  
    Fax: 1.6613102107  
    8939 S. Sepulveda Blvd. 110 - 732  
    Westchester  CA 90045  
    US  

mailto:2656bd0436ae46aa8251a2cc72d2479f.protect@whoisguard.com


 


