WhoisGaurd Privacy/Proxy Analysis for 4 Illicit Pharmacies

In this sample report we have selected four unlicensed
pharmacies websites that use a privacy/proxy service. The
four featured sites in this report all use WHOISGUARD to
block the ownership of their domains. The ownership of
WHOISGUARD 1is also a secret which creates a bit of
conundrum. What we have iIs a secret organization shielding
the 1dentity of online drug-dealers. The four domains iIn
question are:

Mycanadapharmacy.net - Offers i1llegal online consultations
canadianpills.org - Offers controlled substances "without
any additional hassles, requirements, or questions”
rxcustomerservice.org - Is a support system site for a
network of unlicensed pharmacies
drugspharmacynoprescription.com - States within the name
that no prescription is required

A detailed look at WhoisGuard shows it is likely owned by
the Registrar NameCheap Inc. which also apparently operates
as a reseller to eNom. WhoisGuard has no locatable business
registration of its own and appears only to be a service or
product of NameCheap. The given business address for
WhoisGuard (8939 S. Sepulveda Blvd. 110 - 732 Westchester,
CA 90045) is in fact a UPS store.

Yiew Location Detail

The UPS Store Reqular Hours of Operation:

39349 5 SEPLILVEDA BLYD Monday 03:00 Aw - 06:30 PM
STE 110 Tuesday  03:00 A - 06:30 P
WESTCHESTER, CA 30043 Wednesday 08:00 AM - 0F:30 PM
Phone: (310)216-1324 Thursday  08:00 Ak - 06:30 P
Fax: (31 M216-1306 Friday 03:00 Awt - 06:30 P
E-tmail The LIPS Stare #4417 Saturday 10:00 Ahd - 04:00 P

Additional Information:
YWESTCHESTER YILLAGE BETWEEMN MAMCHESTER &WYESTCHESTER PAREWAY

This obfuscation and lack of transparency goes right to the
heart of the proxy/privacy problem. It is a place where
criminals can act with complete secrecy because the
providers are secret as well. There i1s little protection
for or accountability to the consumer here.
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Mycanadapharmacy.net = [ 96.0.159.33 ]

(Asked whois.enom.com:43 about mycanadapharmacy.net)

Visit AboutUs.org for more information about mycanadapharmacy.net
http://www.aboutus.org/mycanadapharmacy . net'AboutUs:
mycanadapharmacy .net

Registration Service Provided By:
Contact: support@NameCheap.com

NameCheap . com

Domain name: mycanadapharmacy.net
Registrant Contact:

WhoisGuard

WhoisGuard Protected ()

Fax:

8939 S. Sepulveda Blvd. 110 - 732


http://samspade.org/whois?query=Mycanadapharmacy.net;server=auto
http://samspade.org/whois?query=96.0.159.33;server=auto
http://samspade.org/whois?query=AboutUs.org;server=auto
http://samspade.org/whois?query=mycanadapharmacy.net;server=auto
http://samspade.org/whois?query=mycanadapharmacy.net;server=auto
http://samspade.org/whois?query=NameCheap.com;server=auto
mailto:support@NameCheap.com
http://samspade.org/whois?query=mycanadapharmacy.net;server=auto

Westchester CA 90045

us
Administrative Contact:

WhoisGuard

WhoisGuard Protected
89a2562a3fe9445fbb3a54a503af2eea. protect@whoisguard.com

1.6613102107

Fax: 1.6613102107

8939 S. Sepulveda Blvd. 110 - 732

Westchester CA 90045

us
Technical Contact:

WhoisGuard

WhoisGuard Protected
89a2562a3fe9445fbb3a54a503af2eea. protect@whoisguard.com

1.6613102107
Fax: 1.6613102107
8939 S. Sepulveda Blvd. 110 - 732
Westchester CA 90045
us
Status: Locked

CanadianPills.org

QUALITY, AFFORDAEILITY, AND RELIABILITY SINCE 2006

Fonly

Home | Aboutus | FAQ | oOrderPolicy | Shipping | ContactUs | Privacy Policy | ShoppingCart | Order Status

Alphabetical search: IA 'I MONEY BACK FAST USA
[anax =] ¥ | GUARANTEE! i SHIPPING!
RANKED #1
il PHARMACY!
Ansiety Relief Home : Hydrocodone
Hanax
Y aliurn
Buspar
Ativan
EBuspirane Hydrocodone 10/325mg (Generic Morco) 20 Tablets $229.00 ﬂ add
Choazapann
Elonopin
Hydrocodone 10/325mg (Generic Morco) 60 Tablets $329.00 add
Pain Relief
Hyd o
cidf.f: e Hydrocodone 10f325mg (Generic Morco) 90 Tablets $293.00 add
Ulltrarn



mailto:89a2562a3fe9445fbb3a54a503af2eea.protect@whoisguard.com
mailto:89a2562a3fe9445fbb3a54a503af2eea.protect@whoisguard.com

canadianpills.org = [ 96.0.159.110 ]

(Asked whois.

Domain 1D:

pir.org:43 about canadianpills.org)

D157364900-LROR

Domain Name: CANADIANPILLS.ORG

Created On:

16-0ct-2009 03: 38: 15 UTC

Last Updated On: 16-0Oct-2009 03: 38: 31 UTC

Expiration
Sponsoring
Status: CLI

Date: 16-0Oct-2010 03: 38: 15 UTC
Registrar: eNom Inc. (R39-LROR)
ENT TRANSFER PROHIBITED

Status: TRANSFER PROHIBITED

Registrant
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Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant
Registrant

ID: edf90f008c88al4l

Name: WhoisGuard Protected
Organization: WhoisGuard
Streetl: 8939 S. Sepulveda Blvd. 110 -
Street2:

Street3:

City: Westchester
State/Province: CA

Postal Code: 90045

Country: US

Phone: 1.6613102107

Phone Ext.:

FAX:

FAX Ext.:

Email:

4T0Ff7bbec6f741Te8e7b8b5287dT7548 _.protect@whoisguard.com

Admin
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Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin

Name:
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FAX:
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Tech
Tech
Tech
Tech
Tech
Tech
Tech
Tech
Tech
Tech
Tech

Organi

Postal

Phone:

ID: edf90f008c88al4l

WhoisGuard Protected

Organization: WhoisGuard

Streetl: 8939 S. Sepulveda Blvd. 110 -
Street2:

Street3:

Westchester

State/Province: CA
Postal
Country: US
Phone:
Phone Ext.:

Code: 90045

1.6613102107

FAX Ext.:
> 4T0F7bbec6f741fe8e7b8b5287df7548 .protect@whoisguard.com

ID: edf90f008c88al4l
Name: WhoisGuard Protected

zation: WhoisGuard

Streetl: 8939 S. Sepulveda Blvd. 110 -
Street2:

Street3:

City: Westchester

State/Province: CA

Code: 90045

Country: US

1.6613102107


http://samspade.org/whois?query=canadianpills.org;server=auto
http://samspade.org/whois?query=96.0.159.110;server=auto
http://samspade.org/whois?query=CANADIANPILLS.ORG;server=auto
mailto:4f0f7bbec6f741fe8e7b8b5287df7548.protect@whoisguard.com
mailto:4f0f7bbec6f741fe8e7b8b5287df7548.protect@whoisguard.com

Tech Phone Ext.:

Tech FAX:

Tech FAX Ext.:

Tech Email: 4Ff0f7bbec6ft741Te8e7b8b5287d¥7548.protect@whoisguard.com

RNservice'

Home Contact Us Ticket System Live Chat

WOME | ORDERSTATSS | PRICES | FAOS | CONTACT %

« No Prior Rx Required

How can we help? e, fy EES LTS

RXCustomerService org is the designated customer

are here to assist you .
PHENTERMINE AMBIEN

{ ng guestions you may st = 515000 o 515000 =y 515000
have while viewing one of our websites. i S e

] soma Qs HYDROCODONE

& 512900 Y 59900 =y $19900
Want to save money? Services Highighis
Check out our current promotions and
save tons on your order today!
9 Support Tickets E. Live Help @ Phone and Email

If your question doesntrequire an immediate For urgent questions, or problems during the If you would prefer to email or call our customer

answer, please use the ticket system... actual order process, use live chat support... senvice department, here is our contact info....

Read more @ Read more @ Read more @

rxcustomerservice.org = [ 96.0.159.63 ]

(Asked whois.pir.org:43 about rxcustomerservice.org)

Domain ID: D157364901-LROR

Domain Name: RXCUSTOMERSERVICE.ORG

Created On: 16-0Oct-2009 03: 38: 20 UTC

Last Updated On: 16-0ct-2009 03: 38: 37 UTC
Expiration Date: 16-Oct-2010 03: 38: 20 UTC
Sponsoring Registrar: eNom Inc. (R39-LROR)
Status: CLIENT TRANSFER PROHIBITED

Status: TRANSFER PROHIBITED

Registrant ID: 6dcl1689257661e50

Registrant Name: WhoisGuard Protected
Registrant Organization: WhoisGuard
Registrant Streetl: 8939 S. Sepulveda Blvd. 110 -
Registrant Street2:

Registrant Street3:

Registrant City: Westchester

Registrant State/Province: CA

Registrant Postal Code: 90045

Registrant Country: US

Registrant Phone: 1.6613102107

Registrant Phone Ext.:

Registrant FAX:

Registrant FAX Ext.:


mailto:4f0f7bbec6f741fe8e7b8b5287df7548.protect@whoisguard.com
http://samspade.org/whois?query=rxcustomerservice.org;server=auto
http://samspade.org/whois?query=96.0.159.63;server=auto
http://samspade.org/whois?query=RXCUSTOMERSERVICE.ORG;server=auto

Regis
50d3f3

Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin
Admin

Tech
Tech
Tech
Tech
Tech
Tech
Tech
Tech
Tech
Tech
Tech
Tech
Tech
Tech
Tech

trant Email:
1171cf46228842d8b2a00eecld.protect@whoisguard.com

ID: 6dcl1689257661e50

Name: WhoisGuard Protected
Organization: WhoisGuard

Streetl: 8939 S. Sepulveda Blvd. 110 -
Street2:

Street3:

City: Westchester

State/Province: CA
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Country: US
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Name: WhoisGuard Protected
Organization: WhoisGuard

Streetl: 8939 S. Sepulveda Blvd. 110 -
Street2:

Street3:

City: Westchester

State/Province: CA

Postal Code: 90045

Country: US

Phone: 1.6613102107

Phone EXxt.:
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FAX Ext.:
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mailto:50d3f31171cf46228842d8b2a00eec1d.protect@whoisguard.com
mailto:50d3f31171cf46228842d8b2a00eec1d.protect@whoisguard.com
mailto:50d3f31171cf46228842d8b2a00eec1d.protect@whoisguard.com

Member Login Welcome to drugspharmacynoprescription.com

Here, in drugspharmacynoprescription.com we are committed to bringing you the best meds for the lowest
prices. Please check out our catalog with confidence that each one the listed items was tested for both Quality
and Affectivity. We are connected to the most reputable suppliers, to bring you the best quality products
7] Remember me Because your health is at the center of our attention

231!\_%bﬂﬁ

Kick off your Fall right with 15% off
W/ Free Shipping Worldwide, W 100% Satisfaction Guaranteed

6 xS
2

Username

Product Catalog

+ Men's Health
Cialis (Generic)
Cialis Soft Tabs

Levitra {Generic) Bestselling Medications

Propecia (Generic) o o
Viagra (Generic) , Generic Viagra Generic Cialis
Viagra Soft Tabs = Generic Viagra 90 x 50mg - Generic Cialis 90 x 10mg
Cialis (Brand) $ 1.77 perpi w $ 2.16 perpi

Levitra (Brand)

Viagra (Brand) Viagra Generic Viagra ST

ED Trial Packs ) Viagra 70 x 50mg [ Generic Viagra 5T 90 x 100mg
+ Weight Loss $ 599 per pil $ 210 per pil

drugspharmacynoprescription.com =[ 96.0.111.10 ]

(Asked whois.enom.com:43 about drugspharmacynoprescription.com)

Visit AboutUs.org for more information about
drugspharmacynoprescription.com
http://www.aboutus.org/drugspharmacynoprescription.com” AboutUs:
drugspharmacynoprescription.com

Registration Service Provided By: NameCheap.com

Contact: support@NameCheap.com

Domain name: drugspharmacynoprescription.com
Registrant Contact:
WhoisGuard
WhoisGuard Protected ()
Fax:
8939 S. Sepulveda Blvd. 110 - 732
Westchester CA 90045
us
Administrative Contact:
WhoisGuard
WhoisGuard Protected
2656bd0436aed46aa8251a2cc72d2479f . protect@whoisguard.com
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1.6613102107
Fax: 1.6613102107
8939 S. Sepulveda Blvd. 110 - 732
Westchester CA 90045
us
Technical Contact:
WhoisGuard

WhoisGuard Protected
2656bd0436ae46aa8251a2cc72d2479f . protect@whoisguard.com

1.6613102107
Fax: 1.6613102107
8939 S. Sepulveda Blvd. 110 - 732

Westchester CA 90045
us
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